
6    TSCP Trust Points

TSCP specifications are generally created and tested in a 
closed community of members, but will only deliver their 
full business benefit if widely adopted beyond that mem-
bership. In the complex world of setting standards, it is nec-
essary to strike a balance between the benefits of a broader 
marketplace for the specification and the challenge of get-
ting agreement among a larger number of players, which 
increases as one moves from project, industry or national 
level to regional or global acceptance.

For TSCP, the majority of the benefit will be achieved by 
adoption across the global aerospace and defence industry. 
Most of the major organisations in that industry are rep-
resented through the Aerospace Industries Association of 
America (AIA) and the AeroSpace and Defence Industries 
Association of Europe (ASD). There is an added factor that 
AIA and ASD have agreed through a formal Memorandum 
of Understanding to collaborate on the development and 
adoption of standards for electronic interoperability, using 
similar approaches based on a methodology pioneered by 
the AIA. Although both associations use their own formal 
approval processes for achieving consensus among their 
members, which reflect the differing nature of their mem-
berships, the methodology covers:
•	 Identifying and tracking relevant specifications, 

standards and other initiatives
•	 Providing authoritative industry-level 

recommendations on the adoption of specifications 
and standards

•	 Providing useful guidance on consistent 
implementation to ensure interoperability of solutions

As specifications and standards come from multiple sourc-
es, there is no single prescribed format for adoption by the 
trade associations. TSCP deliverables can therefore be used 
directly to provide the necessary specifications, recommen-
dations and guidance, referenced directly from the trade 
association websites. However, it must be recognised that 
although the basic specifications have been successfully 
implemented within TSCP, targeting these deliverables at 
a much wider community needs to take into account that:
•	 Most organisations have not been involved in the 

development and testing process, so are starting from 
a much lower level of knowledge.

•	 Many of the organisations that need to deploy the 
capability employ 20-50 people and do not have 
dedicated IT or security experts.

•	 The capability needs to be proven, with test 
experiences embodied back into the original 
specifications.

Lessons Learned:
Fostering industry adoption of TSCP Specifications

The most mature TSCP specification, Secure Email v.1, recently became the first to be 
jointly adopted by both AIA and ASD using this methodology. Although well tested, the 
documentation needed considerable rework to meet the criteria above, and highlighted 
ten key lessons which need to be applied to future TSCP specification endeavors:

1. TSCP deliverables need to be designed from the start to be consumed by their 
final target audience, not the project team. Structure and readability need to be 
part of the design, not re-engineered in later at considerable cost.

2. TSCP deliverables need to clearly state the business problem that they solve, so 
that new users can recognise quickly whether the deliverable is applicable to their 
requirements.

3. For each business problem, the deliverables should identify the required solution 
components, any constraints in their implementation and provide any necessary 
guidance to solution designers, implementors and users.

4. Specifications need to clearly identify the mandatory features that must be 
implemented in order to ensure operation and interoperability of solutions – the 
“necessary and sufficient” conditions. Recommended practices that do not affect 
interoperability, and other permitted variations should be separately identified. 

5. Specifications should use simple language and constructs to facilitate 
understanding beyond the project team, and translation and use by non-native 
English speakers. TSCP specifications are not intended as promotional documents 
for the products or their developers, but as clear statements of requirements, and 
should be written accordingly.

6. Consistent use of terminology is essential, avoiding the use of different words for 
the same concept, or the same word for different concepts.

7. Great care must be taken to manage references to other standards and 
specifications outside TSCP that may evolve through time, to manage the risk of 
TSCP deliverables being invalidated by any changes.

8. TSCP deliverables should be structured to maximise reuse of components 
between products and thereby facilitate implementation.

9. TSCP deliverables may be based on a collection of documents, which must 
be maintained in alignment through careful configuration control to avoid 
contradictions and conflicts. This alignment needs to be maintained throughout 
the development process.

10. Quality assurance checklists can be developed which will help the authors of 
specifications to achieve these aims.

These ten points will help the developers to deliver specifications that can be taken im-
mediately to the AIA and ASD for adoption as industry recommendations, and to rapidly 
grow the market and deployment of solutions to secure the aerospace and defence supply 
network.
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