
In 2013, the Netherlands Ministry of Defence (NL-MoD) underwent a large 
reorganization. There were a number of budget and personnel cuts, as well 
as projects cancelled, but contributions to TSCP survived the internal reor-
ganization, and for good reason. Despite the recent changes, the Dutch mili-
tary is extremely ambitious, and while working harder will not help, working 
smarter will. Collaborating with all possible (military) partners is one way in 
which NL-MoD is working smarter. Additionally, the outsourcing of non-mili-
tary services will increase beneficial partnerships for NL-MoD. Since working 
smarter through collaboration is a political objective, there is a need for care-
ful tooling to align with political policy. TSCP has proven to be an excellent 
vehicle for easier, scalable, and affordable, secure collaboration, and has 
inspired our partners to adopt TSCP specifications. My long-term goal is to 
build on the benefits offered by TSCP by seeing TSCP specifications adopt-
ed in Commercial Off-The-Shelf (COTS) and Military Off-The-Shelf (MOTS) 
products that align with the political objectives of NL-MoD. 

NL-MoD started working with TSCP in 2006 and has since achieved a num-
ber of significant accomplishments. We were able to build a foundation of 
technical trust through cross-certification with the CertiPath Bridge Certificate 
Authority (CA), and this trust is extended through the Federal Bridge CA to 
a very important partner, the U.S. Department of Defense (US-DoD). We 
also signed a business trust with the US-DoD, and now have access to 
several US-DoD intranet sites (as well as sites from the National Aerospace 
Laboratory (NLR) of the Netherlands) with our NL-MoD hardware PKI token.  
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The figure below is my schematic for business trusts. As men-
tioned, the trusts with the US-DoD and NLR are complete up to the 
project and process level (where the actual work is done). I am very 
interested in achieving the same results with other partners. Below, 
you can see the scalability of the model – similar to older methods 
of collaboration, such as the fax machine, the more connections 
and users you have, the more benefits there are.

COvEr  STOry  CONTINuED... 

The Dutch government wants to 
have a paperless system by the year 
2017, and as such, there is a need 
for trusted identities in cyberspace 
and increased secure communication 
outside of government. For citizens, 
we already have Level of Assurance 
(LoA) 2 and 3 credentials. These will 
be expanded with LoA 4 credentials, 
and all the levels have to work con-
sistently. Thus, the system must be 
re-usable in the commercial market. 
There will also be add-ons for privacy. 
For example, an “older than 18 years” 
attribute would enable a person to buy 
liquor without the need to reveal their 
identity. (Of course, this example is 
not an NL-MoD objective, but rather 
an objective of the Ministry of Internal 
Affairs.) Due to these needs, I inform 
other Dutch governmental organiza-
tions about the benefits of TSCP spec-
ifications and encourage adoption.

NL-MoD is also working within NATO, 
and one program we are working on 
is Future Mission Networking (FMN). 
This project focuses on collaborat-
ing within the military. Thus, there is 
a need for secure collaboration at a 
high sensitivity level. Some may say 
that this is a completely different col-
laborative environment than previously 

discussed, and while I agree, many 
lessons from the TSCP domain can be 
re-used. When it comes to the integrity 
of data, it may be possible to re-use 
TSCP specifications. When it comes 
to exclusivity, a lot of extra, and stron-
ger, security (encryption) measures 
must be taken, especially when we 
are talking about Secret vs. Controlled 
Unclassified Information, and TSCP 
specifications include excellent meth-
ods of enhancing information security. 
Aligning the architectures might help 
to increase scalability, reduce costs 
and improve overall ease of use. 

Despite the benefits of TSCP speci-
fication adoption, it has proven to be 
tough to implement. At both internal 
and external levels we have not yet 
implemented the entire suite of TSCP 
specifications due to two reasons:  
1) reorganization and 2) it is not 
explicitly ordered by those with the 
power to do so (however, this is 
changing). It seems most businesses 
want the ability to collaborate securely 
at little to no cost, however, secure 
collaboration is simply not free. The 
IT industry implemented most, if not 
all, of the TSCP specifications avail-
able, and while businesses simply 
have to ask for implementation, they 

generally do not. As long as those 
making the business decisions don’t 
ask for secure collaboration, it will not 
happen. In my opinion, the IT depart-
ments can implement the tooling inex-
pensively, but cannot implement the 
procedures without the consent of the 
business. Thus, business adoption is 
integral for an organization to benefit 
as a whole. The US-DoD did a great 
job with this, and is an example of 
secure collaboration in action. Another 
example is UPS. They asked their 
customers what they wanted, and then 
created enough security to enable 
customers to safely track where their 
packages are in the world at any time. 
I challenge the rest of you to follow 
suit.

I am certain that all organizations 
would benefit from the adoption of 
TSCP specifications because they 
make secure collaboration easy and 
scalable1, and contribute to making 
the cyber-world a safer place to share 
information. 

1 Easy and scalable with respect to sensitivity 
levels, communities of interest, the depth of 
business chains, automation of security (busi-
ness) policies, Information Management, etc.

“While working harder 
will not help, working 
smarter will.”

The NL-MoD is collaborating with the Netherlands 
Defence Manufacturers Association to inspire our 
partners to implement TSCP specifications, and 
some of this inspiration comes from our acquisition 
regulations. While TSCP specifications are not yet 
mandatory, the word is spreading and we do our 
best to increase their adoption, usually by simply 
showing how secure collaboration is easier with 
TSCP than without. This is especially true when 
labeling is used for the automated protection of 
Intellectual Property and Compliance with Export 
Controls when participating in secure collaboration.
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TSCP Trusted Cyber Collaboration 
Workshop (TCCW)

Planning is underway for TSCP’s 
Trusted Cyber Collaboration 
Workshop, which will take place on 
September 25-26, 2014, at the Hyatt 
Regency Crystal City in Washington, 
D.C. The event’s theme is “Trusted 
Identities: The New Frontier in Cyber 
Security” and there will be a number 
of presentations and demonstrations 
around the most current and crucial 
subject matter in the secure collabora-
tion space. A call for papers for the 
event was recently released.   

TSCP/NextLabs Hosted Free 
Webinar

TSCP and NextLabs recently hosted 
a free webinar titled Leveraging 
SharePoint for Secure Federated 
Information Sharing. The event took 
place on April 23 and discussed the 
business drivers for global collabora-
tion, the foundational technologies 
and Trust Frameworks required for 

federated information sharing, and 
provided a demonstration of how 
TSCP members, Boeing, Lockheed 
Martin and Raytheon, can leverage 
existing strong corporate credentials 
and SharePoint to securely exchange 
sensitive information.

Productive Meeting with DMDC

On March 13, 2014, TSCP and DMDC 
hosted a limited-space meeting at the 
Mark Center in Alexandria, Virginia. 
The meeting featured updates from 
DMDC and TSCP, a live demonstra-
tion of information labeling and han-
dling, a presentation on permissible 
use, a demonstration of a credential 
and attribute exchange network (AXN) 
and lively discussion throughout. The 
meeting was attended by represen-
tatives from twelve Federal agen-
cies, TSCP members, and leading 
researching institutions. The meet-
ing successfully accomplished three 
intended goals to: 1) restore industry 
and government collaboration to 
foster innovation, collaboration and 

exchange of ideas; 2) focus on com-
mon operational issues through dem-
onstrations of real world problems and 
solutions; and 3) explore legal and 
liability models for “Permissible 
Use” of employer-issued CAC/PIV/
PIV-I for personal employee business 
in the wider marketplace. The col-
laboration meeting was considered 
highly productive and the next meet 
is already slated to take place 
on May 27 at the U.S. General 
Services Administration building. 
A registration site for the May 27 
event will soon be available.

OPERATIONAL NEWS
TSCP Bridge Service

The TSCP Bridge service is moving 
rapidly towards production. TSCP’s 
application to become cross-certified 
with the Federal Bridge was approved 
on March 18, 2014 by the Federal 
Public Key Infrastructure Policy 
Authority (FPKI PA). Next, the FPKI 
PA will step through their process to 
cross-certify the TSCP Bridge. Among 
other things, this process includes 
mapping TSCP’s Certificate Policy to 
the Federal Bridge Certificate Policy 
and negotiating a Memorandum of 
Agreement (MOA). TSCP’s software 
public key infrastructure (PKI) pro-
vider stood up the necessary TSCP 
PKI and a key ceremony was held on 
February 24, 2014. As TSCP moves 
into operations, we look forward to 
accepting applications to the new 
TSCP Bridge Service.

Trust Framework

Work on various trust framework 
elements continues. A draft of the 
bi-lateral federation agreement was 
completed. It is in review and plans 
are in motion to test it. The TSCP 
Common Operating Rules (COR) and 
other Bridge documents are being 
reviewed to create an LOA 2 and LOA 
3 trust framework that maximizes re-
use of the current LOA 4 trust frame-
work, resulting in a lower adoption 
and operational cost.

Office 365

TSCP completed work to stand up 
multiple TSCP Office 365 SharePoint 
sites which will provide a secure envi-
ronment for bridge documents and 
more. The office 365 SharePoints will 
improve ease of use for both TSCP 
and member companies. 

TSCP EvENTS               
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TSCP NSTIC Grant
TSCP completed its second quarter of work on the TSCP-NSTIC 
Pilot on schedule and on budget. The second quarter (1Q14) 
consisted primarily of initial trust framework document creation 
activities and planning for the Proof of Concept (POC) 1. TSCP 
created the first draft of the Trust Framework Develop Guidance 
(TFDG) and began testing the bi-lateral federation agreement. 

TSCP made minor adjustments to the schedule 
and elected to continue to focus on document 
creation in lieu of starting the Fidelity POC 1 due 
to additional coordination activities needed within 
Fidelity. A Trust Framework Development Guidance 
(TFDG) setup document was completed, explain-
ing each element of the TFDG and its relationship 
to the overall guidance. A number of TFDG based 
documents were created, including a Certificate 
Policy, a Certificate Practice Statement, a Criteria 
and Methodology, and associated Standard 

National Program Office (NPO).

TSCP’s third quarter of performance (2Q14) will continue the 
activities started. The second update of the TFDG will be com-
pleted and then tested with a POC. The expansion of our trust 

Operating Procedures. The TSCP POC1 Identity 
providers (IdP) were identified as Airbus Group 

and Defense Manpower Data Center (DMDC). Both IdPs were 
tested and are ready to be used when the Fidelity NetBenefits 
test environment is operational for testing. Outreach efforts 
continued with an Identity Ecosystem Steering Group (IDESG) 
presentation at a DMDC/TSCP hosted collaboration event, and 
there were new perspective member discussions. TSCP deliv-
ered the indirect cost rate proposal, submitted monthly spend 
plans, and continued the bi-weekly status meetings with the 

framework documents into LOA 2 and 3 will begin. Incorporation of NSTIC Privacy guidelines will continue 
to be a focus when working with the Federal Bridge Certificate Authority (FBCA) and our member partners 
and technology providers. Work will continue in regards to moving toward a mutually agreeable liability 
and privacy model between the TSCP member community and the financial community (with Fidelity). The 
TSCP Solution Center will be used as part of the next POC. Work will continue to plan and execute the next 
POC/Pilot, which will include an expanded list of participants. Additional outreach is planned with IDESG 
involvement, new member outreach, and continued information sharing session with Gov’t and Industry. The 
NSTIC/TSCP bi-weekly program reviews, monthly budget and actuals reports and drawdowns are planned 
to continue.

Additional TSCP Work Areas
Based on member and executive feedback, TSCP recently had a large change in focus from strategic to operational. As 
part of this change, TSCP has been working a number of different items while tracking the progress in executive summa-
ries, or “executive notes.” Each note explains a specific task area TSCP is working and the significance of the operational 
issues TSCP is addressing in each area. Moreover, each note serves as a living document that tracks work completed 
and next steps.

Currently, TSCP has executive notes on the following areas: Defense Federal Acquisition Regulation Supplement 
(DFARS) Safeguarding Unclassified Controlled Technical Information; Privacy and Personal Use of PIV, CAC and PIV-
I; TSCP Bridge Services; DoD Web Portal Data Collection, Analysis and Cost Recovery; Bi-lateral Federation Trust 
Agreement; DoD Non-Acceptance of External Credentials; Lack of Government Representation at Conferences and 
Important Meetings; and the TSCP NSTIC Grant. The next page describes some of the work underway.

TSCP ExECuTIvE NOTES
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Defense Federal Acquisition Regulation Supplement 
(DFARS clause) 252.240–7012, entitled Safeguarding 
Unclassified Controlled Technical Information

TSCP continues to work with the Aerospace Industries 
Association, other trade associations, and industry represen-
tatives to foster a conversation with Department of Defense 
representatives from both the acquisition community and 
CIO concerning the requirements placed on industry, based 
on DFARS 252.240–7012. In a meeting held January 30, 
AIA presented a draft clarification statement for Table 1 of 
the clause. Table 1 provides the minimum security con-
trols required to safeguard unclassified controlled technical 
information based on NIST Special Publication 800–53. 
The Table had caused some confusion about whether the 
baseline requirement for listed security controls was always 
invoked by Table 1. The clarification that we worked with AIA 
makes clear that the baseline for the listed security control is 
always invoked along with any enhancements listed after the 
baseline in parentheses. DoD representatives agreed with 
the concept of the proposed clarification and indicated that, 
by the end of the month, they would present a Procedure, 
Guidance and Information (PGI) including a clarification for 
Table 1 for approval by the DAR Council. PGI provides guid-
ance to contracting officers, program managers and others 
on the appropriate implementation of new DFARS clauses. 

AIA is also heading an effort to develop an enterprise stan-
dards document that industry can use to meet new clause 
requirements. TSCP reiterated that we would work on the 
portion of the enterprise standards document dealing with 
identity and access management.
  
DoD Web Portals and use of PIV-I Credentials
In mid-December, TSCP met with Richard Hale at DoD to 
discuss a number of topics, including the extent to which 
DoD applications are complying with the Takai Memorandum 
requiring DoD web portal applications to accept non-federally 
issued Identity Credentials. TSCP reported that, from the 
statistics gathered from our members, DoD web portal com-
pliance with the memorandum was hovering at about 50%. 
Richard Hale promised to make compliance a priority for 
DoD this year. TSCP is working to schedule another meeting 
with Richard in search of an update.

DFARS Bilateral Federation Trust Agreement
Following a meeting of the Legal and Policy Working Group, 
a new draft Bi-Lateral Online Federated Identity Trust 
Agreement was issued on February 19th.  The recent revi-
sions to the agreement include: reduction of repetition of 
the requirements of the Common Operating Rules (COR), 
addition of an Appendix to allow parties to the agreement the 
flexibility to decide what requirements they want to invoke 
from the COR, additional clarity on audit requirements, 
changes to the caps on liability to align the document more 

logically with the cap on liability in the Certificate Policy, addi-
tional language on the duration of the agreement and the 
agreement modification process and language in the Privacy 
section to provide both minimum requirements and optional 
best practices, including language to meet the FICAM 
requirements if desired. Plans are in the works to use this 
version of the draft Agreement to do some hands-on testing.  
We will keep you posted on the outcome of that testing.

Government Collaboration
In March, TSCP and DMDC hosted the first in a series of 
collaboration meetings between industry and government on 
topics of interest to TSCP members. We are hoping that the 
Collaboration meetings will become a way to foster commu-
nication with federal agencies in the wake of restrictions on 
government employee attendance at conferences arising last 
year. The first meeting with DMDC was considered a large 
success and the next collaboration meeting is slated for May 
27 at the GSA building. For more information on the agenda 
and work completed at the DMDC meeting, please see the 
DMDC meeting topic under the Events section. Other options 
for fostering collaboration will continue to be explored.

DoD Non-Acceptance of External Credentials
TSCP pooled its member resources and worked as a uni-
fied group to produce a white paper entitled DoD Non-
Acceptance of DoD-Approved Credentials, which detailed 
the issues and TSCP recommendations. The paper was 
submitted to the DoD CIO. TSCP also arranged meetings for 
TSCP Member Executives to meet with the DoD CIO to col-
laborate on a resolution.

On Jan. 24, 2013, the DoD issued the memorandum 
Department of Defense Requirements for Accepting Non-
Federally Issued Identity Credentials, which now requires 
(rather than simply encourages) DoD application owners to 
accept credentials such as those issued by TSCP member 
companies.

Privacy and Personal Use of PIV, CAC and PIV-I
Please see the DMDC meeting topic under the Events sec-
tion for information on some of the ground covered in this 
area.

TSCP ExECuTIvE NOTES
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Architecture Committee (AC)

Compiling our end of year report made it clear that the AC 
had an active and wide-ranging year in 2013. We participat-
ed in two face-to-face sessions together at TSCP business 
weeks, and nearly fifty teleconferences working on a dozen 
tasks which have led to the release of thirteen significant 
documents, over half of which have become available on 
the TSCP web site. 
 
As 2013 ended, the AC completed one of its most important 
pieces of work, the high level roadmap for the Leadership 
Advisory Group. This roadmap was developed based upon 
“landmark capabilities,” those milestones which are of busi-
ness rather than technical significance, to describe the 
sequence of work necessary to address priority business 
capabilities. The AC’s final input was an update to align the 
roadmap with the new TSCP strategy so that it can be used 
to inform the work to develop the TSCP work plan for 2014.

During December, the AC also signed off on a less techni-
cal, but no less challenging piece of work. We had been 
challenged by Keith Ward, TSCP President and CEO, to 
help him “lift the fog” around some of the terminology and 
concepts associated with the work that TSCP has been 
engaged in. The first area that we targeted was different 
mechanisms for provisioning users with accounts and han-
dling authentication across organizations. Despite working 
together in this area for quite a few years, the need to sim-
plify and explain the work provoked some robust debates 
within the AC. Plans are in motion to deliver our raw output 
to the hands of some skilled graphic designers, and the final 
versions should be released in the near future. We hope 
it will successfully “lift the fog” in certain areas for those 
engaged in our space.

Finally, at the end of the year, TSCP leadership made the 
decision to change TSCP’s focus from strategic to opera-
tional. As a result, regularly scheduled AC meetings and 
work items have been put on hold. The AC will continue 
to be used on an as-needed basis for TSCP tactical work 
areas.

IdFv.2

The IdFv.2 team finalized the documentation of the TSCP 
business week demonstration. The team completed upload-
ing all 2013 deliverables to the TSCP SharePoint site. 
Finally, the IdF team discussed, identified, prioritized and 
documented potential work items for inclusion in the 2014 
work efforts.

ILH Demo

There has been a high level of interest in the Information 
Labeling and Handling Demonstration presented by TSCP 
at the 2013 November Symposium. TSCP met with various 
organizations to present the demo, and it will soon become 
available on the TSCP public site.

Working Group and Committee Updates



7

Platinum Members 

BAE Systems
Contact: TBD

Lockheed Martin
Contact: greg.roecker@lmco.com

The Boeing Company
Contact: TBD

Northrop Grumman
Contact: mike.papay@ngc.com

Airbus Group
Contact: philippe.laflandre@eads.net

Raytheon
Contact: anthony_jones@raytheon.com

TSCP Member Directory

Government Members

U.S. Department of Defense
Contact: paul.grant@osd.mil

Netherlands Ministry of Defence
Contact: ft.bakker@mindef.nl

U.S. General Services Administration
Contact: deborah.gallagher@gsa.gov

NASA
Contact: luis.m.bares@nasa.gov

French ANSSI
Contact: patrick.pailloux@ssi.gouv.fr

UK Ministry of Defence
Contact: cto-innovasthd@mod.uk

U.S. Secret Service
Contact: TBD

Gold Members

CA Technologies
Contact: philip.kenney@ca.com

Microsoft
Contact: johnbic@microsoft.com

Silver Members

HID
Contact: etocatlian@actividentity.com

ID DataWeb
Contact: Dave.Coxe@Criterion-sys.com

Electrosoft
Contact: sarbari@electrosoft-inc.com

Intercede
Contact: richard.parris@intercede.com

NLR
Contact: rene.wiegers@nlr.nl

Axiomatics
Contact: ggebel@axiomatics.com

Deep-Secure
Contact: robin.king@deep-secure.com

FuGen Solutions
Contact: lkannappan@fugensolutions.com

Ping Identity
Contact: jfitzgerald@pingidentity.com

Litmus Logic
Contact: james@litmuslogic.com

Syneren
Contact: meg@syneren.com

Boldon James
Contact: andrew.cowan@boldonjames.com

Deloitte & Touche LLP
Contact: ibohmer@deloitte.com

Gemalto
Contact: thomas.flynn@gemalto.com

NextLabs
Contact: keng.lim@nextlabs.com

Wave
Contact: atarbox@wavesys.com

Centrify
Contact: frank.cabri@centrify.com

Bronze Members

Chevron
Contact: 
chrisguzman@chevron.com
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Collaborate on shared IT security 
issues. Save time and money.

Contact TSCP:

TrANSgLOBAL SECurE 
COLLABOrATION PrOgrAM
8000 TOwErS CrESCENT Dr.

SuITE 1350
vIENNA, vA 22182

PhONE: 703.760.7898
FAx: 703.760.7899

EMAIL: SuPPOrT@TSCP.Org 

For information regarding applications for TSCP’s 
upcoming Bridge Service, contact Keith Ward: 
Email: Keith.Ward@tscp.org
Phone: 703.945.9875
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