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TSCP Heads to D.C. for 2013 Secure Collaboration Symposium 

Keynote Presentations
Hear from TSCP leaders and representatives from 
government and industry. You’ll get a high-level 
report on the current status of efforts toward secure 
collaboration.

Federated Information Sharing Track

Identity federation is the foundation of secure collabo-
ration--where the rubber meets the road. In this track 
you’ll survey a wide range of real-world implementa-
tions between governments, industry and the public.

Government Initiatives Track 

For anyone working in a federal environment, these 
sessions will provide an important update on recent 
Identity and Access Management initiatives, such 
as the Federal Cloud Credential Exchange (FCCX), 
Federal Identity, Credential, and Access Management 
(FICAM), and more.

Keynote Speaker

Mobile and Cloud Track
Mobile and cloud technologies create new opportuni-
ties for collaboration and new challenges for secure 
information sharing. These sessions will include 
case studies and best practices that will help you to 
securely make the move to mobile environments.

Government/Private Partnership Exercises Track

In an emergency situation, secure access and iden-
tity management enables faster power and supply 
chain restoration efforts. This track will present spe-
cific efforts toward enhanced business continuity and 
results from “Integrated Planning” programs between 
critical infrastructure owners and operators along 
with state, local, and federal governments.

Securing the Supply Chain Track

Take a closer look at efforts toward integrated 
solutions to secure the supply chain with improved 
identity and access management. This will be an 
indispensable overview for contractors and suppliers 
operating in a global marketplace.

Governance through Trust Frameworks Track 

Secure collaboration requires an understanding 
of the governance needed for identity and access 
provided through trust frameworks. These sessions, 
presented by leading trust framework providers and 
subject matter experts, will focus on the key issues of 
liability, privacy and business drivers.

Thursday, November 14
Exhibits Open: 8:00 AM - 7:00 PM

This Thursday and Friday, TSCP members and friends will meet at the Hyatt Re-
gency in Crystal City for TSCP’s first full-scale Symposium, which has a focus on 
the movement from presentation to reality through real-world technology demon-
strations. If you haven’t had a chance to view the Show Guide, we recommend 
you download a copy here. Please look below for the latest schedule at-a-glance 
and remember it’s not too late to register! We look forward to seeing you there!

Friday, November 15
Exhibits Open: 8:00 AM - 3:30 PM

Michael Papay
Vice President and Chief

Information Security
Officer, 

Northrop Grumman

mailto:news%40tscp.org?subject=
https://custom.cvent.com/5A2997FAF0154527A0AF368B0DCCAB7C/files/76e45ebccf63421198e345877cf4b78d.pdf
http://www.cvent.com/events/2013-transglobal-secure-collaboration-symposium/event-summary-1c31667338694718aa4772743d2f21f5.aspx
http://www.tscp.org
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TSCP Office 365 Work
TSCP will be transitioning its managed 
SharePoint site to Microsoft Office 365. 
This will enable the use of identity federa-
tion in a cloud environment, so in addition 
to being the repository for TSCP informa-
tion, TSCP members can demonstrate and 
use their company issued credentials to 
gain access. Each TSCP member should 
create a Microsoft Azure tenant allowing 
them to have full lifecycle management of 
their users. Options exist for members to 
create user credentials inside their Azure 
tenant, or to federate to member issued 
credentials. The migration is expected 
to be complete in November; until then, 
the current SharePoint site is up and fully 
operational.

TSCP Bridge Service
The TSCP Bridge Service work continues 
with the approval of the TSCP Certificate 
Policy (CP) by the TSCP interim Policy 
Management Authority (PMA). The TSCP 
Bridge Service, when operational,  will al-
low organizations to cross certify their PKI 
to the Federal Bridge Certificate Authority 
(FBCA), enabling a trust path for their PKI 
issued credentials to other organizations 
similarly cross certified.

TSCP News

Recent TSCP/Microsoft Spon-
sored Plasma Webinar Kicks off 
Series of Webinars
Dr. Trevor Freeman, an acknolwedge infor-
mation security expert with over 20 year’s 
experience in the industry, recently hosted 
a free webinar to discuss PLASMA, a next 
generation technology for Information 
Asset Protection specifically designed to 
meet the needs of federated information 
sharing in a highly regulated environment, 
improving the ability to enforce policies 
on information assets consistently while 
reducing the costs of enforcement verifi-
cation. 

This is the first in a series of presentations 
and discussions that describe the PLASMA 
architecture and standards, and how they 
apply to the basic information asset pro-
tection scenarios.

It also represents the first in a number of 
TSCP webinars we are working to sup-
port on a regular basis in order to better 
inform the community of new technology. 
Keep your eyes open for the next TSCP 
webinar event.

About the Presenter
Trevor Freeman - Microsoft

Trevor Freeman is an acknowledged Infor-
mation Security Industry expert with over 
20 years’ experience. He has worked on 
many major Microsoft products, includ-
ing Windows and Exchange. His primary 
specialization is in public key based se-
curity protocols, including Public Key 
Infrastructure (PKI), Secure Multipurpose 
Internet Mail Extensions (S/MIME) and 
Transport Layer Security (TLS). He also 
has extensive knowledge of other security 
protocols used on Windows, such as Ker-
beros. He has experience interfacing with 
high profile commercial and government 
customers on security issues. Trevor has 
also participated in many standards orga-
nizations and has authored or contributed 
to numerous security standards and has 
chaired standards working groups.
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TSCP Recent Deliverables

attention of TSCP’s legal and management 
leadership, along with recommendations 
for a near-term solution. The TSCWG will 
play a vital role, focusing on improving 
identity assurance across the A&D Supply 
Chain, and thereby increase its resilience 
to fend off electronic attacks, which cost 
the industry millions of dollars each year.

What You Need to Know to Pre-
pare Your Organization to Sup-
port PIV and PIV-I Contactless 
Connectivity to Mobile Devices
Draft v.0.2
The purpose of this document is to inform 
Personal Identity Verification (PIV) and 
Personal Identity Verification Interoper-
ability (PIV-I) buyers, issuers and users 
of the current changes in technology and 
policy that will allow PIV and PIV-I smart 
cards to be used for authentication di-
rectly to mobile devices. This document 
provides a basic overview of the “as is” 
and “to be” landscape, a summary of the 
solution components, and finally, guidance 
for how organizations can make informed 
purchase decisions today, that maximize 
their investments for future usability.

TSCP Identity Federation Com-
mon Operating Rules v.1.4
TSCP has recently released a new version 
of the Identity Federation Common Oper-
ating Rules. The newer version primarily 
updates the proofing and vetting require-
ments for Level of Assurance 3.

TSCP Provisioning Profile v.3
TSCP released a new version of the provi-
sioning profile in October. The document  
establishes a provisioning profile for the 
aerospace and defense (A&D) industry, 
with two goals in mind: 1) Identify a lim-
ited set of attributes required to provision 
user objects between identity providers 
and relying parties and 2) Recommend an 
approach that can be adopted in a number 
of commonly encountered use cases that 
requires the provisioning of a user ac-
count, or “shadow account.” 

Trusted Supply Chain Working 
Group Executive Abstract
The challenges facing the Aerospace and 
Defense sector (A&D) to enhance the se-
curity of the supply chain are far-reaching, 
from physical security and counterfeit 
parts to the electronic intrusion of com-
pany systems. Electronically, intruders use 
many attack vectors. Advanced Persistent 
Threats (APT) often compromise once-
valid credentials and then use them to 
gain access to valuable information stored 
in systems for sharing with supply chain 
partners. 

Addressing the electronic intrusion is-
sues presents compliance, security and 
cost challenges to both prime contractors 
and their supply chains alike. In addition 
to the intrusions and pilfering of intellec-
tual property, the current overly-complex 
credential environment, with its redundant 
proofing, issuance, maintenance and use 
of company- issued credentials, adds cost 
for the supply chain. 

This paper intends to bring identity as-
surance and credentialing issues to the 
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The Leadership Advisory Group 
(LAG)
The TSCP 2013 Secure Collaboration Sym-
posium is less than a few days away and 
we hope you have registered and made 
your travel plans. You don’t want to miss 
this opportunity to hear from industry and 
government leaders in the identity and ac-
cess management space. We are very ex-
cited about sponsoring this premier event 
in the Washington, D.C., area November 
14 and 15.  

As I wrote in the last issue, we have been 
putting the final touches on the TSCP Stra-
tegic Plan update.  The published plan will 
be ready for distribution at the Symposium 
in November. The six strategic goals are: 
1) Strategic Plan Alignment with members 
and governments, 2) Federation Enable-
ment, 3) Governance for Trust Frame-
works, 4) Cloud and Mobile enablement, 
5) Specifications Development, 6) TSCP 
Specification Adoption. The published plan 
will be available soon on the TSCP.org 
website.

The periodic revision of our strategy is 
an important business process to per-
form. It ensures we review the business 
and technical drivers of our members and 
ensures TSCP is working on activities that 
are relevant and provide value. Once our 
Strategy Plan is fully adopted and pub-
lished, we will be working with the project, 
committee and working groups to focus on 
activities that support meeting our stated 
goals and objectives.

I hope to see everyone soon at the TSCP 
Secure Collaboration Symposium in No-
vember!

Regards,

Greg Roecker

Lockheed Martin 

Leadership Advisory Group Chairman

asdf

Architecture Committee (AC)
The AC has been busy with activity on a 
number of fronts. We have written and 
published a brief paper on planning to 
exploit contactless technologies in smart-
cards, which we believe will address some 

of the issues that we have all faced as our 
organizations have sought to implement 
higher assurance credentials.

In another area, the Intellectual Property 
Working Group have been doing a signifi-
cant piece of work to assemble and docu-
ment good practice in their area of exper-
tise as a set of requirements. The AC has 
had an opportunity to review and com-
ment on this document and look forward 
to its publication in due course.

More recently, the AC has begun to look in 
detail at the impact of the update to the 
TSCP Strategy with a review of the road-
map on behalf of the Leadership Advisory 
Group (LAG).  Our initial discussions have 
suggested that this is a case of evolution 
rather than revolution but we will have to 
see how the LAG wishes to proceed when 
we have a chance to discuss our recom-
mendations. Look for more information on 
this in a future newsletter.

Our thoughts have also been focused 
on the Symposium in Washington, D.C. 
The AC has a couple of days of work-
ing meetings, including a session with 
our colleagues in the FICAM Architecture 
Working Group, planned for the Tuesday 
and Wednesday ahead of the Symposium 
itself. During these working sessions we 
will also be spending some time looking at 
the progress being made within TSCP on 
various aspects of federated authentica-
tion and authorization, including provision-
ing of accounts between organizations, 
security management across partners and 
attribute management.

As well as the AC specific activities, 
wherein we will be closing out and plan-
ning our work for the rest of 2013 and 
on into 2014, I know that my colleagues 
and I are looking forward to the week in 
November with working meetings and the 
Symposium. It will be a good opportunity 
for a face-to-face catch up with a wider 
range of colleagues and to get an update 
from the range of speakers and panels 
that have been assembled.

Regards,

Richard Skedd

BAE

Architecture Committee Chairman        

Committee Updates
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Export Control WG (ECWG)
Several ECWG subject matter experts 
(SMEs) have committed to participate in 
an effort to evaluate how TSCP can help 
provide recommendations and influence 
US and European regulatory agencies 
regarding the acceptance of certain levels 
of encryption to protect Export Controlled 
Information in storage and transit. This 
topic has become particularly significant 
in the area of cloud environments. The 
team will begin by writing a whitepaper to 
help TSCP membership better understand 
the issues, potential technical challenges, 
which organizations are also involved in 
this effort, as well as how TSCP can pro-
vide influence and value.

Trusted Supply Chain (TSCWG)
The Trusted Supply Chain Executive Ab-
stract was recently completed and has 
been posted on the TSCP website here. 

The team has been discussing next steps 
in an effort toward TSCP becoming a Trust 
Framework Provider and developing use 
cases, as well as a listing potential ser-
vices which would be of the most value to 
member companies.  

Development of an enterprise level feder-
ation legal agreement template will begin 
next month. This template is important 
to platinum member companies for cur-
rent and future contracts to standardize 
and streamline the contractual process 
for establishing federation agreements at 
an enterprise level. Shauna Russell, who 
recently joined TSCP as VP Legal, Privacy 
and Policy, will be leading this effort with 
Legal/Contracts representatives from 
Platinum member companies. A kickoff 
meeting is planned for November. This 
effort will help further the TSCP strategic 
goal of enabling federation.

Intellectual Property WG (IPWG)
The IP requirements document was re-
viewed and approved by the Architecture 
Committee. The completed document will 
be posted to the TSCP website within the 
next few weeks. 

 Identity Federation v.2 (IdFv.2)                                                                        
The team completed a demo of the provi-
sioning profile for the Architecture Com-
mittee.  The profile was approved by the 
AC and is now available on the TSCP site 
here. Review and comments from TSCP 
members are welcome and encouraged. 

The current profile focuses on a consistent 
means to provision user shadow accounts 
between federation members, using exist-
ing tools commonly available to adminis-
trators. Next steps for the profile involve 
discussions with TSCP technology mem-
bers to identify next generation capabili-
ties that will allow for further automation 
and simplification of user shadow account 
provisioning; thereby further reducing 
costs and speeding up the process of com-
panies enabling federation.

The team has started testing an IdF/ILH 
demo for the November Symposium which 
will show NextLabs labeling capabilities 
and the ID DataWeb Attribute Exchange 
with various Platinum members acting as 
the Identity Providers. The demonstration 
will utilize several TSCP specifications: 
the IdF Common Operating Rules, the IdF 
Assertion Profile and the ILH Business 
Authorization Identification and Labeling 
Scheme (BAILS).

Information Labeling and Han-
dling v.1+ (ILH v.1+)
ILH continues its work with Platinum and 
Silver members testing and implement-
ing the Business Authorization Framework 
(BAF) and Business Authorization Identifi-
cation and Labeling Scheme (BAILS) spec-
ifications working towards a demo for the 
TSCP November Business Week. ILH also 
plans to incorporate some export related 
scenarios to demo at a later date, and will 
engage export subject matter experts as 
needed. The TSCP (or Reference) lab is 
available and being prepped for testing.

Working Group Updates            Project Updates

http://www.tscp.org/wp-content/uploads/2013/10/Trusted-Supply-Chain-Executive-Abstract.pdf
http://www.tscp.org/wp-content/uploads/2013/10/TSCP-Provisioning-Profile.pdf


International Governments

Previous TSCP Event Attendees

• French - The National Agency for the Security
--of Information Systems (ANSSI)
• Netherlands - National Aerospace Laboratory
• Netherlands - Royal Netherlands Embassy
• Netherlands Ministry of Defence
• Netherlands Ministry of the Interior and King-
--dom Relations
• UK - Department for Work and Pensions
• British Embassy
• UK-MoD - CIO Office
• UK-MoD - Log NEC Programme
• UK-MoD - DE&S ISS
• UK Council for Electronic Business
• North Atlantic Treaty Organisation (NATO)
• NATO Consultation, Command and Control
--Agency (NC3A)
• NATO Allied Command Operations (ACO)
• NATO Consultation

• DoD - Cybersecurity Policy (DoD)
• DoD - Defense Information Systems Agency
• DoD - Defense Manpower Data Center
0(DMDC)
• DoD - Air Force
• DoD - Army
• DoD - Office of the Under Secretary (AT&L)
• DoD - National Security Agency
• DoD - OASD(NII)/DoD CIO
• DoD - Office of the Director of National Intelli-
0igence
• DoD - OSD(AT&L)/DPAP/PDI
• DoD - OSD/Industrial Policy
• Department of Homeland Security (DHS)
• DHS - Science & Technology
• DHS - United States Secret Service
• Government Services Administration (GSA)
• National Aeronautics and Space Administration
• National Archives and Records Administration
• United States Postal Service
• Department of Commerce - NIST
• Depatment of Health and Human Services
• Department of Treasury
• Department of State
• Department of Energy
• Federal Emergency Management Agency
• Transportation Security Adminstration
• Federal Aviation Administration (FAA)
• FAA NextGen
• Federal Bureau of Investigation (FBI)
• Whitehouse
• Office of Management and Budget (OMB)

• ActivIdentity Inc.
• ALCO
• Apple
• Axiomatics
• Boldon James Limited
• Booz Allen
• CA Technologies
• Centrify
• CertiPath LLC
• CipherCloud
• CISCO
• Citrix Systems, Inc.
• ClearSwift Ltd
• Criterion Systems, Inc.
• Deep-Secure Ltd.
• Dell
• Deloitte & Touche, LLP
• Electrosoft Services, Inc.
• EMC Corporation
• Enterprise Engineering Services
• Fokker
• Fugen Solutions
• Gemalto North America
• Honeywell
• HP
• IBM
• Intercede
• Jericho Systems Corporation
• JW Secure, Inc.
• LexisNexis
• Litmus Logic
• McAfee
• Microsoft Corporation
• Mount Airey Group Inc.
• NextLabs Inc.
• OASIS
• Oberthur Technologies
• Oracle
• Ping Identity
• Pricewaterhouse Coopers
• Protiviti
• PTC
• Quest Software
• Quintessence Labs
• RealSec Inc.
• SafeNet
• SAP
• SELEX Communications
• Smart Logic
• Symantec
• Syneren Technologies Corp
• Titus
• TrendMicro
• Wave Systems Corporation
• Xceedium Inc.
• XTEC

• Aerospace and Defence Industries
• BAE Systems
• Bombardier Aerospace
• Cassidian (EADS)
• DRS Technologies
• EADS/North America
• Finmeccanica
• General Dynamics
• Lockheed Martin Corporation
• Northrop Grumman Corporation
• Raytheon Company
• Rolls Royce
• The Boeing Company

• CO- Colorado Department of Public Safety
• Colorado State
• Commonwealth Of Virginia
• District of Columbia - Office of the Chief Tech-
0nology Officer
• New Jersey State
• New York - Office of Mental Health - CIT
• New York State
• NJ Office of Homeland Security & Prepared-
0ness
• PA - Chester County Department of Emergen-
0cy Services
• Pennsylvania State
• Virginia - Veterans Affairs and Homeland
--Security
• Virginia- Department of Motor Vehicle
• Virginia- VITA
• West Virginia State
• WV Homeland Security and Emergency Man-
0agement

• Chevron
• Fidelity
• Chicago Mercantile

• Aerospace Industry Association - (AIA)
• All Hazards Consortium (AHC)
• American Association of Motor Vehicle Admin-
iiiistration (AAMVA)
• American Bar Association IDM LTF
• NACHA
• National Association of State Chief Information
--Officers (NASCIO)
• Open Identity Exchange
• Safe BioPharma
• Smartcard Alliance
• Trusted Computing Group (TCG)

IndustryAerospace and Defense IT

Federal

States

Critical Infrastructure

Associations
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