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New Employee John 
spends his first two 
weeks on the job 
getting multiple 
credentials for 
multiple applications 
for multiple 
customers – none 
with common or 
shared vetting 
processes. 

Introduction and Purpose 
The challenges facing the Aerospace and 
Defense sector (A&D) to enhance the 
security of the supply chain are far-reaching, 
from physical security and counterfeit parts to 
the electronic intrusion of company systems. 
Electronically, intruders use many attack 
vectors. Advanced Persistent Threats (APT) 
often compromise once-valid credentials and 
then use them to gain access to valuable 
information stored in systems for sharing with 
supply chain partners.  

Addressing the electronic intrusion issues 
presents compliance, security and cost 
challenges to both prime contractors and their 
supply chains alike. In addition to the 
intrusions and pilfering of intellectual 
property, the current overly-complex 
credential environment, with its redundant 
proofing, issuance, maintenance and use of 
company- issued credentials, adds cost for 
the supply chain.  

This paper intends to bring the identity 
assurance and credentialing issues to the 
attention of TSCP’s legal and management 
leadership, along with recommendations for a 
near-term solution. The TSCWG will play a 
vital role, focusing on improving identity 
assurance across the A&D Supply Chain, and 
increase its resilience to fend off electronic 
attacks, which cost the industry millions of 
dollars each year. The TSCWG will define a 
near term solution for major A&D companies 
to trust suppliers’ credentials, even if they 
have been issued by another organization, 
based on agreed-upon levels of identity 
assurance. This will reduce credential 
redundancy, complexity and cost to both 
suppliers and to their customers. Moving 
towards a long term solution, a Trust 
Framework Provider (TFP) would establish 
legal and architectural trust relationships 
among suppliers and prime contractors, 
enabling access to shared environments and 
applications without redundant log-ins.  

In the meantime, TSCP member companies 
have started deploying solutions to address 
this need, solutions that are affordable, easy 
to use and secure, providing a high level of 

identity assurance, a trusted credential 
issuing process, and an access management 
environment to use the credential. However, 
there is still a significant amount of work to do 
in this area. 

Simplifying Supply Chain Credentials 
In today’s environment, suppliers may work 
with several prime contractors, requiring 
credentials with varying levels of assurance, 
each requiring a different process to get and 
keep the credential updated. The complexity 
and redundancy increases costs for the 
supplier who then passes these costs on to 
their customers. 

Business Context 
A small specialty aerospace parts supplier 
works on a number of different programs 
supporting the development and production 
of aircraft by different airplane manufacturers. 
Each manufacturer manages thousands of 
similar suppliers who contribute parts to their 
aircraft production. Those suppliers access a 
range of applications to manage the flow of 
parts against orders. 

As-Is Scenario 
John is a new employee in the production 
management team for Small Supplier #1. He 
spends his first two weeks just getting 
credentials so that he may get access to 
critical customer-specific systems to do his 
job. John works with 
each of his 
employer’s six prime 
contractors to 
address their unique 
requirements for 
identity proofing, 
account creation and 
credential issuance, 
assembling the 
requisite identity 
documents and then completing redundant 
and conflicting paperwork. Since his identity 
proofing must be done in person, John has to 
travel to six different locations because each 
customer uses a different process. At the end 
of his first month in his new job, John has 
finally received the new credentials he needs 
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to do his job and the last OTP token arrives in 
the mail. Since each prime has its own 
process, any problems discovered by one 
prime are not known to any other prime (e.g., 
Prime #1 discovers John has a criminal 
record and suspends his application for a 
more detailed assessment, yet he continues 
through the processes for the other 
customers.) 

Once John has his credentials, he has to 
request accounts with each of his customers. 
Again, this process is different for each Prime 
Contractor/ Customer. It doesn’t help that the 
Prime Contractors have different 
requirements regarding the confirmation of 
his request. John gradually gets the hang of it 
as he starts working in the applications. 
During a typical day, he has to log on and log 
off to each of his customers’ accounts and 
applications many times, using different 
credentials for each. This requires John to 
have a good process to keep track of the 
credentials, the PINs, and the processes to 
maintain them. John also has to go through 
each application to enter his contact details 
so that his colleagues at the customer 
organizations will know how to get in touch 
with him. John supposes that it must be ok; 
after all, they’re big reputable companies, but 
he’s not really sure who will have access to 
the information or where it will be stored. 
Finally, after two months and a few false 
starts when passwords expired before he got 
a chance to use them, John has reason to 
celebrate: he takes his wife out to dinner to 
celebrate successfully processing his first 
completely new purchase order. 

After six months at Small Supplier #1, John 
accepts a new job at Smaller Supplier #2. 
With all of his former credentials revoked, 
John must spend the first month at his new 
job repeating the process he completed just 
months before. The inefficiency of this 
present system results in duplication and 
reduced productivity across the entire supply 
chain, which translates to high cost to get 
John back up to speed. And John wonders 
about the legal, privacy, technical and 
business aspects of gaining access to the 
wide range of portals and applications he 

uses in his many personal and business 
roles.  

A goal of the working group is to reduce the 
number of credentials the suppliers would be 
required to obtain and manage, effectively 
issuing just one credential to each of their 
staff, as well as reduce the number of 
credentials contractors need to issue 
(preferably to zero if all suppliers are directed 
to obtain credentials from trusted third-party 
providers). A legal framework will address the 
contractual, liability and privacy issues that 
companies will need when implementing this 
simple process. This will result in an 
environment that will be much easier and 
faster for suppliers to on-board into, reducing 
costs and complexity for both suppliers and 
their prime contractors. 

The working group envisions a solution that 
uses federated authentication assertions 
passed between Identity Providers and 
Relying Parties with a clear and consistent 
understanding of the assurance level 
associated with all aspects of the transaction. 
All parties would operate against a common 
set of rules and policies, with a contractual 
framework that would ensure responsibilities 
and liabilities that are identified for all parties. 
Suppliers could choose the credentials that 
they obtain for their staff based upon the 
needs of their customers. This would provide 
an easy to use, trusted, and cost effective 
solution where credentials and associated 
proofing levels and identity federation 
services meet a known set of requirements 
as defined in the TSCP Common Operating 
Rules, which would itself be closely aligned to 
NIST SP 800-63-1. The level of assurance 
would meet the minimum electronic identity 
data protection requirements for the data the 
supplier would need to access. Suppliers 
would be able to easily but securely 
exchange information within the supply chain 
across a wide range of services and 
applications with a number of different 
partners without additional credential checks. 

The contractual, liability and privacy issues 
will be addressed by establishing trust 
relationships that standardize and streamline 
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To enable suppliers to 
easily but securely 
exchange information 
… across a wide range 
of services and 
applications with a 
number of different 
partners…while 
eliminating duplicative 
credential checks will 
save both time and 
dollars. 
 

the contractual process for establishing 
Federation agreements between TSCP 
members at the enterprise level. Suppliers 
and prime contractors would have their 
responsibilities and liabilities for the identity 
information that is exchanged between their 
organizations and their partners clearly 
defined in federation agreements. These 
agreements would be based on a TSCP 
template that would reduce costs and long 
delays that are common for legal reviews at 
the onset of each program. 
To-Be Scenario  
Jane joins Small Supplier #1 as a new 
employee working in their production 
management team. Small Supplier #1 had 
chosen to obtain credentials for its employees 
from EasyIdP. Jane has an appointment for a 
remote proofing with EasyIdP as part of her 
new employee on-boarding process and has 
been briefed to bring the requisite identity 
documents with her. Jane also discusses with 
her supervisor how her “business card” 
information will be automatically passed to 
the organizations with which she will be 
working. Because Jane has also been briefed 
on the privacy aspects of the proofing 
process as part of her on-boarding, she is 
comfortable with her decision to agree to the 
publishing of her contact information. 

Overnight, Small Supplier #1 pushes Jane’s 
identity information to their partners to 
provision accounts in the systems that she 
will be using; her business card information is 
included so that her colleagues will know how 
to contact her. When she arrives in the office 
on her second day, Jane is able to complete 
the registration process at her workstation. 
She checks her email and finds an invitation 
to an online training session for the new 
users of Prime #1’s supplier portal. Jane 
clicks on the link and is prompted to use her 
new userid/password combined with the PIN 
sent to her mobile phone to authenticate into 
the systems at Prime #1. 

Later in the morning, Jane moves on to learn 
how to use the systems of Prime #2 and 
Supplier #3; she does not need to re-
authenticate as EasyIdP provides assertions 

to the relying parties based upon the same 
authentication that 
she used to start 
the session with 
Prime #1. Jane’s 
colleagues take 
her out for drinks 
that evening to 
welcome her to 
the team and to 
celebrate the new 
orders that she 
helped process 
earlier that day.  

In the future state, even with so much of 
John’s personal information being used to 
make access decisions, he clearly 
understands how his personal information is 
privacy protected. John understands who is 
legally responsible if there is an intentional or 
unintentional information compromise. John 
may not comprehend all of the laws and 
agreements that underpin trust, but he 
understands the implications related to him, 
and feels comfortable using different devices 
and reusing credentials to access online 
applications. Behind John’s user role is a 
trusted identity ecosystem built around the 
Trust Framework Provider communities that 
implement and enforces the rules. This 
framework addresses the trust, liability, and 
technical interoperability of the IdPs, RPs, 
Exchanges and Attribute Providers required 
for John to complete his online transactions.  

The working group will begin by establishing 
technical and legal “tiger teams” to define a 
solution for trusting a supplier’s credential 
that has been issued as part of a scheme 
organized by one of the TSCP Platinum 
Members. 

Challenges that the working group will 
address include: agreeing to a non-PKI LOA3 
trust framework and roadmap, establishing 
agreements between members to establish 
the trust needed to implement federated 
authentication, engaging third-party Identity 
Providers for the supply chain, socializing the 
plan with the supply chain, ensuring supply 
chain understanding of the LOA3 vs. LOA4 
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credential ramifications. Organizations must 
also have confidence that registration/ 
proofing, credential and federation services 
are all operated with the necessary rigor. A 
transition plan would be necessary to allow, 
where feasible, the continuing use of existing 
strong credentials while work is carried out to 
address any gaps in compliance with the 
requirements at the intended level of 
assurance. 

TSCP as Trust Framework Provider 
A trust framework is defined as the provider 
processes and controls for determining an 
identity provider’s compliance to OMB M-04-
04 Levels of Assurance.i A Trust Framework 
Provider (TFP) is an organization that defines 
or adopts an on-line identity trust model and 
then certifies identity providers that are in 
compliance with that model.ii 

After the initial effort to enable credential re-
use across the A&D sector, the working 
group will move on to establish an enduring 
capability. The capabilities and 
documentation established will form the 
foundation for the legal and technical trust 
framework elements needed for TSCP to 
establish itself as a FICAM-approved Trust 
Framework Provider for the A&D industry, to 
include non-PKI and PKI Levels of Assurance 
1-4. 

TSCP as a TFP would provide a framework 
specific to the needs of the A&D industry. 
This would provide more competition in the 
marketplace, keeping costs competitive. 
TSCP members would also be able to use 
the TSCP proposed LOA4 Federation 
assertion profile. TSCP will also work with 
FICAM to establish the criteria for certification 

of an LOA4 federation TFP that would allow 
use of these assertions with Government 
agencies. 

There are several new challenges to note that 
the working group will address in this second 
phase of activity. A more thorough 
understanding of regulatory, process and 
contractual supply chain constraints is 
needed. TSCP is leveraging its relationship 
with AIA and ASD not only to promote 
standards in this area, but to also take 
advantage of the relationships AIA/ASD has 
with suppliers to ensure solutions meet 
suppliers’ needs and to obtain their 
perspective on current, real-life pain points. 
Affordability is also a key challenge as it will 
need to be determined how the costs of a 
new identity assurance system can be 
recovered and who will bear the brunt of 
those costs and how. This will be especially 
challenging if there is no DFAR or other 
regulation imposing the use of such a system. 
The challenges of liability and privacy will be 
addressed by legal representatives from each 
of the participating TSCP companies.  The 
working group will strive to understand any 
similar efforts now underway within other 
groups to leverage those efforts and ensure 
ongoing synergy and avoid duplication of 
effort.  

TSCP is working towards a comprehensive 
and economical solution to the redundancies 
that make up the current processes used by 
the A&D industry, which includes the 
thousands of companies that make up their 
supply chain and their employees. If you 
would like additional information or to 
participate in this important effort, contact 
Steve Race at steve.race@tscp.org.

  
 

i  “Federal Identity, Credentialing, and Access Management Trust Framework Provider Adoption 
Process (TFPAP) For Levels of Assurance 1, 2, and Non-PKI 3” 
http://www.idmanagement.gov/documents/TrustFrameworkProviderAdoptionProcess.pdf 
ii See note (i) above. 

Copyright TSCP © 2013  Page 5 

                                                

http://www.idmanagement.gov/documents/TrustFrameworkProviderAdoptionProcess.pdf

	Introduction and Purpose
	Simplifying Supply Chain Credentials
	Business Context
	TSCP as Trust Framework Provider

