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Welcome to
Washington, DC
We look forward to having you join TSCP in Washington the week of March 19 for
what promises to be an exciting and interesting Symposium and Expo. Lockheed
Martin will host TSCP’s upcoming event at their Global Vision Center in Arlington,
Virginia, itself worth a trip to see all the themed aeronautical and space displays in
the rooms and halls that are scattered around the Center.
The TSCP Symposium and Expo Agenda on the facing page is where you are sure
to see topics of interest in which industry-leading experts in cloud computing, secure mobile solutions and other IT security technologies will be participating or
facilitating the panel discussions and workshops. The Expo will also feature demonstrations of technologies for secure collaboration in development. Subject matter
experts will be available for one-on-one discussions following the workshops. Visit
the TSCP website, www.tscp.org, to keep current on future follow-up workshops to
be held in the area.
If you’re a techie with a soft spot for flowering trees, that’s another reason to visit
Washington at this time of year. DC’s internationally renowned Cherry Blossom Festival celebrates its 100th year, beginning on March 20. For a little history on this great
annual event, go to page 18.
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Wednesday, March 21, 2012

Thursday, March 22, 2012

7:30 am

Open Registration

7:30 am

Open Registration

8:30 am-9:00 am

Welcome by Host

8:30 am-9:10 am

TSCP Reference Architecture High
Level View

• Greg Roecker, Lockheed Martin

9:00 am-10:00 am

Symposium Keynote Speaker:
Striking The Balance:
Global Secure Collaboration in a
Changing Threat Environment

• Richard Skedd, BAE Systems

9:10 am-10:10 am

•
•
•
•
•

• Chandra McMahon, VP & Chief
Information Security Officer,
Lockheed Martin Corporation

10:00 am-10:15 am

Break - Atrium Lounge

10:15 am-11:00 am

Establishing Trust Through
Governance

Break - Atrium Lounge

10:30 am-Noon

PIV and PIV-I High Assurance
Cards Working Session

• Moderator: Tim Baldridge, NASA
• Philippe Laflandre, EADS
• Kenneth Sprinkle, Northrop
Grumman
• Loretta Deane, Lockheed Martin
• Peter Cattaneo, Intercede
• Adriana Babino, ActivIdentity,
part of HID Global
• Jerome Denis, Gemalto
• Mike McAllister, Commonwealth of
Virginia

NATO ACT Taxonomy / Mobility
• Peter Woudsma, NATO

Noon-1:00 pm

Lunch - Exhibits / Networking

1:00 pm-5:30 pm

Technical Keynote Speaker:
Identity in the Cloud Workshop
• Kim Cameron, Microsoft

Use Cases and Requirements

• Greg Shanton, CA Technologies
• Don Schmidt, Microsoft
Use case federation across all sectors and
boundaries
• Scott Andersen, Lockheed Martin
• Steve Warner, Northrop Grumman
• Lena Kannappan, Fugen Solutions

Open Roundtable Working
Session
12:00 pm-7:30 pm

Innovative Concepts Exhibits

5:30 pm-7:30 pm

Reception / Exhibits - 1st floor

Robert Thibadeau, Wave Systems
Eric Fleischman, Boeing
Brad Bobenhausen, Raytheon
Trevor Freeman, Microsoft
Moderator TSCP - JP Calderon

10:10 am-10:30 am

• Iana Bohmer, Deloitte
• Don Thibeau, Open Identity
Exchange

11:00 pm-Noon

Device Health / Machine Identity
Working Session

Noon-1:15 pm

Lunch - Exhibits / Networking

1:15 pm-2:00 pm

Security Challenges of
Collaborating with the Global
Supply Chain

• David Coltrin, Lockheed Martin

2:00 pm-2:45 pm

UKCeB SEEOTI (Signed and
Encrypted Email Over The
Internet)
• Colin Nash, Deep Secure

2:45 pm-3:00 pm

Break - Atrium Lounge

3:00 pm-3:30 pm

Introduction to ABAC Concepts
and Their Use by NSA and TSCP
• Scott Fitch, Lockheed Martin
• Raymond Kelso, NSA
• Jean-Paul Buu-Sao, TSCP

3:30 pm-5:15 pm

Creative and Innovative
Applications of Attribute-Based
Access Control
•
•
•
•

Earn Continuing Education Credits
for your ISC2 or ISACA credentials
by attending TSCP-sponsored events.
Visit: tscp.org/assets/tscp_cpe_info.pdf
12:00 pm-7:00 pm

Doron Grinstein, Quest (BitKoo)
Andy Han, NextLabs
Nir Ben Zvi, Microsoft
Stephane Charbonneau, Titus

Innovative Concepts Exhibits
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chairman’s corner
I am very pleased to once again be a part of bringing you news of the progress that TSCP continues to
make for our industry.
This issue of Trust Points is especially significant because it heralds positive changes for TSCP. As you
visit the TSCP website over the coming weeks and months, you will begin to see the changes that we’re
making to give you better access to information about TSCP initiatives, as well as news about our member
companies’ accomplishments, and more news about outside events and activities that impact us. Trust
Points will continue to be published periodically to synopsize those activities and update you on our
activities.
In this issue, we bring you a recap of Fall 2011 conference, hosted this past October by the Netherlands Ministry of Defence at The
Hague, where a ceremony to commemorate the Ministry’s cross-certification to the U.S. Federal Bridge was held.
Also in this issue, we introduce a collaborative whitepaper on Information Labeling and Handling, a specification that TSCP will
complete and release by the end of 2012. Led by NextLabs, a TSCP technology member, contributors include Lockheed Martin, BAE
Systems, Titus, Deep-Secure and NSA.
This issue comes to you as TSCP members and visitors prepare to converge on Washington, D.C., for our Spring 2012 Symposium
and Expo. We are very excited about this event, which will be hosted by TSCP Platinum member Lockheed Martin Corporation
at their Global Vision Center in Arlington, Virginia. TSCP has lined up an impressive agenda of speakers and panel participants,
including Chandra McMahon, CISO and VP of Enterprise Business Services for Lockheed Martin. The agenda also includes an
array of industry experts in information assurance, identity management and IT security, including Kim Cameron from Microsoft, a
recognized expert in Cloud technology.
The Expo is an important part of our Symposium, as it showcases how much TSCP has achieved in the members’ shared mission to
define, test and deploy production-ready specifications that mitigate the risks of compliance, complexity and costs inherent in the
A&D business environment. Featured will be several demonstrations of TSCP member initiatives showing how members are sharing
highly sensitive information through email, in on-line environments and more. You will also have the opportunity to see areas in
which TSCP Technology Members are leading innovation with the development of new, advanced solutions.
I look forward to seeing you at the Spring Symposium and Expo, and invite you to provide your impressions and feedback about
your experience there by dropping me a line anytime at Philippe.Laflandre@tscp.org.

With my warmest Secure Collaborative regards,

Philippe Laflandre
Chairman, Transglobal Secure Collaboration Program
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Lessons Learned:
Fostering industry adoption of TSCP Specifications
by Howard Mason, Office of the CIO, BAE Systems
Co-Chair, AIA Electronic Enterprise Integration Committee and Vice-Chair, ASD Strategic Standardization Group
TSCP specifications are generally created and tested in a
closed community of members, but will only deliver their
full business benefit if widely adopted beyond that membership. In the complex world of setting standards, it is necessary to strike a balance between the benefits of a broader
marketplace for the specification and the challenge of getting agreement among a larger number of players, which
increases as one moves from project, industry or national
level to regional or global acceptance.
For TSCP, the majority of the benefit will be achieved by
adoption across the global aerospace and defence industry.
Most of the major organisations in that industry are represented through the Aerospace Industries Association of
America (AIA) and the AeroSpace and Defence Industries
Association of Europe (ASD). There is an added factor that
AIA and ASD have agreed through a formal Memorandum
of Understanding to collaborate on the development and
adoption of standards for electronic interoperability, using
similar approaches based on a methodology pioneered by
the AIA. Although both associations use their own formal
approval processes for achieving consensus among their
members, which reflect the differing nature of their memberships, the methodology covers:
• Identifying and tracking relevant specifications,
standards and other initiatives
• Providing authoritative industry-level
recommendations on the adoption of specifications
and standards
• Providing useful guidance on consistent
implementation to ensure interoperability of solutions
As specifications and standards come from multiple sources, there is no single prescribed format for adoption by the
trade associations. TSCP deliverables can therefore be used
directly to provide the necessary specifications, recommendations and guidance, referenced directly from the trade
association websites. However, it must be recognised that
although the basic specifications have been successfully
implemented within TSCP, targeting these deliverables at
a much wider community needs to take into account that:
• Most organisations have not been involved in the
development and testing process, so are starting from
a much lower level of knowledge.
• Many of the organisations that need to deploy the
capability employ 20-50 people and do not have
dedicated IT or security experts.
• The capability needs to be proven, with test
experiences embodied back into the original
specifications.
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The most mature TSCP specification, Secure Email v.1, recently became the first to be
jointly adopted by both AIA and ASD using this methodology. Although well tested, the
documentation needed considerable rework to meet the criteria above, and highlighted
ten key lessons which need to be applied to future TSCP specification endeavors:

1.

TSCP deliverables need to be designed from the start to be consumed by their
final target audience, not the project team. Structure and readability need to be
part of the design, not re-engineered in later at considerable cost.

2.

TSCP deliverables need to clearly state the business problem that they solve, so
that new users can recognise quickly whether the deliverable is applicable to their
requirements.

3.

For each business problem, the deliverables should identify the required solution
components, any constraints in their implementation and provide any necessary
guidance to solution designers, implementors and users.

4.

Specifications need to clearly identify the mandatory features that must be
implemented in order to ensure operation and interoperability of solutions – the
“necessary and sufficient” conditions. Recommended practices that do not affect
interoperability, and other permitted variations should be separately identified.

5.

Specifications should use simple language and constructs to facilitate
understanding beyond the project team, and translation and use by non-native
English speakers. TSCP specifications are not intended as promotional documents
for the products or their developers, but as clear statements of requirements, and
should be written accordingly.

6.

Consistent use of terminology is essential, avoiding the use of different words for
the same concept, or the same word for different concepts.

7.

Great care must be taken to manage references to other standards and
specifications outside TSCP that may evolve through time, to manage the risk of
TSCP deliverables being invalidated by any changes.

8.

TSCP deliverables should be structured to maximise reuse of components
between products and thereby facilitate implementation.

9.

TSCP deliverables may be based on a collection of documents, which must
be maintained in alignment through careful configuration control to avoid
contradictions and conflicts. This alignment needs to be maintained throughout
the development process.

10.

Quality assurance checklists can be developed which will help the authors of
specifications to achieve these aims.

These ten points will help the developers to deliver specifications that can be taken immediately to the AIA and ASD for adoption as industry recommendations, and to rapidly
grow the market and deployment of solutions to secure the aerospace and defence supply
network.

MISSION
RESILIENCE

THROUGH
ANY

ATTACK
© 2012 Lockheed Martin Corporation

THIS IS HOW

CYBER SECURITY

Cyber attacks never stop coming. Intrusions that put data, the mission, even lives at risk. At Lockheed Martin, we
don’t just understand cyber security. We live it. Which is why we’ve brought together the right team, the right
processes, the right technologies. All designed to provide our customers with mission resilient systems that are
always available. Providing trusted solutions is all a question of how. And it is the how that Lockheed Martin delivers.

www.lockheedmartin.com/cyber

Making Global Collaboration Secure
In a Changing Threat Environment

PERSPECTIVES:
Chandra McMahon
Vice President & Chief Information Security Officer
Enterprise Business Services
Lockheed Martin
Chandra McMahon is Lockheed Martin’s Chief Information Security Officer and
Vice President of Corporate Information Security. In this role she is responsible
for Lockheed Martin’s information security strategy, policy, security engineering,
operations and cyber threat detection and response. She also currently serves as
the executive sponsor of the Corporate Business Resiliency initiative and co-chairs
the Lockheed Martin’s Women’s Leadership Forum.
Prior to her current role, Ms. McMahon served as the President of Lockheed Martin Properties, Inc. with responsibilities including corporate real estate, commercial leasing, economic development and facilities management. In this capacity,
she led the construction and launch of Lockheed Martin’s Center for Leadership
Excellence, the Corporation’s education and training center.
Ms. McMahon has more than 22 years of diverse management and technology
experience leading critical initiatives for Lockheed Martin. While in various IT
leadership positions in the heritage Integrated Systems & Solutions (IS&S) CIO organization, Ms. McMahon developed IT services strategies and delivered capabilities that met the changing needs of the business while still achieving operational
cost reductions. Beyond Lockheed Martin and as a director at First Consulting
Group, Ms. McMahon launched an industry-leading enterprise content management product suite for the pharmaceutical sector and led a multinational product
development team with members in Asia, Europe and the United States.
Ms. McMahon holds a bachelor of science degree in industrial engineering and
operations research and a master’s degree in engineering science. She has also
earned the designation of the Program Management Institute’s Project Management Professional (PMP).
Coming up in March, the Transglobal Secure Collaboration Program (TSCP) will
hold its Spring Symposium and Expo at Lockheed Martin’s Global Vision Center
in Arlington, Virginia. As secure collaboration is TSCP’s focus, Trust Points was
pleased to have the opportunity to interview Ms. McMahon, and hear her view
on some of the challenges that face TSCP member companies as well as their customers and organizations that make up their supply chains. The following are our
questions (TP) and responses from Ms. McMahon (CM).

88 TSCP
TSCP Trust
Trust Points
Points

TP: The global economic situation
continues to stress IT investments.
In the area of Secure Collaboration
with Industry and Government,
what key initiatives and services
do you envision will be critical over
the next five years?

TP: What IT security and cyber
challenges or issues are coming
down the road for your company?
What keeps you up at night?

TP: What do you see as
impediments to Cloud Computing
Adoption within the Aerospace and
Defense Industry? What areas or
programs do you envision going to
the cloud?

CM: We are working with the Transglobal
Secure Collaboration Program (TSCP) on
specifications to access applications and
data across organizational boundaries,
commonly referred to as federated access.
We are doing so using the identities on industry issued smart cards as well as on customers’ Common Access Cards (CAC) and
Personal Identity Verification (PIV) cards.
I also believe, as we collaborate across corporate and national boundaries, consistent
labeling and marking of information is
critical to protecting proprietary information and complying with export control
policies. We are engaged with TSCP members and technology providers to jointly
develop common specifications that address information protection.

CM: The growing use of mobile devices
and cloud computing immediately come to
mind. On the mobility front, the key here
is the proliferation of devices that need to
be secured. From iOS to Android – iPads
to other tablets – this challenge is only going to grow over time. When it comes to
cloud computing, the key is identifying the
location and security of your data. By its
very nature, the cloud runs contrary to that
traditional concept of location-based data
and control, but that’s a key issue we’ve got
to address.

CM: We sponsored a recent survey that
asked government IT decision-makers
about their potential adoption of and concerns with cloud computing solutions. We
found that key decision makers are becoming more comfortable with moving to
cloud solutions based largely on growing
familiarity with the concept and increased
experience with implementations. However, they also continue to express concerns,
especially when it comes to storing highly
sensitive information in the cloud.

Finally, exchanging email securely with
our customers, partners and suppliers by
encrypting the content using TSCP specifications is a critical focus area. Avoiding
one-off solutions and using industry standards enhances our return on investment
by creating solutions that are re-usable by
many programs, reducing overall operational and maintenance costs while protecting content during transmission and
storage.

We are also forced to continue adding new
capabilities to address ever-changing tactics used by our adversaries. We continue
our focus on intelligence-driven defense
that leverages our Cyber Kill Chain methodology. That’s why we’ve ensured our
team has adequate resources to deploy new
defensive solutions as well as advanced forensics capabilities.
Finally, we’ve recognized that our employees have become a first-line of defense. A
big area of concern lies in the use of social engineering tactics to better target
individuals. We’ve worked hard to train
our employees on things they should and
shouldn’t do to minimize this risk.

The survey found that Software as a Service (SaaS) is probably one of the most
highly accepted uses of cloud technology
right now. Other uses such as Platform as a
Service (PaaS), Infrastructure as a Service
(IaaS) or IT as a Service (ITaaS) are still being considered. I think you’ll continue to
see this landscape change over the coming
couple years as government IT folks get
more comfortable with the technology and
our security professionals fully analyze,
develop and deliver appropriate means of
protection.

TP: What capabilities and solutions do you believe
your company will need to be developed on behalf of
your customers?

TP: The Aerospace and Defense industry has evolved
into a worldwide partnership of customers, partners,
and suppliers. What common challenges do you
envision will need to be addressed to meet the
requirements of secure collaboration?

CM: As we’ve discussed, I think mobility and cloud computing
are both areas where our Corporation can provide a lot of value.
We are also focused on offering managed security services to
help address the issue of the Advanced Persistent Threat (APT).
Our Corporation has extensive expertise in big system integration type solutions and I think the area of cyber security will be
no different. We’ll need to help customers protect and manage
their information in a way that is agile, effective and affordable.

CM: There are a variety of challenges that need to be addressed.
Much of this goes back to assured identity – making sure users
are who they say they are. Without that level of trust, it is hard
to establish effective means of collaboration. I also think it is important we continue to work to establish common standards and
at times leverage common technologies. Speaking the same language and using similar, interoperable technologies will greatly
aid our efforts in secure collaboration. Finally, I think we’ll need
to collectively address the growing importance of mobile devices
and how they can be used for secure collaboration.
TSCP
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Intercede: A Year of Progress
Good things have happened to Intercede since the
company became a member of TSCP in early 2011.
In summer of 2011, Trust Points interviewed
Richard Parris, CEO of Intercede, a UK company,
to find out more about his company and what
they do. With businesses in every industry as well
as governments increasingly suffering the effects
of cyber attacks in all forms, the market for companies who specialize in cyber security like Intercede has grown. Intercede is a mature company
with a 20-year history in the information security
business, specializing in identity and credential

a major, if not the biggest cause of information
leaks, and one that is difficult to overcome particularly as more employees are mobile with smart
phones and tablets. The increasing use of bringyour-own-device (BYOD) in the workplace is of
particular concern to CISOs. Collectively, this
moves the emphasis for the A&D supply chain
from protecting communications security to protecting the information content security.
He stressed best practices dictate the need for twofactor authentication in any application that requires
security, as well as Trusted Platform Module (TPM)

Recently, TSCP provided support for an Intercede
Reception at the British Consulate in San Francisco
during the RSA conference. Keith Ward and JP
Calderon attended the reception, as well as several
other TSCP member representatives.

management systems. During the interview, Parris had some prescient comments about what his
company is doing to expand their market.
During the interview with Trust Points months
earlier, the CEO spoke about the communications and Internet issues that plague companies
and governments, and where he sees potential
opportunities for Intercede. He chronicled the
vulnerabilities of passwords to secure web based
commerce. Certificates, once thought to be the
answer, do not provide 100% protection. And
although the move towards the use of hardware
tokens has closed off more access to potential
attackers, software certificates can leave doors
open. Parris noted that human behavior is a major factor when it comes to information security,

10
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Intercede is interested in the U.S. National Strategy
for Trusted Identities in Cyber Space (NSTIC), and
Parris informed us that there is similar movement
in the UK. However, he said that where NSTIC
is focused on consumer transactions, the UK
government will begin with government-based
transactions, creating what will be a strong prospective market for Intercede. He noted that he
sees Intercede’s MyID product increasingly being
used to service the citizen/consumer market as
NSTIC gains traction. Perhaps the millions of PIV
and PIV-I cards issued to government and A&D
employees for business use can also provide trust

“Since joining TSCP, we have been
able to network with leading A&D
companies in the U.S. and Europe.
In so doing, we have been able
to extend our existing customer
base in the sector to a wider range
of TSCP members. This benefits
Intercede as a supplier and
enables more A&D companies to
use our MyID technology to realise
the TSCP vision of secure global
collaboration. This is a win-win.”

and other secure elements particularly on portable
devices. Intercede is expert in the application of
this technology and brings special insights to the
TSCP community. For example, in October 2011,
Intercede’s MyID solution for provisioning Personal
Identity Verification (PIV) Credentials to Blackberry phones was selected as a finalist in the Cartes
2011 SESAME award. Intercede demonstrated this
solution at the TSCP Hague conference.
Intercede is a UK company that does a significant
volume of its business in the U.S. with Federal Government and major A&D companies, where Parris
observed that many information security standards
have originated, and where the U.S. leads the way,
pointing to the PIV cards– based on HSPD-12 – as
an example that is starting to have global influence.

anchors for use outside of the work place.
Last year, Trust Points asked Richard Parris, as
a new member of TSCP, what vision he had for
Intercede in the near-term for his company’s participation in TSCP initiatives?
RP: “Collaboration is going be what distinguishes
successful companies in any industry. How to enable collaborative work is key, but collaboration
must preserve individual Intellectual Property,
which will require secure infrastructure with Identity Management as a key component, and the
A&D industry will be the vanguard in defining the
requirements.”

©2012 Northrop Grumman Corporation

UNMANNED SYSTEMS •
CYBERSECURITY •
C4ISR •
LOGISTICS •

THE VALUE OF

STAYING AHEAD
OF CYBER THREATS
INSTEAD OF
JUST KEEPING
UP WITH THEM.
From finding network vulnerabilities before
intruders do, to building cybersecurity into
every facet of our clients’ digital infrastructure,
Northrop Grumman can help you take on every
cyber challenge. That’s why we’ve become
a leader in Unmanned Systems, Cybersecurity,
C4ISR, and Logistics.

THE VALUE OF PERFORMANCE.
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Netherlands Ministry
of Defence Signs Up
to Cross Certify
with CertiPath
TSCP Fall Conference Held at The Hague
The Transglobal Secure Collaboration Program (TSCP)
currently holds two conference and expo events each
year, one of them in Europe. In 2011, the Conference
and Expo was hosted by the Netherlands Ministry of
Defence (NL MoD) in The Hague, from October 10 –
13, 2011.

The Conference
The first two days of the event were devoted to
members-only meetings and presentations, providing
an opportunity for executives and senior managers
of TSCP’s member companies and leaders of the
various working groups to get together face-to-face
to review and plan for future, current and on-going
TSCP activities. With TSCP member companies
spread around the world, frequent project meetings are
held over phone and the Internet, so team members
welcome the occasions when, once or twice a year, they
have a chance to meet with their fellow TSCP team and
working group members. Connecting or reconnecting
in person with remote team members contributes to
teams’ sense of collaboration and cooperation.
The speakers from the Netherlands Ministry of
Defence included:
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•

Col. Rob Boots of the Dutch Royal Air Force, who
serves as the Ministry of Defence liaison to TSCP

•

Col.Th.J.W. Verhallen, Principal Executive for
Material Logistics

•

Anneke Donker, Vice President of Marketing and
Strategy for Aerospace, Defence and Security for
the National Research Laboratory (NLR) of the
Netherlands.

•

Keynote speaker was Maj. Gen. Alexander
Schnitger, Director of Operational Policy,
Requirements and Plans at the Defence Staff, who
also develops the Cyber Strategy for the NL MoD.
Maj. Gen. Schnitger spoke about the new front
line of war: Cyber Space, and their strategies to
combat it. He also expressed TSCP’s important
role in furthering the Netherlands MoD’s strategies
to protect against cyber attacks.

A Special Ceremony
Just prior to TSCP’s Conference, the Netherlands Ministry
of Defence finalized an agreement with CertiPath, a U.S.
company that provides high assurance credentials, to be crosscertified to the CertiPath Bridge. This marked the first time
a bridge has successfully supported high-assurance identity
credentials bi-directionally across multiple nations. The crosscertification securely links the NL MoD with the U.S. Federal
Bridge (FBCA), commercial aerospace and defense (A&D)
contractors like Boeing, Lockheed Martin and Northrop
Grumman as well as to key U.S. Government agencies,
including the Department of Defense.
To commemorate the new agreement, Maj. Gen. Schnitger,
on behalf of the Netherlands Ministry of Defence, and Jeff
Nigriny, CEO of CertiPath, participated in a ceremonial
signing of the agreement and exchanged engraved plaques as
tokens of the event.
The TSCP Conference culminated with the Expo, during
which many TSCP member companies showcased their
demonstrations or implementations of TSCP specifications.

Den Haag – a Beautiful Ancient City
Conferees spent most of their time attending workshops,
speaking to interested audiences and listening to presenters.
Unless they arrived a day or two early or stayed over an extra
day to sightsee, very few managed to get away to see the
ancient city known locally as Den Haag - The Hague.
The Conference was held in a modern hotel within walking
distance of the city’s center. Dating back to the 13th century,
The Hague has a rich history that is evident in the mixture
of old and new architecture, narrow streets that wind among
some of the the older buildings that used to carry horse-drawn
carriages but now, amazingly, accommodate small cars, and
the statues and carvings that stand in small parks.The Hague is
also a modern city that has an increasingly diverse population,
two popular beaches, a city-wide bus and tram system, and
is also conveniently located on the major rail lines that cover
most of Europe like a web.
Although The Hague is not the capital of the Netherlands,
it is the seat of the Dutch government, and boasts modern
buildings that house many government agencies and their
employees. The Hague is also known worldwide as the site of
the International Court of Justice. A walk north from the hotel
takes one past Noordeinde Palace where Queen Beatrix spends
her workday. Walk a few more blocks and the stone walkway
opens up to a broader street – almost a shopping mall. Except
for the architecture, the area has all the makings of shopping
“at home” in an upscale mall, with quaint-looking shops that
display pricey couture. Tucked into the old buildings are coffee
shops, bakeries and restaurants that reflect a diverse range of
tastes and culture. The Hague is a beautiful city to visit, if one
has the time..
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A TSCP WHITEPAPER:

Information Labeling and Handling
A Sustainable Security Framework
for Global Collaboration
Executive Summary
The Aerospace and Defense (A&D) industry is a significant target
for what has become a common problem – the theft and corruption of proprietary information over the internet. The emergence
and growing sophistication of Advanced Persistent Threat (APT)
illustrates the urgency with which the Aerospace and Defense
(A&D) industry must devise practical, usable solutions that can
and should be used consistently to protect intellectual property.

A&D companies are tasked with guarding the proprietary information that passes through their hands during the course of
contract performance. That same information must also be shared
with customers, collaborating partners and suppliers in their engineering, manufacturing and logistical processes. Protecting that
information requires hundreds of complex policies, regulations,
contracts and licenses, many of them spanning national and international borders. Companies must be able to interpret those

DATA CENTRES WORLDWIDE: 3,000
AVERAGE DAMAGE PER HACK: € 2
ONE PARTNER FOR SECURITY SOL
CYBER SECURITY. In the globalised world of today, governments, institutions, companies
and public authorities share their information through IT-based infrastructure and communication
networks. At the same time, the number of sophisticated cyber threats, attacking vital IT systems,
damaging sensitive data and stealing knowledge, has increased. We are proud that operators
worldwide have selected us for our outstanding cyber security capabilities. www.cassidian.com

DEFENDING WORLD SECURITY
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policies and regulations, identify data sensitivity and apply access
and data protection controls consistently across organizations to
meet information security requirements. Security technologies
and standards do already exist, including digital policy management, data labeling, access control and rights management. But
the A&D industry has lacked integrated solutions that bring those
technologies together. An infrastructure that streamlines assured
information collaboration for multiple programs is, at best, challenging to implement, scale and sustain. So, the industry continues
to rely heavily on end users and manual security procedures that,
because they are costly and cumbersome, can hinder their use and
therefore obstruct a truly secure collaborative environment.

Introduction to Information
Labeling and Handling (ILH)
The Transglobal Secure Collaboration Program (TSCP) recognized this gap in security solutions and has brought together
leading A&D companies, government agencies and technology
vendors to collaborate on the Information Labeling and Handing

(ILH) specification. The result is an ILH specification with interfaces and good practice processes that bring together digital policy
management, document labeling, access control and rights management that will enable consistent enforcement of security policies and regulations.
While the design platform for the ILH specification is the A&D
industry, the framework may be applied to any industry platform
that must protect high-value intellectual property that is shared
across organizations. Upon completion of the ILH v.1 specification
and implementation guidance, companies will be able to choose
their solutions from commercial-off-the-shelf products available
from vendors. They will use ILH to align security with policy and
usability to streamline the administrative, end user and audit processes, bringing new technology to market more quickly, securely,
and at lower cost. This whitepaper introduces ILH, its functional
approach, components and application.
The full Information Labeling and Handling whitepaper may be
downloaded at www.tscp.org/assets/tscp_wp_ilh_02272012.pdf.

0,000
2,500,000
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NATO C3 CLASSIFICATION TAXONOMY
By Peter J. Woudsma, Technology Engineer,
NATO Headquarters Supreme Allied Command Transformation (SACT) in Norfolk, Virginia.

In modern times, the description of an organizational structure within its strategic, economical, technical, and operational environment
is a daunting task. Performing that task in an alliance governed by 28 individual nations, with the purpose of capturing the requirements
for communications and information systems in support of improved information sharing and decision making, that’s a real challenge. The
North Atlantic Treaty Organisation (NATO) is that organisation, and the subject of discussion is its structure of Consultation, Command
and Control (C3).

Transformation
The recognition of the need to transform the NATO alliance is
based upon Information Age principles and to pursue a course
towards NATO Network Enabled Capabilities (NNEC) has dramatically changed the level of ambition in the field of C3 after the
Prague Summit of 2002. It has also changed the command structure of the Alliance: the operational headquarters were grouped
under one single strategic command, and the transformation of
NATO’s military capability was assigned to a new strategic command. The Allied Command Transformation (ACT) provides the
conceptual framework for the conduct of future combined joint
operations, and the capabilities they need.

nor give correct attention to relevance, priority and completeness
of services. Acknowledging too that this description would deliver
the source data for architectural views of the C3 areas of interest,
as well the requirements for the development and implementation
of future C3 capabilities, it became evident that a taxonomy should
have a broader and deeper scope.
In an analogy to geospatial referencing, this new C3 Classification
Taxonomy aims to ‘chart’ the NATO C3 ‘landscape’. This activity is referred to as ‘enterprise mapping’. Its purpose is to capture
concepts from various communities of interest, and map them for
item classification, integration and harmonization.

The C3 capability of NATO is supported by several commonfunded programs, a large number of more or less correlated information systems, and a whole range of standards, procedures and
directives. The C4ISR Division of ACT has a rich program of work
aimed at transforming this capability.
In order to understand the C3 needs and requirements, ACT needed to identify the elements of the C3 structure and their relationships, and arrange them into a classification. This arrangement is
known as taxonomy. It helps to understand the underlying fabric,
and find opportunities for cost saving, and for a faster and smarter
development of future solutions.
Mapping the Enterprise
The NNEC Feasibility Study of 2005 proved that the future communications and information systems (CIS) environment for
NATO must adapt a Service Oriented Architecture (SOA), and
that obviously has consequences for the C3 structure. This study
presented a Technical Services Framework, with a hierarchical arrangement of technical services in four horizontal classifications
(in a way comparable with the OSI seven-layer model), plus two
vertical groups: Information Assurance (IA) and Service Management & Control (SMC).
The Technical Services Framework was used as the basis for a reductionist description of the complex C3 structure. Soon it was
recognized that this was not sufficient for a full representation, and
that the result would not provide the desired level of granularity,
16
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Figure 1 - C3 Classification Taxonomy, level 0

Operational Context
The requirements for future C3 capabilities
are obviously not purely technical in nature. A framework for CIS services would
only address the back-end technology
solutions, and would not give any resolution about quality and quantity of services
required for a particular mission. Therefore the C3 Classification Taxonomy starts
with an ‘Operational Context’. The Operational Context describes the environment
in which CIS capabilities are defined and
used. It connects the strategic concept and
political guidance of the Alliance through
the NATO Defense Planning Process
(NDPP) to the traditional CIS architecture
and design constructs.
The Alliance’s political and military ambitions, the overarching guidance and
policies, its Level of Ambition, and the
so-called Mission-to-Task Decomposition
(MTD) are categorized under ‘Missions
and Operations’. Then the needed capabilities are catalogued, operational (business)
processes addressed, and relevant information products incorporated under ‘Operational Capabilities’.
All this information provides the organizational perspective in which the CIS
technology solutions will be deployed in
order to achieve success in NATO’s future
missions. Being all part of the taxonomy
might fuel the idea that there is causality
in the different layers, and that the classification constitutes a certain hierarchy

of data from top to bottom, and eventually into the technical domain. This is not
the case here. The layers are chosen as a
comfortable grouping of datasets. There
are relations between different datasets,
and between layers, without a hierarchical
notion. Amongst other things, this means
that the different datasets can link directly
to all layers of the technical framework, not
necessarily top-down from layer to layer.
CIS Capabilities
With the operational context set, it is opportune to link it to a technical framework
of applications, services, and equipment.
These ‘CIS Capabilities’ span two significant categories: the ‘User-Facing Capabilities’ and the ‘Technical Services’. The relationship between these categories, and the
separate layers within them, could then be
regarded as a hierarchical structure, from
application down to physical layer.
User-Facing Capabilities provide an end
user with ‘User Applications.’ These Applications are computer software components
designed to help a user perform singular or
multiple related tasks (Apps!). They run on
‘User Appliances’ and provide the logical
interface between human and automated
activities. Applications are stable and
relatively unchanging over time, whereas
the services used to implement them will
change over time, based on technologies
and changing business needs.
Technical Services provide the foundation

for NNEC. (This part of the taxonomy is
often referred to as the original Technical
Services Framework of the NNEC Feasibility Study, in spite of the difference in
service classifications.) They provide a set
of related software and hardware functionalities that can be used for different purposes, with the policies that should control
their usage. They are to be implemented in
a federated model that allows NATO and
the Nations to jointly provide a robust and
secure platform on top of which the UserFacing Capabilities can run. Their requirements are derived from operational needs
expressed by the collection of required applications.
EM Wiki
As the C3 Classification Taxonomy evolved
and expanded, the growing complexities of
the datasets stipulated the development of
a tool to record and process all the datasets and produce tangible outputs. So by
the end of 2010 ACT’s Technology and
Human Factors (THF) Branch built a webbased platform on the basis of a wiki (similar to the software running Wikipedia),
and modified this wiki to support the taxonomy with graphic rendering, electronic
forms, and semantic integration. This socalled ‘Enterprise Mapping (EM) Wiki’ is
accessible via the Internet on a protected
website.
The datasets in the wiki are either derived
from designated and certified sources, or
captured by contribution of subject matter

Figure 2 - A relationship chart for Enterprise Mapping
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experts, architects and other stakeholders.
This means that some datasets are static,
some are updated on a regular basis, and
others are continuously evolving and expanding. Most notably, this is the case with
the definition of applications and services.
Gathering all that data and providing timely and relevant content to the wiki is the
most important – and most difficult – task.
ACT receives support in these efforts from
architects and engineers of the NATO C3
Agency (NC3A).
The effectiveness of the wiki as a collaborative platform depends on a couple of
characteristics. The most important one
is that all users can edit – and therefore
contribute – the content in a simple editor. That simplicity was challenged by the
increasing complexity of the evolving datasets, and the ‘spaghetti diagram’ of internal
relationships. So to contain this complexity
for the main contributors, the THF Branch
has created manuals, online forms and an
automated reporting mechanism for posters, charts and reports. For instance, contributions to the applications dataset are
supported by self-explanatory forms, and
requirement definitions for applications in
one certain community of interest are automatically featured in a single document.
At certain intervals the data in the EM
Wiki is baselined, i.e. captured and stored
for a certain version at a certain date and
time. Typically, baselines are generated to
develop Reference Architectures (RAs) for

a subset of the wiki (like a certain community of interest, or a certain classification
in the taxonomy). The architectural views
in these RAs are developed in compliance
with the NATO Architectural Framework
(NAF). The data in these views are identical to those in the baselined wiki dataset.
The software for the EM Wiki is available
as open source, and the local modifications
were needed to define the separate datasets, to create templates, forms and categories, and to generate the automated outputs. There is no considerable constraint
in re-using the em wiki as a whole, or for
selected parts. In fact, ACT stimulates the
re-use of this resource, as it helps partners
further evolve and collaborate, and improve interoperability.
The EM Wiki has proven to be a flexible
and effective tool for the mapping of the C3
Classification Taxonomy, and it has therefore enabled ACT to capture the requirements for significant portions of the C3
structure of the NATO Alliance, and making sure that the common funds are wellspent on future C3 capabilities that will
establish and maintain a service-oriented

architecture, and improve interoperability
and information sharing.
Status
Recently, ACT has proposed to the NATO
C3 Board (NC3B) that the C3 Classification Taxonomy might be used as the reference for not only the development of Reference Architecture - with the appropriate
level of detail in applications and service
descriptions, and requirements definitions
– but also for the Overarching Architecture
(less granularity for the NC3B) and eventually Target Architectures (more granularity for the NC3A). If approved, this would
mean that the whole NATO C3 landscape
would be charted and captured in the same
way, and stored in a single repository. This
would certainly enhance the coordination
between these architectures, synchronize
various activities and projects, and improve interoperability and information
sharing. At the same occasion, ACT also
proposed to eliminate the NAF in favour of
The Open Group Architecture Framework
(TOGAF), which will bring the Enterprise
Architecture efforts of the NATO Alliance
closer to industry standards.

Peter J. Woudsma is a C4ISR technology engineer in the Technology and Human
Factors (THF) branch at NATO Headquarters Supreme Allied Command Transformation (SACT) in Norfolk, Virginia. He investigates and coordinates C4ISR
technology insertion opportunities, and assists in the development of reference architectures and further enterprise mapping activities, such as the improvement of
the ‘NATO C3 Classification Taxonomy’

Washington’s Cherry Blossoms Celebrate 100 Years
Spring in metropolitan Washingtonian, DC, is heralded each year with clouds
of pale pink cherry blossoms across the region, most famously around the Tidal Basin, where the Jefferson Memorial holds court. The annual blossoming is
celebrated each year with the National Cherry Blossom Festival, which brings
hundreds of thousands of visitors from around the country and the world to
participate in the many cultural festivities that are featured during the fiveweek event, from March 20 to April 27, 2012.
Washington received over 3,000 cherry trees from the city of Tokyo, Japan,
as a token of the growing friendship between Japan and the United States
over 100 years ago. This year’s Festival marks the 100th anniversary of the
official planting of the first two cherry trees, which was held on March 27,
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1912. Most of the remaining trees were later planted around the area that
we now refer to as the Tidal Basin.
Each year about mid- to late-February, locals begin the “cherry blossom
watch” and begin their prognostications about when the blossoms will actually come out and then reach their peak color. Extremes in winter weather
always raise concerns about them blooming “too early” or “too late,” since
the ideal is that they show themselves sometime during the Festival itself.
The official “bloom watch” begins around the first of March. The National
Cherry Blossom Festival offers many activities, including kite building and
flying, fireworks on the waterfront, painting and other art, workshops and
lectures. The iconic Cherry Blossom Parade will be held on April 14.
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Divide and Conquer: Protecting Against APTs
The impact of advanced persistent threats (APTs) groups, whether private or owned
by a government that executes sophisticated cyber-attacks, targeting a given system
with substantial skill, resource and funding - grows daily.
By Dr. Simon Wiseman, Deep-Secure
Reprinted from Touch magazine, Autumn 2011 issue

These APTs have specific objectives, developing and deploying new
attack techniques that won’t go away, even after defences have been
successfully breached. Consider the recent high profile attacks on
technology and defence companies, banks and newspapers, or the
sustained attack on Estonia in 2007. Back in 2003, the UK government’s Cabinet Office talked about the need to protect defence and
intelligence systems from “sustained and sophisticated attacks”
and the principles haven’t changed since then.
In the past, governments and the military could retreat behind
closed technology doors, but today we expect to be able to communicate from anywhere to everywhere, rendering many of these
former solutions unviable. In the face of this, surely it’s hard to
face the prospect of successfully dealing with an APT? At DeepSecure, we don’t think this is true and we’re actively working with
Microsoft to demonstrate why. Using a military analogy, an APT
is, in effect, a small elite force, specially equipped to get past outer defences and work behind enemy lines, causing considerable
harm, either directly or through intelligence gathering without
direct confrontation. Because this type of attack isn’t necessarily
obvious, defences are not triggered and so relatively small-scale
sorties on a defensive line can inflict significant damage. For most
of us, there is nothing particularly subtle about a virus or denial of
service attack; once you know what to look for they can be spotted quite easily. The problem is that defensive lines such as antivirus solutions, which are good against large-scale obvious attacks,
provide no protection at all against the small, stealthy attacks that
characterise an APT.
So how can you detect and defend against these special forces of
the electronic world? Medieval castle engineers can actually teach
us all a thing or two - ramparts and defended gates are the way
to go! To secure systems against APTs, a solid defensive boundary is required, with gaps that can be closely monitored, forcing
those looking to enter illegally to sneak through these gaps or
target the entire boundary. This segments the attackers, offering
two slightly easier problems to fix - divide and conquer! With
heavily monitored gaps in place, efforts can be concentrated and

a range of measures deployed, making it hard for an attacker to
stay concealed. The gap can also be narrowed, for example by using a process called “transhipment’ where individual packages are
unloaded from data carriers on one side of the gap, passed through
and loaded onto different carriers on the other side. This limits the
ways in which an APT can hide itself.
The second issue is to prevent an APT breaking through a solid
boundary. This is not easy, as those creating APTs possess the skills
and resources to exploit weaknesses. The solution is to deploy a
range of defences, each capable of stopping an attack. These may
be flawed - it’s too hard to avoid this - but by ensuring the defences
have no common flaw, the attacker is forced to exploit more than
one solution to succeed, which is far less likely.
Finally, it must be remembered that defensive walls can be attacked from the inside. An APT is well-resourced and capable of not just a technical attack but also of subverting insiders or duping them into ill-advised actions. In reality, we need
to strike a balance between security and convenience, and no
two organisations have the same requirements. Additionally,
technology is continually changing and the sophistication of our
adversaries is continually increasing; this affects our ability to deliver high security solutions, as the market will always be relatively
small and high rates of change make it difficult to reduce development cost by amortisation over many deployments. As a result,
the price for a highly secure solution is usually far greater than
you would expect. At Deep-Secure we see this as an unacceptable
situation that demands a technical solution, so we are augmenting
our existing products with small, general purpose, high assurance
components to use as a deployment requires. This gives greater
flexibility to create higher security with effectively the same product components needed for those with “maximum convenience”
requirements and results in greater opportunity to amortise cost
and make high security more affordable and easy to maintain. Can
defences that face up to APTs but allow business to continue as
usual be built? We believe they can.

Dr. Simon Wiseman is development manager with messaging and
data security specialist Deep-Secure.
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who can turn security into
“know” instead of “no”?
you can
With our unique ability to know across all environments.
Saying “no” to unauthorized access is important. But “know”
is far more important. Content-Aware Identity and Access
Management from CA Technologies brings the power of
“know” all the way down to the data level.
Identities. Access. Information. Compliance.
For a secure solution, use the power of know to make your
business more agile.
To put the power of know to work for you, visit security.com

Copyright © 2012 CA. All rights reserved.

About the Transglobal Secure Collaboration Program
WHO WE ARE
TSCP is a membership organization of worldwide stakeholders in
the Aerospace and Defense industry whose members address data
security issues within the collaboration space. Established in 2002
as a collaborative forum, TSCP is the only government and industry partnership that has created a framework for secure electronic
transmissions and sharing of sensitive information internationally.
For TSCP members - which include major government departments and agencies as well as the largest defense and aerospace
manufacturers and systems integrators around the world – this
framework enables secure access to other members’ sensitive data
by creating a collaborative environment based on scalable and efficient trust mechanisms. Today, TSCP’s scope has broadened to

include government entities and their prime contractors as well as
thousands of global suppliers. Its focus has expanded from secure
data access to data-centric information protection.
TSCP members face common issues, and understand the savings
in time and money that can be gained through collaborating on
the challenges of secure information-sharing. As concerns of data
leakage, intellectual property protection and export control compliance began to rise, the TSCP established an industry approach
to protecting sensitive information, an approach based on interoperable trust mechanisms.

WHAT WE DO
The TSCP community works together
to solve common challenges that impact
major programs today: the risks related to
compliance as well as the complexity, costs
and duplication that are inherent in largescale collaborative programs that span national jurisdictions. These challenges are
addressed in the context of export control
regulations of the members’ host countries
and the protection of members’ intellectual
property (IP).

sitting at the same table with their customers, peers, partners and subcontractors.
Together, they determine specifications to
achieve common security criteria, commensurate with the value of the data they
share.

to being released. The Working Groups
are comprised of engineers, subject matter experts, project managers and business
managers who are contributed as resources
by the TSCP member companies and organizations.

TSCP shares software requirements derived from new specifications with the
world’s largest IT providers and vendors,
motivating them to incorporate compliant
software into their product lines.

TSCP defines and tests vendor-agnostic
specifications for collaboration in missioncritical A&D environments. These specifications enable the industry to implement
solutions for:

TSCP’s member government agencies and
organizations play the roles of partner,
customer and regulator. It is in TSCP’s interest to engage policymakers and regulators, as policies and regulations related to
identity and collaboration are shaped, and
to convince governments to acknowledge
and adopt specifications in favor of TSCP’s
positions.

Once specifications are released, TSCP
makes them publicly available for widespread adoption by integrators, service
providers and commercial-off-the-shelf
(COTS) software vendors. TSCP is not itself a solution provider or software vendor.

• INTERPERSONAL
COMMUNICATIONS – e-mail,
instant messaging and conferencing
• GROUP COLLABORATIVE
WORKING – document sharing and
access to applications
• AUTOMATED DATA EXCHANGE
– product life-cycle and supply chain
management
TSCP’s aims to accelerate the time from
identifying collaborative requirements to
creating specifications and the deployment
of the resulting capability. The TSCP has
created specifications that are common
and reusable among its member base to
reduce overall integration complexity, coordination time, and ultimately, collaboration costs.
Each TSCP member and organization defines its own supply chain requirements,
22
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TSCP invites government representatives
to participate as members to facilitate the
evaluation and vetting of its policies and
specifications within the relevant government agencies and standards arms. Government input, acknowledgment and acceptance of TSCP specifications are critical
to TSCP’s success.
HOW WE DO IT
TSCP manages Working Groups that are
dedicated to producing the capabilities and
specifications that have been selected for
development. Specification development
is scheduled and strictly managed using
conventional program management methodology. Each specification goes through
proof-of-concept and pilot testing prior

WHAT WE HAVE ACCOMPLISHED
TSCP has established a strong coalition of
A&D industry leaders to address common
challenges facing the stakeholders in key
government programs. TSCP has:
• Engaged collectively with standards
bodies and policy authorities, ensuring
continued alignment with TSCP
standards and policies.
• Published the framework for secure
collaboration into the public domain,
providing members and their partners
with the technical architecture and
business framework to operate secure
electronic collaboration systems.
• Established a legal framework for
the assertion of identities to facilitate
the exchange of sensitive IP across
organization.
• Established the first Aerospace PKI
Bridge, CertiPath®, cross-certified with
the U.S. Federal PKI Bridge.
• Established a foundation for a
multilateral trust network across TSCP
members and other stakeholders.

TSCP Trust Points

23

Deep-Secure’s Mail Guard supports
Signed and Encrypted Email
Over The Internet (SEEOTI) Project
It is TSCP’s mission to “establish and maintain an open standardsbased framework that can be used to enable secure collaboration and
assured information sharing between parties, irrespective of the tools
they choose to use.” To promote its mission, TSCP fosters the research,
creation and adoption of specifications that will enable a secure Internet environment for its members, enabling their on-going ability
to collaborate with each other, their supply chains and with external entities necessary to conduct business safely. The following article highlights how TSCP-member company Deep-Secure has used
TSCP’s Secure Email specifications to build a solution that, upon full
adoption, will make email safer for those who do business with the
UK Ministry of Defence.
Contributed to Trust Points by Deep-Secure LTD.
Deep-Secure Ltd, a TSCP member company located in the UK and
working with the UK Council for Electronic Business (UKCeB),
announced in November 2011 their successful completion of a
live evaluation of Signed and Encrypted Email Over the Internet
(SEEOTI), proving the business benefits for the adoption of secure
information exchange as part of collaboration across Team Defence
(comprised of Defence and Aerospace companies, the UK MoD and
related Trade Associations).
The SEEOTI project is sponsored by the Chief Information Officer of the UK Ministry of Defence (MOD CIO) and the UKCeB.
SEOOTI recognises the shared issues of incoherent and incom-

plete communication capabilities that limit the ability to work efficiently and effectively across Team Defence, and addresses those
issues by targeting the most basic and prevalent form of information exchange in business – emails.
The SEEOTI evaluation highlighted considerable benefits for Team
Defence, where there is a need for a simple-to-use, standardsbased enabling technology for email that allows Small- to Medium-sized Enterprises (SMEs) to communicate securely with one
another, with MOD and with the major Aerospace and Defence
(A&D) contractors. Adoption of a common approach to secure
email connectivity underpins trusted collaboration, especially for
SMEs, and thereby realizes efficiency and productivity gains across
the Team Defence partnership. SEEOTI implements the Secure
Email specifications derived by the Transglobal Collaboration Program (TSCP) – a spin-off from a previous UKCeB initiative, and
uses Commercial off the Shelf (COTS) products from the TSCP
members Deep-Secure, TITUS and Boldon James.

Deep-Secure, with support from BAE Systems, had responsibility
for this proof-of-concept scenario-based evaluation, which they
successfully executed with over 20 Team Defence organisations.
The evaluation demonstrated the reliability and security of personto-person secure information exchange, highlighting the following
key business benefits:

Figure 1 SEEOTI Benefits Chain
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Figure 2 - SEEOTI Environment

Prevents data/Intellectual Property loss;
Aids compliance and governance mechanisms;
Capitalises on existing IT infrastructure and services;
Ease of use of secure email including signing, encryption and
automated labelling;
• Improves security and risk management.

UKCeB, MOD and the wider Team Defence on the potential benefits of secure email. The specifications used for the secure email
deployment are based on those developed under the Transglobal Secure Collaboration Program (TSCP) and built upon the
MOD-sponsored work completed by Deep-Secure at CWID 2010
(Coalition Warrior Interoperability Demonstrator).

The Evaluation created a fictional scenario with business-led use
cases that could be used to demonstrate the business benefits of
using Secure Email within Team Defence. The participants would
then be able to take part in the scenario twice, once using the TSCP
Secure Email v.1 (SEv.1, Signed and Encrypted Email) specification
and then repeating the same scenario using the TSCP Secure Email
v.2-like capability (SEv.1 plus labels for National Security, Intellectual Property and Export Control). The main difference between
these two specifications is that the users had to type in any labels
used to identify the context of the email in SEv1 whereas in the second phase they were able to select the labels from drop down boxes
provided by the TITUS and Boldon James plug-ins. In both phases,
SEv.1 and SEv.2 Deep-Secure Mail Guards were deployed to the
boundaries of the Deep-Secure, BAE Systems and Cloud Domains
to provide the security policy enforcement of the scenario.

Over 90% of the participants provided significant feedback for
both phases of the evaluation providing a valid and comprehensive
evidence base.

•
•
•
•

Figure 2 shows a high level summary of environment created for
the Evaluation.
Deep-Secure’s key objective was to provide an experience of using secure email over the Internet between organisations within
Team Defence, which formed the basis for providing feedback to

Examples of participants’ comments:
•

“It was making more use of what is already
available and in place today.”

•

“Selecting labels from a box is very userfriendly and less error-prone compared to
manually adding labels.”

•

“I thought it went very well. It
demonstrated that quite complex policies
could be setup which as a supplier to a
number of primes would be very useful.”
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The Evaluation Exercise raised awareness, experience and knowledge of secure email across the participating organisations from Team Defence. The
controlled environment enabled the participants to assess the key business
benefits, such as Data Loss Prevention and Security Compliance.
Both Deep Secure and UKCeB remain committed to further development and
exploitation of this capability as an element of the Secure Information Sharing (SIS) Programme that operates within the sponsorship of the Industry and
MOD Joint Information Group (JIG) and in collaboration with the Transglobal Secure Collaboration Program (TSCP).
The next stage of the Project, to identify a Group of real users and sort out any
challenges to a full trial, has been endorsed by the JIG. Once a relevant group
has been identified, the trial will be set up for them under a follow-on stage to
the SEEOTI Project.

Nigel Whitehead, Chairman of UKCeB
Council and Group MD, Programmes &
Support, BAE Systems

“The SEEOTI work is a great
example of how UKCeB can
help Industry and MOD to
understand how technology
can be exploited for improved
collaborative working to help
address the challenges of the
current business environment.”

For additional information about SEEOTI, contact:
Colin.nash@deep-secure.com
Brig. Alan Clacher, Joint Chair of MOD
Industry Joint Information Group Portfolio
Management Board

Philippe Laflandre, Chairman of TSCP, commented:

“This is a remarkable example of public / private
achievement between the TSCP membership,
the UK MOD and the UKCeB partners. With
the growing need for secure collaboration
throughout all business sectors and the everincreasing threat on asserted digital identities
used on the web, the success of SEEOTI is
an encouraging step towards better trusted
exchanges within the supply chain.”

The Participants in the SEEOTI Evaluation were:
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“Secure Information Sharing is
a critical capability necessary to
enable effective Contractorised
Logistic Support for equipment
and platforms. The Deep-Secure
SEEOTI Evaluation was an
extremely valuable exercise and
indicates that secure information
sharing is achievable with clear
and demonstrable benefits for
Team Defence.”

Autumn 2012
Symposium
london

Earn Continuing Education Credits
for your ISC2 or ISACA credentials
by attending TSCP-sponsored events.
Visit: tscp.org/assets/tscp_cpe_info.pdf

Check our website
for event updates.
Or send an email to news@tscp.org
to be placed on our subscriber list.

www.tscp.org
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For TSCP membership information, contact Membership Director JP.Calderon@tscp.org

