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1 Document Purpose 
This document describes the business steps that start with the acquisition of an implementable protection 
profile and end with its implementation among collaboration partners. 

1.1 Intended Audience 
This document is intended for the following stakeholders: 

• TSCP Architecture Committee 

1.2 References 
• Policy Authoring Guidelines 

• ILH Labeling DIY 

• ILH ACL1 Labs DIY 

(Documents available at http://www.tscp.org/library/documents/.) 

1.3 Glossary 
Below are definitions for common terms used throughout the document: 

• Business Authorization – The result of the analysis of a human-readable policy artifact, and of 
the expression, in a consistent and precise manner, of all the components of information 
protection policies required for consistent interpretation of policy artifacts. 

• Protection Profile – The result of the analysis of all the Business Authorizations applicable 
under a given Business Context, and capture, in a consistent and precise manner, of the 
components required for consistent implementation among collaboration partners. 

• Implementable Protection Profile – A Protection Profile enriched with implementation 
attributes, and fit for implementation. 

• Contractual Protection Profile – A Protection Profile enriched with contractual binding 
language, and fit for legal agreements among collaboration partners. 

• Business Context Specific Resource Protection Profile (BCSRPP) Implementation Control 
Document (ICD) – A contractual document that specifies all the allowed implementation 
options for a given business context. 

• Business Context Specific Resource Protection Profile (BCSRPP) Implementation Statement 
Document (ISD) – A document that provides the implementation details that a given 
collaboration partner has chosen with respect to the corresponding ICD. 
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2 Business Process Overview 
The business process consists of the following steps: 

• The delegated administrative authority receives an Implementable Protection Profile. 

o With knowledge of the collaborative applications, he defines the application-specific security 
controls. 

o With knowledge of the collaborative applications and deployment trade-offs and options, he 
produces the Contractual Protection Profile. 

o With knowledge of the collaboration partners, he filters the Contractual Protection Profile and 
distributes it to the collaboration partners. 

• Each collaboration partner receives a filtered Contractual Protection Profile. 

o He determines the implementation plan. 

o He implements the Categorization and Labeling Rules. 

o He implements the Access Rules. 

o He implements the Handling Rules. 

o He produces the BCSRPP Statement Document. 

This business process is depicted below: 

 
Figure 1. Business process overview 

Each process step is described in a dedicated chapter of this document; the chapter number appears 
underneath the rounded box representing the process. 
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3 Determine the Implementation Plan 
The purpose of this phase is to select the most appropriate implementation options amongst the set of 
acceptable options, and produce a plan for implementation.  

3.1 Prepare a view of the applications required for collaboration 
This section shows all the collaborative applications and supporting infrastructure that the 
implementer (Curtiss in this particular example) needs to set up to support the business context. 

Overview of Curtiss collaboration infrastructure 

Curtiss hosts a document repository that will be accessed by all collaboration partners, as shown 
below. 

 
Figure 2. Overview of the collaboration infrastructure 

The following collaborative applications are needed from Curtiss’ standpoint: 

Curtiss collaborative applications 

Type of application Name Function 

Business applications 

Authoring application MS Office 2010 Produce High Level Design (HLD), review Detailed 
Design (DD) documents 

Labeling tool NextLabs Labeling 
Tool 

Apply and view Business Authorization Labels on 
documents 
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Curtiss collaborative applications 

Document repository SharePoint 2010 Publish, search, share HLD, DD, Simulation (SIM), 
and Integration (INT) documents 

Supporting applications 

Policy Enforcement Point NextLabs Agent for 
SharePoint 

Enforce access rules 

Policy Decision Point NextLabs Control 
Center 

Evaluate access rules 

Policy Administration Point NextLabs Policy 
Studio 

Administer access rules 

 

Curtiss Identity & Access Management 

Type of application Name Function 

User accounts and user attributes 

Directory Active Directory Repository for Curtiss user accounts and user 
attributes 

Federation 

Identity Provider AD FS 2.0 

 

Provide federated attributes about users to service 
providers via Identity Federation protocols 

Service Provider Consume federated attributes about users produced 
by Identity Providers in order to produce security 
contexts to local applications (Relying Parties) for the 
purpose of access management 

Provisioning 

N/A N/A  

Digital Policy Management 

Policy Authoring ILH BA Authoring 
Tool 

Create and update Business Authorizations 

Protection Profile 
Authoring 

ILH Protection 
Profile Builder 

Create and update BCSRPPs 
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The following diagram shows how these applications and tools map to the TSCP Architecture: 

 

Figure 3. Application mapping to TSCP Architecture 

3.2 Determine the Rule Evaluation Implementation 
In this section, the implementer determines how access rules will be implemented by selecting the 
most appropriate option from the Rule Evaluation Implementation Policy section of the BCSRPP-ICD. 

Determine the Rule Evaluation Implementation 

Purpose To select the implementation option that is best suitable to the business 
applications and supporting Identity & Access Management (I&AM) infrastructure  

Input BCSRPP-ICD 

Output Selection of the implementation option and finalization of the implementation plan 

Skills Technical level, Business Level 
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Determine the Rule Evaluation Implementation 

Steps 1. Evaluate each one of the available options with respect to criteria such as 
(examples): 

a. Is the option supported by the application? 

b. Is the option supported by the I&AM infrastructure? 

c. Is the cost of administration acceptable? 

d. Does the option comply with local regulations (e.g., privacy)? 

2. Select the option that is the most appropriate. 

3. Derive an implementation plan. 

3.3 Devise the application-specific security controls 
Risk Impacts are defined outside of the BCSRRP and must be used to define requirements on 
collaboration infrastructure given the Impact Level that is defined in said Profile. The definition of Risk 
Impacts needs to be conveyed as a separate process, out of band. These Risk Impacts then serve a 
key input to the determination of the implementation of the applications needed to support 
collaboration. 

The application-specific security controls are driven by the risk impact specified by the protection 
profile, and more specifically, indicated on each Business Authorization Category.  

Each Business Authorization Category has a Risk Impact associated with it, decomposed as 
confidentiality, integrity, and availability risks.  

The Protection Profile has a Risk Impact associated with it, decomposed as Confidentiality, Integrity, 
and availability risks. The value of each individual component (confidentiality, Integrity, and 
Availability) is the same as the maximum value of the component qualified on all Business 
Authorization Categories that are part of the Protection Profile. 

Devise the application-specific security controls  

Purpose To determine the security controls requirements associated to each application to 
be used in the business context 

Input Protection Profile 

Knowledge of the applications in scope 

Baseline guidance 

Output Business Authorization in BAF format 

Skills Business level 
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Devise the application-specific security controls  

Steps 1. Using the risk impact of each Business Authorizations Category, 
determine the “maximum” risk levels for each component of the risk 
impact (i.e., Confidentiality, Integrity, Availability), and for each impact 
scale in use in the protection profile. 

2. Using the Security Controls Requirements baseline, identify the 
cumulated security controls. 

3. Remove the duplicates and sort out the Security Controls per applications 
in scope. 
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4 Implement the Categorization and Labeling Rules 
4.1 Configure Labeling Tools 
Organizations that are part of the business collaboration need to configure their labeling tools in order 
to: 

• Allow their users to apply Business Authorization Category labels to documents (present their 
users with the list of labels that they are entitled to apply within their work assignment, and 
that they can understand). 

• Ensure the interoperability of exchange of labeled documents with other tools and 
organizations. 

Configuration of labeling tools 

Purpose To allow authorized end-users to apply Business Authorization Category labels 
onto documents in compliance with the BCSRPP, and to allow interoperability of 
these labels across boundaries and organizational boundaries 

Input BCSRPP 

Output Configured labeling schemes, ready to be deployed to end-users’ working 
environments 

Skills Technical level 

Steps 1. Create a labeling scheme that corresponds to the business context. 

2. Configure the labeling scheme. For each Business Authorization 
Category in scope, create a label control set that includes a business 
name visible to the end-user and metadata to be applied to documents.  

3. Manage the deployment of the labeling scheme to the untitled end-users. 

Note: the labeling tools specified in ILH v.1 do not apply visual markings to the 
documents directly; instead, ILH v.1 requires that the labeling tools must generate 
(write) and understand (read) Business Authorization Identification and Labeling 
Scheme (BAILS) metadata on documents. Consistent visual marking is provided 
by the means of document templates, as discussed in Section 7 of this document. 

Please refer to the ILH Labeling DIY for the configuration of actual labeling tools products. 

4.2 Configuration of templates 
Document templates 

Document templates are used to ensure consistency within, and across, organizations. This phase 
consists of the preparation of document templates for the sake of ensuring a consistent presentation 
of visual markings across collaboration partners in compliance with the protection profile. 
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Configuration of document templates 

Purpose To facilitate the creation of documents that can be labeled in compliance with the 
BAILS specification. Document templates allow a consistent, standardized, visual 
representation, together with a consistent set of metadata. Ideally, document 
templates provide generic support for various, previously unknown, protection 
policies; in some circumstances, organizations or collaboration stakeholders need 
to generate document templates customized for a specific policy environment. 

Input • A standardized visual representation of documents within the desired 
scope (within one organization or across multiple organizations for a 
given business context) 

• The BAILS specification 

Output Document templates that can be used to generate actual document instances 

Skills Business level 

Steps 1. Identify the visual marking elements that need to appear to the person(s) 
reading the document, whether on screen or on paper. 

2. Determine the most appropriate placement of these visual marking 
elements within the document template. 

3. Use an application to create the template using the appropriate 
mechanism specific to the document type. 

4. Test the document template with some sample policies. 

5. Deploy the document template to the targeted audience. 

Please refer to the ILH Labeling DIY for details on the configuration of document templates that 
implement the BAILS specification. 

4.3 Educate users about the Categorization Rules 

Educate users on the Categorization Rules 

Purpose To ensure that authorized users are appropriately trained to identify all the 
Business Authorization Categories that must apply to an information asset for a 
considered Business Context 

Input • BCSRPP 

Output Identification of the authorized users and a training plan and materials 

Skills Business level 
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Educate users on the Categorization Rules 

Steps 1. Determine the business workflow around documents labeling. 

2. Produce training material using the Categorization Rules from the 
BCSRPP as input. 

3. Determine the users or groups of users who are entitled to apply labels to 
documents. 

4. Plan training for the targeted users or groups of users. 

5. Perform the (possibly recurrent) training and tracking. 
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5 Implementation of the Access Rules 
5.1 Configure Identity and Access Management Tools 
The purpose of this phase is to administer the I&AM infrastructure within the organization (acting as 
the Relying Party, Resource Provider, or both) in compliance with all the relevant BCSRPPs. 

Configure I&AM Tools as the Relying Party 

Purpose To allow end-users to contribute to the collaboration (i.e., produce, share, and 
consume information) in compliance with the BCSRPP 

Input • Attribute Implementation Policy, and Audit-Log Implementation Policy for 
the BCSRPP 

• Implementation Statements for the organization 

Output • Users can be identified at the various assurance levels 

• Appropriate trust policies are administered for the required resource 
providers in such a way that the expected assertions are produced for the 
user in compliance with the associated Attribute Implementation Policy 

Skills Technical level 

Steps 1. Administer all the required scenarios for user sign-in, sign-off, privilege 
elevation, etc. (note: ILH v.1 must provide user-sign on Web protocol 
only). 

2. Administer Federation Trust with the required resource providers. 

3. For each resource provider, administer the trust policy to ensure that the 
expected attributes are asserted in compliance with the associated 
Attribute Implementation Policy and Implementation Statement. 

4. Should some attributes be provisioned, administer the provisioning 
mechanisms to ensure that the required attributes are provisioned 
(whether in-band or out-of-band) as expected. 

5. Administer the audit-log infrastructure in compliance with the Audit-Log 
Implementation Policy and associated Implementation Statement. 

 

5.2 Configure Access Management in Applications 
The purpose of this phase is to configure the collaborative applications in a way that they can protect 
information in compliance with all the applicable protection policies. Let us consider the following two 
types of applications: 

• Information containers applications – These applications support most primary capabilities 
(e.g., storage, search, navigation, and indexing) and business workflows (e.g., approval and 
reporting) needed for information management. These applications are generally server 
based, and use Web-based access protocols (i.e., users access these applications through a 
Web-browser). Microsoft SharePoint 2010 is a representative application of this category. 
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• Authoring applications – These applications are used to create, view, and modify particular 
types of information. These applications generally run on the client computing environment.1 
Applications of the Microsoft Office 2010 Suite are representative of this category. 

The ILH v.1 capability provides consistent access management for only the first type of applications 
(information container applications). There is currently no mechanism that allows desktop applications 
to enforce the same applicable policies, as they can be enforced on server-side applications. 

The current implementation guidance supports four types of provision user attributes. 

5.3 Provision user attributes 
The purpose of this phase is to provision attributes on users, in compliance with all the relevant 
BCSRPPs. 

Provision user attributes 

Purpose To allow end-users to contribute to the collaboration (i.e., produce, share, and 
consume information) in compliance with the BCSRPP. 

Input • Attribute Implementation Policies for the relevant BCSRPPs 

• Associated Implementation Statements 

Output • Attributes are provisioned for all users in scope of the relevant BCSRPPs 
within the organization 

Skills Business and technical levels 

Steps 1. For each user attribute identified in the Attribute Implementation policies, 
devise a business process for the provisioning of this attribute in 
compliance with the associated Implementation Statement. 

2. Execute this business process (provisioning). 

3. Ensure that the appropriate business processes are in place to guarantee 
the appropriate maintenance of the attribute throughout its life cycle. 

  

1 We recognize that authoring applications can also be server-based, and accessed via web-protocols 
through Web-browsers. ILH v.1 has not focused on this category of authoring applications. 
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6 Implementation the Handling Rules 
6.1 Implement the Security Controls 

Implement the Security Controls 

Purpose To ensure that all the appropriate security controls are put in place in order to 
mitigate the risk impact 

Input • Risk impacts, as defined in the BCSRPP 

• Catalogue of Security Controls (e.g., NIST 800-53 Rev 3) 

Output • Attributes are provisioned for all users in scope of the relevant BCSRPPs 
within the organization 

Skills Business levels 

Steps 1. Select the security controls suitable to mitigate the risk impacts and 
document the security controls in a security plan (or equivalent 
document). 

2. Implement the security controls. 

3. Plan the assessment and monitoring of the effectiveness of the 
implemented security controls. 

6.2 Train the users on the Handling Rules 

Implement the Security Controls 

Purpose To ensure that users are appropriately trained to identify all the Business 
Authorization Categories that are applied to an information asset, and know how 
to handle the information asset in accordance 

Input • BCSRPP Document templates (as generated in Section 4.2) 

Output • Training plan and material 

Skills Business levels 

Steps 1. Produce training material based on the BCSRPP, and more specifically, 
the labeling rules that it contains. 

2. Identity the users or groups of users who need training. 

3. Perform the (possibly recurrent) training and tracking. 
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7 Create the Business Context Specific Resource Protection Profile 
Implementation Statement 

The purpose of this business step is to produce a document establishing how the BCSRPP was 
implemented. This document can be used by an (internal or external) auditor in order to establish 
compliance. 

7.1 Document the Implementation of Attributes 
The Attribute Implementation Statement is a section of the document that describes how an 
organization has implemented an associated Attribute Implementation Policy, and how compliance 
with this implementation can be established. 

The Attribute Implementation Statement section must contain the following: 

Attribute Implementation Statement 

Attribute 
Implementation 
Policy 

Reference to the associated Attribute Implementation Policy document 

Attribute set 
statement 

(not needed if no 
differential is 
allowed) 

Describes the mapping with each attribute of the attribute set section of the 
original Attribute Implementation Policy 

 For each such attribute, provides indication of: 

• Differential policy mapping on attribute semantics 

• Differential policy mapping on attribute business process 

Implementation 
statement 

Describes the technical implementations that are chosen for each attribute of the 
attribute set, and provides evidence of mapping with the original Attribute 
Implementation Policy 

As an illustrative example, the Curtiss BCSRPP Implementation Statement contains the following section: 

Curtiss Attributes Implementation Statement 

1. User 
principal 

 

Business requirements 

• Semantic 

Same as specified in the ICD 

• Business process 

The Email of each user account is automatically updated in Active Directory by the 
Microsoft Exchange connector. The underlying business process for the administration 
of an employee’s Email is the general Human Resource business process of 
administrating contact information for employees and contractors. 

Technical requirements 

• Identity Federation 
Same as specified in the ICD  
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Curtiss Attributes Implementation Statement 

Implementation 

The account’s user Email is mapped to the User principal, using the following AD 
FS rule on “Active Directory” claims provider trust: 

c:[Type == 
"http://schemas.microsoft.com/ws/2008/06/identity/claims/windowsaccountname", 
Issuer == "AD AUTHORITY"] 
 => issue(store = "Active Directory", types = 
("http://schemas.xmlsoap.org/ws/2005/05/identity/claims/emailaddress"), query = 
";mail;{0}", param = c.Value); 

2. 
Organizations 

 

[ABAC-1] 

Business requirements 

• Semantics 
Same as specified in the ICD 

• Business process 
The affiliated organization of each user account is automatically updated by the 
mean of the user’s Email domain in Active Directory by the Microsoft Exchange 
connector. The underlying business process for the administration of an 
employee’s affiliation with an organization and his or her associated Email domain 
is the general Human Resource business process of administration of contact 
information for employees and contractors. 

By corporate policy, the Human Resource business process removes Email 
access to all users, whether employees or subcontractors, no later than two days 
after the termination of employment or a sub-contracting contract. 

Technical requirements 

• Identity Federation 
Same as specified in the ICD 

Implementation 
This mapping is configured in the AD FS rule on Active Directory claims provider 
trust as follow {TSCPLAB testing}: 
c:[Type == 
"http://schemas.xmlsoap.org/ws/2005/05/identity/claims/nameidentifier", Issuer == 
"LOCAL AUTHORITY"] 
 => issue(Type = "http://schemas.xmlsoap.org/claims/OrganizationID", Value = 
regexreplace(c.Value, "([a-zA-Z.]*[^@]+)@(?<org>.+)\.(?<suffix>.+)", 
"urn:tscp:OrganizationID:${org}")); 

3. Work Efforts 

 

[ABAC-1] 

 

Business requirements 

• Semantics 
Same as specified in the ICD 

• Business process 
The work-effort of each user account is automatically updated in Active Directory 
by the Microsoft Exchange connector. The underlying business process for the 
administration of the work-effort is the Human Resource business process of 
administering employees and contractors work-assignments. 
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Curtiss Attributes Implementation Statement 

By corporate policy, the Human Resource business process nullifies the work-
assignments to all users, whether employees or subcontractors, no later than two 
days after the termination of employment or a sub-contracting contract. 

• Authoritativeness 
Same as specified in the ICD 

Technical requirements 

• Identity Federation 
Same as specified in the ICD 

Implementation 

The work-efforts are administered as groups in Active Directory. Users who are 
assigned to a given work effort are added as members of the associated groups. 
The groups corresponding to the work efforts of HLD, DD, and Integration have 
the following DN {TSCPLAB testing}: 

CN=<Name>,OU=Program-Z2,OU=Work-
Efforts,OU=ILHv1,DC=corp,DC=tscplab,DC=org, with <Name> in { 
“HighLevelDesign”, “DetailedDesign”, “Integration”} 

This mapping is configured in the AD FS rule on Active Directory claims provider 
trust as follow {TSCPLAB testing}: 

c:[Type == 
"http://schemas.xmlsoap.org/ws/2005/05/identity/claims/nameidentifier", Issuer == 
"LOCAL AUTHORITY"] 
 => issue(Type = "http://schemas.xmlsoap.org/claims/OrganizationID", Value = 
regexreplace(c.Value, "([a-zA-Z.]*[^@]+)@(?<org>.+)\.(?<suffix>.+)", 
"urn:tscp:OrganizationID:${org}")); 

4. 
Characteristics 

 

[ABAC-1] 

 

Business requirements 

• Semantics 
List of business conditions that the requestor satisfies, and which have been 
procedurally verified by the IDP prior to the request. The business specifies the 
following characteristics: 

a) TAA NDA 
Required for the evaluation of TAA-1.1 and TAA-1.2 access rules. The user 
has signed a Non-Disclosure Agreement (NDA), and the user’s affiliated 
organization maintains a copy of this NDA for five years after the expiration of 
this TAA. 

b) TAA Training 
Required for the evaluation of TAA-1.1 and TAA-1.2 access rules. The user is 
current with respect to his training and awareness on ITAR policy. 

• Business process 
Organizations must maintain, for the business context, and for each user who can 
potentially contribute to the collaboration, the list of characteristics the user can 
receive, by applying the following rules: 

 

 
                                                                                                                                                    
© 2013 TSCP, Inc.                                                                                                                   Page 16 of 23  

 



ILH Policy Implementation Guidelines  

Curtiss Attributes Implementation Statement 

a) A user must be entitled for “TAA NDA” when all the following conditions are 
met: 

1. The user is a non-US national (including dual nationals). 
2. The user needs to access information that falls under TAA-1.1 or under 

TAA-1.2. 
3. The user has executed an NDA that includes the provisions in TAA-1.1 

and/or in TAA-1.2. 
4. The organization affiliated to the user has provided a copy of this NDA 

to CURTISS. 
5. The organization affiliated to the user has means for maintaining a copy 

of this NDA until 30 July 2020. 

b) A user must be entitled for “TAA NDA” when all the following conditions are 
met: 

1. The user is a non-US national (including dual nationals). 
2. The user needs to access information that falls under TAA-1.1 or under 

TAA-1.2. 

Technical requirements 
The attribute will be conveyed using either Identity Federation, or cross-domain 
provisioning, as shown below: 

• Identity Federation 
Name: http://schemas.tscp.org/2012-03/claims/Characteristic 
Type: string uniquely designating a clearance 
Domain value: {"TAA-1.1-NDA", "TAA-1.2-NDA", "TAA-1.1-Training", "TAA-1.2-
Training"} 
Multiplicity of the attribute: mandatory, multiple 

Purpose 
Used for Access Management purposes, on the two ABAC-based Access 
Management Profiles ABAC-1 and ABAC-2 
 

Nationality  

 

[ABAC-1] 

Business requirements 

• Semantics 
List of the nationalities of the user 

• Business process 
Organizations that must maintain a list of nationalities for each user that can 
potentially contribute to the collaboration. 

To ensure appropriate accuracy and timeliness, the nationalities attribute for each 
user must be re-evaluated in a periodic fashion at a rate of at least once per year.2  

Organizations must define a process to establish the characteristics for their 
users, and must review this process on a yearly basis. 

 

2 Accuracy and timeliness are criterion that must be adapted accordingly for each business context. 
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Curtiss Attributes Implementation Statement 

• Authoritativeness 

Each organization has authority over the nationality attribute of the individuals they 
manage. 

Technical requirements 

• Identity Federation 
Name: http://schemas.tscp.org/2012-03/claims/Nationality 
Data type: ISO 3166 
Multiplicity: mandatory, multiple 

Purpose 

Used for Access Management purposes on the ABAC-1 Access Management 
Profile 

The policy mapping can be synthesized via a scoring table, such as the following: 

Scoring Guideline 

The following scoring guideline shall be used in the mapping between the BCSRPP-ICD and the 
BCSRPP-ISD: 

Score Description 

Equivalent When the BCSRPP-ICD and the BCSRPP-ISD have the same or roughly 
the same requirement language 

Comparable When the BCSRPP-ICD and the BCSRPP-ISD have similar requirement 
language, or when the different requirement languages provide equivalent 
assurance 

Does not comply When the BCSRPP-ISD does not address all the topics in BCSRPP-ICD, 
when the BCSRPP-ISD is not as stringent as the BCSRPP-ICD, or when 
the BCSRPP-ISD requirement cannot be compared to the BCSRPP-ICD 
requirement 

Complies When the BCSRPP-ICD imposes no requirement on the BCSRPP-ISD 

Exceeds When the BCSRPP-ISD requirement exceeds the BCSRPP-ICD 
requirements 

Non applicable When the BCSRPP-ICD requirement is not applicable to the BCSRPP-ISD 
due to a chosen implementation option 

Acceptable for testing When the BCSRPP-ICD requirement is not as stringent as the BCSRPP-
ISD, but is acceptable in the context of technical testing  
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Scoring 

ICD section ISD section Section Title Mapping verdict 

6.1 6.1 User Principal Equivalent 

6.2  Physical Location Equivalent 

6.3  Business Authorization Category Entitlements Non applicable 

6.4 6.2 Organizations Equivalent 

6.5 6.3 Work Efforts Equivalent 

6.6 6.4 Characteristics Exceeds 

6.7 6.5 Nationality Equivalent 

6.8  Business Authorization Category Nationality Non applicable 

7.2 Document the Implementation of Rules-Evaluation 
The Rules-Evaluation Implementation Statement is a section of the document that describes how an 
organization has implemented an associated Rules-Evaluation Implementation Policy, and how 
compliance of this implementation can be established. 

The Rules-Evaluation Implementation Statement section must contain the following: 

Rules-Evaluation Implementation Statement 

Rules-Evaluation 
Implementation 
Policy 

Reference to the associated Rules-Evaluation Implementation Policy document 

Implementation 
statement 

Describes the technical implementations that are chosen amongst the possible 
implementation options, and provides evidence of mapping with the original 
Rules-Evaluation Implementation Policy 

As an illustrative example, the Curtiss BCSRPP Rules-Evaluation Implementation Statement contains 
the following section: 

Rules-Evaluation Implementation Statement 

Curtiss Rules-Evaluation Statement 

ABAC-1 

 

 

Business requirements 

• Overview 
Same as specified in the ICD 

• Business process 
Same as specified in the ICD 
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Curtiss Rules-Evaluation Statement 

Technical requirements 

• Authorization Engine 

Curtiss implements the business process described in the ICD by way of the 
NextLabs Control authorization infrastructure. With reference to the ICD, this 
infrastructure provides a Policy Enforcement Point (PEP) in SharePoint 2010, the 
application that Curtiss uses to host shared documents. The PEP enforces 
authorization decisions provided by a Policy Decision Point (PDP) that needs to be 
configured with access rules extracted from the BCRPP Dataset format. This 
extraction is largely automated in order to limit the translation errors and increase 
compliance. 

7.3 Document the Implementation of Audit-Log 
The Audit-Log Implementation Statement is a section of the document that describes how an 
organization has implemented an associated Audit-Log Implementation Policy, and how compliance 
of this implementation can be established. 

Audit-Log Implementation Statement 

Audit-Log 
Implementation 
Policy 

Reference to the associated Audit-Log Implementation Policy document 

Implementation 
statement 

Describes the technical implementations that are chosen amongst the possible 
implementation options, and provides evidence of mapping with the original Audit-
Log Implementation Policy 
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8 Appendix 

8.1 Business Context 
A. Collaboration context with a focus on what, who, and how: Product Breakdown Structure 

(PBS)/Organization Breakdown Structure (OBS)/Work Breakdown Structure (WBS) 

The Program-Z business context is provided below: 

• The Curtiss Corporation, registered and based in the US, has been awarded a USAF contract 
for the delivery of a new fighter. 

• Curtiss has chosen to establish partnerships with three organizations in order to deliver a 
Navigation System: Packard LLC; a GB company specialized in military-grade navigation 
systems; Spad SA, a French company specialized in simulation; and Spad-Romania, a 
Romanian company specialized in integration. 

The roles and responsibilities of each organization are summarized below:  

 

Figure 4. Roles and responsibilities of the collaborating partners 

B. Regulatory context with a focus on all the applicable Business Authorizations 

The Program-Z business context defines four Business Authorizations: 

1. IPL-1: Intellectual Property License 

2. IPL-2: Intellectual Property License 

3. TAA-1: ITAR Technical Assistance Agreement 

4. UK-Restricted-1: United Kingdom Restricted access 

Within a Business Authorization, specific information protection requirements are contained in 
subdivisions called Business Authorization Categories. A Business Authorization contains at least 
one Business Authorization Category. 

The table below details each Business Authorization Category applicable to Program-Z, its domain of 
applications, and provides a reference to the authoritative source policy artifact. 
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Business Authorization Categories defined by Program-Z 

Name Type Applicability 

IPL-1.1 Intellectual 
Property 

Protects Curtiss intellectual property when it 
is exchanged in documents between 
Curtiss, Packard, and Spad-RO 

IPL-2.1 Intellectual 
Property 

Protects Packard intellectual property when 
it is exchanged in documents between 
Packard, Curtiss, Spad, and Spad-RO 

TAA-1.1 Export Control Export license for the exchange of technical 
data between Curtiss (US) and Packard 
(GB) 

TAA-1.2 Export Control Export license for the exchange of technical 
data between Curtiss (US), Spad (FR), and 
Spad-RO (RO) 

UK-
Restricted-
1.1 

National Security Requirements protecting access to UK 
sensitive information 

8.2 Application Context 
Collaboration to deliver Program-Z is supported by the following applications: 

Applications supporting Program-Z 

Organizations 
(role) 

Work 
effort 

Business 
process 

Applications (device, 
platform) 

BA-Cats 
(r/w) 

Curtiss 

(information 
producer) 

High-Level 
Design 

Create and label 
documents 

• Word 2010 
(desktop, W7) + 
labeling plugin 

IPL-1.1 (w) 

IPL-2.1 

TAA-1.1 
(w) 

UK-1.1 

Release 
documents via 
email 

• Outlook 2010 
(desktop, W7) + 
labeling plugin 

IPL-1.1 (r) 

IPL-2.1 (w) 

TAA-1.1 (r) 

UK-1.1 (w) 
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Applications supporting Program-Z 

Release 
documents via 
Web DMS 

• Browser (desktop, 
W7) 

 

N/A 

Curtiss 

(information 
consumer) 

Detailed 
Design 

Access 
document via 
email 

• Outlook 2010 
(desktop, W7) + 
labeling plugin 

IPL-1.1 (r) 

IPL-2.1 (w) 

TAA-1.1 (r) 

UK-1.1 (w) 

Access 
documents via 
Web DMS 

• Browser (desktop, 
W7) 

 

N/A 

Review 
documents 

• Word 2010 
(desktop, W7) + 
labeling plugin 

IPL-1.1 (w) 

IPL-2.1 (r) 

TAA-1.1 
(w) 

UK-1.1 (r) 

Curtiss 
(information 
host) 

 

 

Curtiss 
(information 
host) 

All 

 

 

 

All 

Store and 
forward email 

• Exchange 2010 + 
guard (server, 
W2008R2) 

IPL-1.1 (w) 

IPL-2.1 (r) 

TAA-1.1 
(w) 

UK-1.1 (r) 

Share 
documents in 
DMS 

• SharePoint 2010 + 
ABAC plugin 
(server, W2008R2) 

IPL-1.1 (w) 

IPL-2.1 (r) 

TAA-1.1 
(w) 

UK-1.1 (r) 
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