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Introduction  
The purpose of this document is to inform Personal Identity Verification (PIV) and Personal Identity 
Verification Interoperability (PIV-I) buyers, issuers, users of the current changes in technology and policy 
that will allow PIV and PIV-I smart cards to be used for authentication directly to mobile devices. This 
document provides a basic overview of the as is and to be landscape, a summary of the solution 
components, and finally guidance for how organizations can make informed purchase decisions today, 
that maximize their investments for future usability. 

 

The Current Issue with PIV and PIV-I Authentication from a Mobile Device 
The US Federal Government, US Department of Defense (DoD), and Aerospace and Defense (A&D) 
companies issue their employees and contractors PIV and PIV-I smart cards for access to both buildings, 
as well as computer systems. Organizations have made large investments deploying millions of PIV and 
PIV-I cards to their users and configuring Logical Access Control Systems (LACS) and Physical Access 
Control Systems (PACS) to support authentication. For LACS access, typically PIV and PIV-I users 
authenticate to their computer using a physical reader that is built into the keyboard or laptop.   

Over the past several years, mobile devices (both tablets and smart phones) have become ubiquitous in 
the workplace. These smaller more portable devices do not come equipped with smart card readers thus 
preventing them from using the strong PIV and PIV-I credentials already issued to users. As illustrated in 
figure 1, current solutions to this issue require the user to attach a physical reader to their mobile device, 
either through a pluggable cable or via Bluetooth. This approach introduces additional hardware costs, 
components which can easily be lost, and an inconvenience for users who are required to carry additional 
hardware to support their mobile devices. Users are also required to physically move their credential 
between devices and readers, in order to enable access.  

 
Figure 1. Current Solutions for PIV and PIV-I Usage on Mobile Devices 

 

Next Generation: Connectivity to Mobile Devices without Physical Card Readers 
One solution to this issue is to take advantage of wireless technology to enable mobile devices to 
authenticate PIV and PIV-I smart cards without the need for a separate card reader. The technology 
required to enable this capability exists today. As illustrated in figure 2, this approach to PIV and PIV-I 
authentication on mobile devices eliminates the need for a separate card reader.  
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Figure 2. Future Solution for PIV and PIV-I Usage on Mobile Devices without Card Readers 

The technology which enables wireless connectivity between the mobile device and the smart card is 
called Near Field Communication (NFC). NFC is a standards-based wireless two way communication 
technology that allows data to be exchanged between devices that are a few centimeters apart. NFC has 
numerous potential usages in the mobile space, including enabling mobile payments, data transfer, and 
functioning as a wireless home or car key. Because of the ongoing efforts and influence of the payment 
industry, NFC support is rapidly being deployed by device manufacturers. To date, higher assurance 
authentication on mobile has been resisted because of poor usability.  With the advent of contactless 
technologies, such as NFC, these usability concerns are reduced and there is an opportunity to exploit 
existing higher assurance credentials, such as smart cards, as part of mobile solutions.  

While the technology exists, policy support for PIV and PIV-I is lagging behind. A secure standards based 
solution for connecting PIV and PIV-I cards is currently being developed by the National Institute for 
Standards and Technology (NIST). Until this standard is completed, and vendors are able to implement 
the solution in their product sets, use of wireless authentication PIV and PIV-I cards without card readers 
will not be possible. However, there are actions any organization can take when making hardware and 
software purchases today, to ensure they are well positioned to take advantage of connectivity to mobile 
devices without physical card readers  

 
Forward Thinking Activities Organizations Can Take to Support PIV and PIV-I 
Contactless Connectivity to Mobile Devices 
 

 
Figure 3. Summary or Recommended Activities for Organizations that Issue PIV and PIV-I 

• Purchase and issue mobile devices that support NFC
• Monitor the status of NIST SP 800-73-4 for finalization
• Speak with vendors about their plans to support NIST SP 800-73-4

Today

• Purchase and issue smart cards that support the NIST SP 800-73-4 for issuance of 
all new credentialsNear Future

• Purchase middleware that supports the NIST SP 800-73-4 release for installation 
on mobile devices

• Enable contactless connectivity to mobile devices
Long Term

What Steps Should Our Organization be Taking?  
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In the table 1 below, we explore in greater detail the types of questions you should be asking vendors 
when making mobile and smart card purchases. Before reviewing this table, it is important to understand 
the following four key terms in the context they are referred to within the table:  

• Middleware: Software installed on your mobile device that manages the inputs and outputs 
between your smart card and your mobile device 

• Mobile Devices: Smart phones and tablets 

• Smart Cards: A plastic card with an embedded microchip that can store data. For the purposes of 
this document, we are focused on those cards built in compliance with the NIST PIV and PIV-I 
standards. 

• Standards: There are several documents managed by NIST that dictate the architecture and 
technical requirements PIV and PIV-I cards. The relevant standards are  

o FIPS 201-2 Personal Identity Verification (PIV) of Federal Employees and Contractors 

o Personal Identity Verification Interoperability for Non-Federal Issuers 

o SP 800-73-4 DRAFT Interfaces for Personal Identity Verification (3 Parts) 

 Part 1- PIV Card Application Namespace, Data Model and Representation 

 Part 2- PIV Card Application Card Command Interface 

 Part 3- PIV Client Application Programming Interface 

 

Solution 
Component Actions You Should be Taking 

Standards Follow the NIST 800-73-4 release of the Interfaces for Personal Identity 
Verification for FINAL Status 

One of the new revisions to NIST SP 800-73-4 is support for “secure messaging” and 
the “virtual contact interface”. These sections of the standard are not in the SP 800-
73-3 release and detail how secure wireless authentication to PIV and PIV-I cards 
must be implemented in products. Once this standard is finalized, vendors will need to 
support this standard to ensure interoperability across hardware and software 
implementations. 

An important security note is to point out that wireless authentication, as with the 
current contact authentication approaches will require the user to enter a pin number, 
before data on the card can be accessed by the requestor.  

Mobile Devices Do the mobile devices my organization is purchasing have NFC built in? 

Many mobile devices today come with built in NFC capabilities. However, this is not 
the case for all mobile devices. Devices with built in NFC may receive middleware 
updates at a future date that enables wireless PIV and PIV-I connectivity via NFC 
without any additional hardware purchases. Devices without the functionality will 
never be able to support wireless PIV and PIV-I connectivity via NFC without 
additional purchases of attachments. 

Middleware Will your middleware provider be supporting the NIST 800-73-4 FINAL release? 

Only middleware that supports NIST 800-73-4 FINAL will be capable of supporting 
contactless connectivity between the smart card and mobile device. As such, it is 
important to understand your middleware provider’s roadmap and timeline for 
implementing NIST 800-73-4. 

Find out what operating systems your middleware vendors are planning to 
support. 

 Page 3 of 5 



 

The mobile space features multiple operating systems. Each operating system will 
require a separate implementation of middleware from vendors. As such it is likely 
vendors will prioritize some operating systems over others in their product roadmaps. 
Understand which operating systems the middleware will support can also help 
influence your mobile device selection. 

Smart Cards Identify your smart card vendor’s plans and timeline to support NIST 800-73-4 in 
future card releases. 
The current generation of smart cards support NFC at the hardware level, both 
contactless smart cards and NFC enabled devices can communicate using the ISO 
14443 protocol. The current generation of PIV and PIV-I cards do not support the not-
yet-finalized SP 800-73-4 specifications. The PIV applets in the smart cards were 
frozen at the time they were submitted for FIPS 140-2 and FIPS 201 testing. Current 
cards are SP 800-73-3 compliant, not SP 800-73-4. 

All PIV and PIV-I smart cards contain JAVA applets, that could be updated to support 
the NIST 800-73-4. However, both logistical and compliance challenges with smart 
card software updates often make updating existing cards challenging. As such, 
organizations should be cognizant of when card vendors plan to start selling 800-73-4 
compliant cards, and begin issuing those in place of 800-73-3 compliant cards as 
soon as possible.  

Even if an organization is not yet supporting contactless connectivity to mobile 
devices, issuing smart cards capable of supporting the technology will increase the 
potential usability of this asset at a future date.  
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