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1 . Introduction 
This document is one of a set of documents prepared by the Transglobal 
Secure Collaboration Program (TSCP) that introduces the TSCP Secure E- 
mail v.1 solution, and sets forth the specifications and guidelines that are used 
to implement it. The TSCP Secure E-mail v.1 Technical Specification, the 
main document in the set, describes the actors and solution elements and the 
requirements imposed on them. Here, the TSCP Secure E-mail v.1 High Level 
Design introduces the technical architecture of Secure E-mail v.1. 

1.1 Document Purpose and Supporting Documents 
The TSCP Secure E-mail v.1 High Level Design enumerates and 
recommends technical options for enterprises’ implementation of Secure 
E-mail to achieve interoperability with other enterprises within the 
community. 
This document should be read in conjunction with those documents that 
are normative, namely, the TSCP Secure E-mail v.1 Technical  
Specification and the TSCP Secure E-mail v.1 Technical Profile. 
Supporting documents are available for reference and are listed below. 

Supporting Documents 
Each TSCP Secure E-mail v.1 supporting document is listed below 
along with a brief description and its associated hyperlink. All TSCP 
Secure E-mail v.1 documents are available for download on  
www.tscp.org. Documents available at 
http://www.tscp.org/library/documents.  

External references are listed in the TSCP Secure E-mail Technical 
Specification v.1, Section 4.3 External Specifications. 

• TSCP Secure E-mail v.1 Technical Specification 
This normative document provides requirements for the design 
and implementation of a technical solution for secure e-mail; it is 
mandatory for implementing enterprises. 

• TSCP Secure E-mail v.1 Technical Profile 
This normative document provides configuration requirements 
for solution elements and is mandatory for implementing 
enterprises. It addresses the business requirement to protect 
information in transit by applying technical constraints and 
controls to the selected solution elements. 

• TSCP Secure E-mail v.1 Requirements to Services Providers 
This document defines solution element requirements for 
Service Providers who may provide diverse services to 
Outsource Enterprises using Secure E-mail. 

TSCP Secure E-Mail v.1 High Level Design Page 1  

http://www.tscp.org/
http://www.tscp.org/library/documents


 

 

• TSCP Secure E-mail v.1 Requirements to Community Service 
Providers 
This document outlines the functional and operational 
requirements of the Community Service Provider (CSP) for 
Secure E-mail. 

• TSCP Secure E-mail v.1 Requirements to Enterprises 
This document articulates requirements to the enterprises that 
are using the Secure E-mail capability. 

• TSCP Secure E-mail v.1 Requirements to Vendors 
This document articulates requirements to vendors who produce 
software for Enterprises and Service Providers for Secure E- 
mail solution elements: E-mail Client, E-mail Gateway, End User 
Certificate Repository, Certificate Lookup Service, Certificate 
Authority and Certificate Path Discovery and Validation  
Services. In order to implement Secure E-mail v.1, vendors must 
comply with the specifications set forth in other TSCP 
documents. 

• TSCP Secure E-mail v.1 PKI Trust Framework 
This normative document sets forth configuration requirements 
for PKI solution elements. This document takes the secure e- 
mail business objectives and requirements related to trust fabric, 
trust model and trust framework, the building blocks that form 
the foundation for secure collaboration using Secure E-mail. 

• TSCP Secure E-mail v.1 Gateway Design Principles 
This document is normative for Inbound and Outbound E-mail 
Gateways that will inspect encrypted e-mail, but optional for 
pass-through e-mail gateways. 

• TSCP Secure E-mail v.1 Glossary 
This document provides a comprehensive listing of TSCP 
Secure E-mail v.1 terms, acronyms and their definitions. 
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2 . The Enterprise E-mail Environment High Level Overview 
The logical architecture introduced in this section outlines the necessary 
solution elements to use the cross-certified PKI infrastructure for e-mail 
encryption and digital signing to support Secure E-mail v.1. Depending upon 
the type of enterprise, e.g., Insource enterprise vs. Outsource enterprise, 
solution elements of the logical architecture may exist within or outside of the 
enterprise boundary. 

2.1 Enterprise E-mail Environment Solution Elements 
The Enterprise E-mail Environment High Level Solution Elements are 
shown below in Figure 1 The Enterprise E-mail Environment High Level 
Overview. 

2.1.1 
 
 

2.1.2 
 
 
 

2.1.3 
 
 
 

2.1.4 
 
 
 

2.1.5 
 
 
 
 

2.1.6 

E-mail Client: a software program used by the enterprise's users 
to send and receive Secure E-mail messages.1 

E- mail Gateway: a solution element or a group of solution 
elements responsible for routing Secure E-mail messages 
between enterprises’ users and others outside the enterprise. 
Certificate Authority (CA): responsible for issuing X.509 
certificates to enterprise users suitable for encrypting and 
signing e-mail messages. 
End-User Certificate Repository Service (EUCRS): provides a 
service for external parties to look up End-User Encryption 
Certificates for enterprise users. 
Certificate Lookup Service: responsible for routing End-User 
Certificate lookup requests from the enterprise's users to the 
appropriate external End-User Certificate Repository Service 
and returning a suitable certificate if one exists. 
Public Key Infrastructure (PKI) Repository: a store or a set of 
stores - possibly one for each certificate authority in the industry- 
wide PKI - containing both path verification information 
(intermediate CA certificates, cross-certificates) and revocation, 
checking information (certificate revocation lists (CRLs), Online 
Certificate Status Protocol (OCSP) responses). Such a 
repository may need to be available to relying party applications 
both internal and external to the enterprise, depending upon the 
model of Certificate Path Discovery and Validation chosen.2 

 
 

Figure 1 The Enterprise E-mail Environment High Level Overview 
presents a logical diagram of an Enterprise E-mail Environment. Some 
solution elements are represented by multiple software systems and 

 

 
 

1 E-Mail Clients may indicate their cryptographic capabilities during the initial exchange (e.g. Outlook), 
otherwise as mandated by RFC 3851, must fall back to 3DES. RFC 4262 identifies a certificate 
extension smimeCapabilities, which is leveraged to identify the Clients’ cryptographic capabilities. 
2 Implementation options for the PKI Repository are considered non-normative. For instance, an 
enterprise may choose to pre-fetch and propagate certificates and / or revocation status information 
using out-of-band mechanisms. This document does not preclude such mechanisms. 
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2.2 

run either inside or outside the enterprise proper. The diagram 
illustrates all functional solution elements that an enterprise must have 
available in order to operate Secure E-mail. 

High Level Overview of the Insource and Outsource Enterprise 
Infrastructure 

The TSCP Secure E-mail v.1 Technical Specification provides a 
description of the differences between Insource and Outsource 
implementations in section 5 of that document. 

 
 

2.3 The Enterprise E-mail Environment High Level Flows 
The six basic flows that are performed within the Secure E-mail 
environment are presented in detail in the Secure E-mail Technical 
Specification. They are: 

• Trust Flow 
• Certificate Publication Flow 
• Configuration Data Flow 
• End User Encryption Certificate Lookup Flow 
• E-mail message Flow 
• Path Discovery and Validation Flow 

 
 
 

 
 

Figure 1 The Enterprise E-mail Environment High Level Overview 
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Scaling the single bridge model presented in sections 2.1 and 2.2 to a 
double bridge scenario, i.e., a PKI Bridge cross-certified with CBCA, 
similar flows may be seen within double bridge environment. The primary 
difference in the model presented in Figure 2 is the trust flow 
demonstrated with the red arrows spanning the two-bridge architecture.3 

 
 

 
Figure 2 Double Bridge Enterprise E-mail Environment High Level Overview 

 

 

2.4 The Enterprise E-mail Environment High Level Functional 
Overview 

There are six different types of information flows between elements of the 
enterprise e-mail environment. These six flows support either 
administration or execution actions. 
The trust, configuration data and certificate publication flows are 
administration, and therefore must be set up prior to the operation of 
secure e-mail. 
The e-mail message, path discovery and validation and end-user 
encryption certificate lookup flows are categorized as execution flows; they 
are invoked at run time during one of the four basic functions: 

• Sending Encrypted E-mail Function 
• Receiving Encrypted E-mail Function 
• Sending Signed E-mail Function 
• Receiving Signed E-mail Function 

These functions are decomposed in Section 3.1 of the TSCP Secure E-  
mail v.1 Technical Specification to illustrate mapping to corresponding 
flows. The four basic functions are not mutually exclusive, e.g., a sender 
may digitally sign and encrypt a message for a recipient. However, for 
clarity, these functions are kept discrete. 

 
 
 

3 The participating Enterprise has a public key infrastructure (PKI) cross-certified with the CertiPath 
Bridge CA (CBCA) or another Bridge CA cross-certified with CBCA 

TSCP Secure E-Mail v.1 High Level Design Page 5  

http://www.tscp.org/images/stories/library/sev1_techspecs.pdf
http://www.tscp.org/images/stories/library/sev1_techspecs.pdf
http://www.tscp.org/images/stories/library/sev1_techspecs.pdf


 

 

2.5 Flow Decomposition 
The flows decomposed in the following sections expand on the level of 
detail shown in the TSCP Secure E-mail v.1 Technical Specification. Each 
flow involves an interaction with one or more solution elements, which are 
shown in Section 3. 

2.5.1 Trust Flow 
The TSCP Secure E-mail v.1 Technical Specification mandates that 
subscribers to the service belong to a public key infrastructure (PKI) 
cross-certified with the CertiPath Bridge CA (CBCA) or another Bridge 
CA cross-certified with CBCA (e.g., the Federal Bridge CA). This flow 
and solution elements that are in scope are depicted in the subsequent 
diagram with the dashed line. 
Using the model of transitive trust in the diagram, a relying party 
application may construct a valid certificate path from any end-user 
certificate as long as that certificate is issued by a CA cross-certified 
with one of the Bridge CAs. 

 
 
 

 
Figure 3. The Enterprise E-mail Environment Trust Flow Overview 

 
2.5.2 Certificate Publication Flow 
In many enterprises, it may be desirable to publish the certificate and 
the Certificate Revocation Lists (CRLs) generated by the Certificate 
Authority into the EUCRS.  If the Certificate Authority is tightly 
integrated with the Directory, the certificates and CRLs are 
automatically published to the EUCRS and may be replicated 
throughout the enterprise as desired. It is possible to implement the 
EUCRS using either the enterprise directory or a sacrificial directory. 
This flow and solution elements that are in scope are depicted in the 
subsequent diagram with the dashed line. 
In the case of the Insource Enterprise, End-User Certificates shall be 
published into the EUCRS hosted within that enterprise. The Outsource 
Enterprise may publish certificates into a EUCRS hosted within the 
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Outsource Enterprise or hosted by a service provider compliant with 
the TSCP Secure E-mail v.1 Technical Specification. 

 
 

 
 

Figure 4. The Enterprise E-Mail Environment Certificate Publication Flow Overview 
 

2.5.3 Configuration Data Flow 
The Community Service Provider is responsible for distributing full 
configuration information to the certificate lookup services when 
configuration information for other enterprises changes. For example, 
when a new enterprise implements Secure E-mail, the Community 
Registry will receive and distribute the configuration information to all 
Certificate Lookup Services. The format of this configuration may be a 
flat file with configuration parameters. The administrator of the 
Certificate Lookup Service will be responsible for the installation of the 
new configuration data and restarting the service as required. This flow 
and solution elements that are in scope are depicted in the subsequent 
diagram with the dashed line. 
Two different models are prescribed in the TSCP Secure E-mail v.1  
Technical Specification for dissemination of such information: (a) the 
model of the Insource Enterprise (b) the model of the Outsource 
Enterprise. 
The Insource Enterprise will stand up its own Certificate Lookup 
Service, thus operations and maintenance of such infrastructure will be 
the responsibility of the enterprise. 

The Outsource Enterprise will outsource a Certificate Lookup Service, thus 
operations and maintenance of such infrastructure will be the responsibility of the 
Service Provider. As shown in 
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Figure 5 below, the CSP has a relationship with the enterprise, and 
disseminates information to them as required. 
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Figure 5 Community Service Provider Configuration Data Flow Overview 
 

 

2.5.4 End User Encryption Certificate Lookup Flow 
The sending client may not have the end-user encryption certificate 
locally because the sender may not have exchanged e-mail with the 
recipient previously, or retained a copy of the recipient’s certificate from 
previous e-mail exchange. The S/MIME4 distribution method does not 
mandate exchange using signed e-mail messages. In this instance, the 
sending E-mail Client may contact its Certificate Lookup Service to 
discover an appropriate encryption certificate for recipients. The 
Certificate Lookup Service routes the lookup request to the appropriate 
EUCRS (based on the target e-mail address), receives the user 
certificate if such a certificate is available, and returns it to the E-mail 
Client for encryption. This flow and solution elements that are in scope 
are depicted in the subsequent diagram with the dashed line. 
The Technical Specification mandates that the CLP must return an 
End-User Encryption Certificate for the requested user if such a 
certificate is available from the corresponding End-User Certificate 
Repository Service. EUCRS should return all available encryption 
certificates for the requested user subject to the hosting enterprise’s 
policies. 
The e-mail client should be configured to connect to the Certificate 
Lookup Service. 

 
 
 
 
 
 
 
 
 
 
 
 
 

4 The S/MIME standard [RFC3850] and [RFC5750]] encourages the distribution of End-User Encryption 
Certificates with signed e-mail messages as it increases the likelihood that the intended recipient can 
establish trust in the originator's public key(s). 
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Figure 6. End User Encryption Certificate Lookup Flow Overview 

 

2.5.5 E-mail Message Flows 
E-mail may be sent from a sender to an internal recipient in the same 
enterprise or to an external recipient in a different enterprise. The 
message is routed from the sender's E-mail Client to the sending 
enterprise E-mail Gateway, then to the receiving enterprise's E-mail 
Gateway and then to the recipient's E-mail Client. For purposes of this 
document, e-mail inspection by the Sending organization is assumed to 
be done by the sending E-mail client. This flow and solution elements 
that are in scope are depicted in the subsequent diagram with the 
dashed line. 
In the case of inbound e-mail, an enterprise may have an Inbound 
Inspection Gateway. 

 
 

 
Figure 7. E-mail Message Flow Overview 

 

 

2.5.6 Path Discovery and Validation Flow 
Two non-normative options are discussed to validate and verify an 
X.509 peer certificate, which may be done dynamically via chasing of 
AIA and/or CDP resources (see 2.5.7) or via pre-fetching methods (see 

TSCP Secure E-Mail v.1 High Level Design Page 10  



 

 

2.5.8). The Secure E-mail v.1 Trust Framework Document provides 
further information on PKI-Based Trust, and in particular the PKI 
resources (e.g., intermediate and Cross-Certificates) required for path 
discovery and validation. This flow and solution elements that are in 
scope are depicted in the subsequent diagram with the dashed line. 
This document does not impose any requirements on Path Discovery 
and Validation. For example, the enterprise may decide to allow OR 
disallow HTTP and LDAP outbound access or may use Online 
Certificate Status Protocol responses for Certificate Validation. 
Regardless of the enterprise’s decision on allowing dynamic discovery 
of AIA and CDP resources versus pre-fetching of resources, Certificate 
Path Discovery and Validation Services must comply with the 
provisions of the Technical Profile, as compliance5 ensures 
interoperability between participants in Certificate Path Discovery and 
Validation. 
In addition, this document does not impose any additional requirements 
on the enterprise hosting AIA and CDP resources other than those 
defined in the Certificate Policy [CertiPath], whether these resources 
are interrogated either dynamically or for the purposes of pre-fetching. 
For additional information, please refer to section PKI Repository. 
2.5.7 Dynamic Path Discovery and Validation 
RFC 3280 [RFC3280] and CertiPath Policy [CertiPath] define both the 
Authority Information Access (AIA) Extensions and the Certificate 
Revocation List Distribution Point Extension (CDP) as non-critical 
certificate extensions. The AIA extension allows the relying party 
application bottom up certificate path discovery by specifying the 
network location of the most up-to-date parent certificate. CertiPath 
Policy allows for HTTP or LDAP network access. The CDP permits the 
relying party application to perform revocation status checking of each 
certificate in the certificate chain. 
For the resolution of the AIA or CDP resources dynamically, the relying 
party application must have access to both outbound and internal 
HTTP or LDAP as it may require access to both internal and external 
URLs. The enterprise hosting such URLs should make AIA and CDP 
highly available. 
2.5.8 Path Discovery and Validation using Pre-fetching 
Path discovery and validation using pre-fetching occurs when an E- 
mail Client is able to complete the entire path discovery and validation 
flow locally at run-time. An enterprise may require CDP and AIA 
information fetching, which occurs via HTTP and LDAP, at a predefined 
time interval and propagation method versus at run-time of basic e-mail 
functions. CDP and AIA information may be propagated by System 

 
 
 
 
 

5 Particularly Section titled: Certificate Path Discovery and Validation Services 
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Administrators on a per-client basis or scaled to an organization via 
Group Policy. 
To implement such a solution, a pre-fetching schedule should be 
agreed upon depending on CRL publication frequency, intermediate 
Certificate publication frequency, and/or the frequency with which new 
enterprises cross-certify with the CertiPath Bridge CA (CBCA) or a PKI 
Bridge cross-certified with CBCA or existing enterprises (or bridges) to 
update their existing cross certificates. The implementation of such a 
schedule is the onus of the enterprise implementing pre-fetching. 
To accommodate this solution, the enterprise shall establish a means 
and a scheduled pre-fetching of AIA and/or CDP resources using out- 
of-band mechanisms. The technical means used to provide this 
capability should be as reliable and provide information as up-to-date 
as if it were dynamically discovered. 
Since no centralized service currently exists to support this capability, 
the operation and implementation of this mechanism shall be the onus 
of the enterprise implementing the pre-fetch as articulated in the 
Enterprise E-mail Environment Detailed Designs (Participants). 

 
 

 
Figure 8. Path Discovery and Validation Flow Overview 
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3 . Enterprise E-mail Environment Solution Elements 
This section discusses solution elements and actors in the Enterprise E-mail 
environment. The solution elements outlined here provide a conceptual 
overview of the environment; the physical implementation of these solution 
elements is at the discretion of the enterprise. This document does not 
preclude multiple instances of these solution elements. 
Refer to the TSCP Secure E-mail v.1 Glossary for definitions of each of these 
solution elements. 

3.1 Certificate Authority 
The TSCP Secure E-mail v.1 Technical Specification states that an 
enterprise root Certificate Authority (CA) or subordinate CA must be cross- 
certified with the CertiPath Bridge CA (CBCA) or another Bridge CA cross- 
certified with CBCA (e.g., the Federal Bridge CA). Following successful 
cross-certification, certificate paths may be constructed from any end-user 
certificate as long as that certificate is issued under a PKI hierarchy that is 
cross-certified with one of the Bridge CAs. Users at each type of enterprise 
(Insource enterprise or the Outsource enterprises) obtain certificates from 
the enterprise PKI in order to participate in Secure E-mail. 
Guidance on the technical implementation of cross-certification is provided 
in the Secure E-mail DIY Manual [DIY].Three implementation options are 
considered for a compliant Certificate Authority: 

• Insource Enterprise Certificate Authority 
• Outsource Enterprise PKI (Option A) 
• Outsource Enterprise PKI (Option B) 

These options are discussed below. 
3.1.1 Insource Enterprise Certificate Authority 
In Figure 9 below, an Insource Enterprise cross-certified with the 
Community Service Provider’s PKI Bridge Certificate Authority is 
presented. The red arrow represents the business trust established 
between the Insource enterprise and the PKI Bridge Authority, as well 
as the technical procedures required to establish this trust. The purple 
arrow represents the issuance of the end user certificate into the End 
User Certificate Repository Service within the Enterprise. 

 
 

 
 

3.1.2 
Figure 9. Insource Enterprise Certificate Authority 

Outsource Enterprise PKI (Option A) 
The Outsource Enterprise cross-certified with the PKI Bridge 
Authority’s PKI Bridge is presented below in Figure 10. Outsource 
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Enterprise PKI (Option A). The Outsource Enterprise in this scenario 
hosts its own End-User Certificate Repository Service. The red arrow 
represents the business trust established between the Outsource 
Enterprise and the PKI Bridge Authority, as well as the technical 
procedures required to establish this trust. The purple arrow represents 
the issuance of the end user certificate into the End User Certificate 
Repository Service of the Outsource Enterprise. 

 
 

 
Figure 10. Outsource Enterprise PKI (Option A) 

 

 

3.1.3 Service Provider PKI (Option B) 
Figure 11. Service Provider PKI (Option B) illustrates the Service 
Provider Certificate Authority cross-certified with the Community 
Service Provider’s PKI Bridge Certificate Authority. However, although 
the Outsource Enterprise in this scenario hosts its own End-User 
Certificate Repository Service, its certificates are issued by the Service 
Provider. The red arrow represents the business trust established 
between the Service Provider and the PKI Bridge Authority as well as 
the technical procedures required to establish this trust. The purple 
arrow represents the issuance of the end user certificate from the 
Service Provider into the End User Certificate Repository Service of the 
Outsource Enterprise. These certificates may be published into the 
Enterprise Directory. 

 
 

 
Figure 11. Service Provider PKI (Option B) 

 

 

3.2 Certificate Lookup Service 
The function of the Certificate Lookup Service is to route the End-User 
Encryption Certificate lookup requests from sending relying parties to the 
recipient’s End-User Certificate Repository Services to facilitate certificate 
discovery. In most cases, Insource enterprises will have their own 
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Certificate Lookup Service, while outsource enterprises will take 
advantage of a Certificate Lookup Service managed by a Service Provider. 
The interaction between the Certificate Lookup Service and End-User 
Certificate Repository Services involves the following steps at a high level: 

• The sender requests an End User Encryption Certificate from the 
Certificate Lookup Service. 

• The Certificate Lookup Service separates the E-mail Domain part of 
the recipient’s address and consults its lookup table mapping E-mail 
Domain names to locations of the End-User Certificate Repository 
Service. 

• Having found a match, the Certificate Lookup Service forwards the 
request to the recipient’s End-User Certificate Repository Service. 

The Certificate Lookup Service is based upon the use of the LDAP 
standards as detailed in the TSCP Secure E-mail v.1 Technical  
Specification. The solution design documented here is based upon the 
use of proxy technologies. However, enterprises may use certificate 
lookup solutions other than proxy technologies, provided they conform to 
the technical specification and technical profile. Configuration information 
for the Certificate Lookup Service is provided from the Community 
Registry as described in section 3.6 below. 
There are a number of options in the Certificate Lookup Service design 
that allow the use of the following three elements in different ways: 

• Enterprise Certificate Lookup Proxy (ECLP), or 
• Outsourced Certificate Lookup Proxy (OCLP) 
• Outbound Border Proxy 

These options are described in more detail in the following sections. 
3.2.1 Enterprise Certificate Lookup Proxy 
The Enterprise Certificate Lookup Proxy is a proxy service running 
within an Insource Enterprise. Figure 12. Insource Enterprise End-User 
Certificate Repository Service illustrates that a sender within the 
Insource Enterprise contacts the Enterprise Certificate Lookup Proxy. It 
forwards the request to the appropriate End-User Certificate Repository 
Service and returns the certificate to the sender’s e-mail client for 
encryption. 
The TSCP Secure E-mail v.1 Technical Specification describes the 
Authentication Methods that shall be supported by the Enterprise 
Certificate Lookup Proxy. Community Service Providers shall support 
such authentication mechanisms by disseminating bind details to the 
EUCRS throughout the community. (See TSCP Secure E-mail v.1  
Requirements to Community Service Providers). 
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Figure 12. Insource Enterprise End-User Certificate Repository Service 

The Community Service Provider provides the most up-to-date 
configuration to the Enterprise Certificate Lookup Proxy administrator 
when the configuration information changes. Such a configuration is 
presented in Figure 13. Enterprise Certificate Lookup Proxy. 

 
 
 

 
Figure 13. Enterprise Certificate Lookup Proxy 

 

 

3.2.2 Outsource Certificate Lookup Proxy and Outbound Border Proxy 
The Outsource Certificate Lookup Proxy is a proxy service hosted by 
the Service Provider. It forwards the request to the appropriate End- 
User Certificate Repository Service and returns the certificate to the 
sender’s e-mail client for encryption. 
The TSCP Secure E-mail v.1 Technical Specification provides an 
overview of the Authentication Methods, which shall be supported by 
the Outsource Certificate Lookup Proxy. For example, an enterprise 
may choose to enforce OCLPs supplying a username and password to 
bind to its End-User Certificate Repository Service. If an enterprise 
requires authentication to its EUCRS, Community Service Providers 
shall disseminate bind details to the EUCRS throughout the 
community. (See TSCP Secure E-mail v.1 Requirements to Community 
Service Providers). 
For the purposes of this document, Outsourced enterprise E-mail client 
lookup of End-User Certificate Repository Services may utilize: 

• An Outsource Certificate Lookup Proxy that requires E-mail 
Clients to connect via an enterprise-wide Outbound Border 
Proxy; 

• An Outsource Certificate Lookup Proxy that allows E-mail 
Clients to connect to it directly. 
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Figure 14 below depicts an e-mail client using an Outbound Border 
Proxy for the purposes of e-mail certificate lookup against the 
Outsource Certificate Lookup Proxy. Such a configuration may be used 
in enterprises where administrators wish to disallow all hosts in the 
enterprise direct LDAP lookups against the Outsource Certificate 
Lookup Proxy. 

 
 

 
Figure 14. Outsource Certificate Lookup Proxy requiring E-mail Clients to connect via 
an enterprise-wide Outbound Border Proxy 

 
Figure 15 below depicts an e-mail client using a direct LDAP 
connection to the Outsource Certificate Lookup Proxy for the purpose 
of e-mail certificate lookup. Such a configuration may be used in 
enterprises where direct outbound LDAP connections are allowed 
against the Certificate Lookup Service. 

 
 

 
Figure 15. Outsource Certificate Lookup Proxy that allows E-

mail Clients to connect directly to it 
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3.3 End-User Certificate Repository Service 
The End-User Certificate Repository Service is responsible for providing 
one or more End-User Encryption Certificates in response to a request 
from a Certificate Lookup Service. The EUCRS operator may require the 
Certificate Lookup Service to authenticate. If authentication is required, the 
EUCRS operator must provide details of the authentication parameters to 
the CSP for dissemination to other Certificate Lookup Services. 
TSCP Secure E-mail v.1 does not provide any specific guidance on the 
use of secure channels or mutual authentication between EUCRS and its 
clients, although these are useful for providing authentication and 
confidentiality of the certificate lookup flow. 
For purposes of the End-User Certificate Repository Service, two non- 
normative implementation options exist: 

• Sacrificial Directory 
• Inbound Border Proxy 
3.3.1 Sacrificial Directory 
The enterprises’ internal End User Certificate Repository Service is 
protected and never accessed by a Certificate Lookup Service. 
Instead, End-User Encryption Certificates are replicated into a publicly 
available directory, known as a Sacrificial Directory, as shown in Figure 
16. Client Accessing Sacrificial Directory. 
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3.3.2 
Figure 16. Client Accessing Sacrificial Directory 

Inbound Border Proxy 
The Inbound Border Proxy is established to receive requests from 
Certificate Lookup Services and pass these on to the internal End-User 
Certificate Repository Service. The Inbound Border Proxy may provide 
filtering services caller authentication and channel encryption to protect 
the End User Certificate Repository Service. 
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Figure 17. Inbound Border Proxy 
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3.4 E- mail Gateway 
The E-mail Gateway provides routing of e-mail messages between internal 
E-mail Clients and handles e-mail routing from internal E-mail Clients to E- 
mail Gateways in other enterprises. Secure E-mail does not specify how 
enterprises should implement message inspection. However, it is 
recognized that e-mail encryption creates important challenges for both 
sending and receiving enterprises. Two options have been identified for 
implementation of e-mail message inspection: 

• Pass-through Gateway 
• Inspection Gateway 

3.4.1 Pass-through Gateway 
Figure 18. Pass-through Gateway depicts inbound encrypted S/MIME 
e-mail messages passing through the inbound e-mail gateway. In this 
case, there is no inspection of encrypted e-mail message content by 
the E-mail Gateway. Inspection may be carried out on the E-mail Client 
after decryption for receiving e-mail or before encryption for sending e- 
mail. The diagram in Figure 18 depicts inbound encrypted S/MIME e- 
mail messages passing through the E-mail Gateway to the E-mail 
Client. 
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Figure 18. Pass-through Gateway 
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3.4.2 Inspection Gateway 
Inspection gateways are discussed in depth in the TSCP Secure E-mail 
v.1 Gateway Design Principles document, along with related concepts, 
such as private key escrow. One approach to inspection gateway 
implementation is to allow the E-mail Gateway to have access to the 
key escrow. In this case, the E-mail Gateway would receive an 
encrypted message, request the corresponding key from the key 
escrow server, decrypt the message, inspect it and check compliance 
with enterprise policies. If the message does not violate any of the 
enterprise policies, it is then passed on to the recipient without re- 
encryption since it is already encrypted. Figure 19 illustrates the 
inspection of inbound encrypted S/MIME e-mail messages using the 
key escrow approach. 
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Figure 19. Inspection Gateway 

Sender 

 
 

3.5 PKI Repository 
The PKI Repository holds intermediate CA certificates, cross-certificates 
and certificate revocation lists (CRLs) so that these are available to the E- 
mail Clients for Certificate Path Discovery and Validation. If the enterprise 
chooses dynamic discovery6 of Certificates and/or CRLs, the E-Mail Client 
may require access to Internal URLs as well as External URLs. As an 
alternative to dynamic discovery, certain enterprises may choose to pre- 
fetch the trust fabric and propagate this within the enterprise. 
Regardless of the model of path-building and validation chosen, the trust 
fabric, whether discovered locally (i.e., pre-fetched) or dynamically, should 
be highly available and as current as if it was discovered by dynamic 
means. 
Technical options are discussed in the sections below; however, the 
means of Path Discovery and Validation discussed below are non- 
normative, as several means of performing Path Discovery and Validation 
may exist within the Environment. For example, a procedure may be 
established within the enterprise whereby select cross-certificates may be 

 
 

6 Dynamic Discovery of the Intermediate Certificates or Cross-Certificates in the chain may be via the 
AIA extension, whereas dynamic discovery of the Certificate Revocation List location may be done via 
the Certificate Revocation List Distribution Point Extension (CDP) 
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populated to the E-mail Client. Such a procedure of establishing trust may 
be used in a scenario where network access is either unavailable due to 
disconnected operations or the transitive nature of trust is required to be 
limited. 
Regardless of the enterprise’s outlook of allowing dynamic discovery of 
resources versus pre-fetching of resources, Certificate Path Discovery and 
Validation must comply with the provisions of the Technical Profile, as 
compliance ensures interoperability between participants in Certificate 
Path Discovery and Validation. 
The two sections below provide more detailed information on the 
implementation of Path Discovery and Validation within the enterprise and 
outside the enterprise. 

3.5.1 Path Discovery and Validation within the enterprise 
The E-mail Client performs Path Discovery and Validation to ensure 
that certificates used to encrypt or sign e-mail messages are valid and 
check that a signing certificate has a valid relationship to a trusted root 
certificate authority. Network access to the Enterprise PKI repository is 
required for the E-mail Client to carry out these operations. Figure 20 
illustrates Path Discovery and Validation with the enterprise using 
either (a) HTTP or (b) LDAP. 
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E-Mail Client 

Enterprise 
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Server 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

E-Mail Client 
(a) E-mail client performs path discovery 
and validation on a certificate over HTTP 
by following the Authority Information 
Access Extension AND the Certificate 
Distribution Point Extension in the 
certificate. 

(b) E-mail client performs path 
discovery and validation on a certificate 
over LDAP by following the Authority 
Information Access Extension AND the 
Certificate Distribution Point Extension 
in the certificate. 

Figure 20. Path Discovery and Validation within the Enterprise 

TSCP Secure E-Mail v.1 High Level Design Page 21  



 

 

3.5.2 Path Discovery and Validation outside the enterprise 
The difference outside the enterprise is that network access across the 
internet to another enterprise’s PKI repository may be required. Figure 
21 shows this in scenarios (a) and (b) where HTTP or LDAP are used 
to perform Path Discovery and Validation of an externally issued 
certificate. However, it is also possible for an enterprise to pre-fetch the 
resources required to support Path Discovery and Validation (i.e., 
Cross Certificates, Intermediate Certificates and/or CRLS) and 
propagated these to the E-mail Client from a centralized service within 
the enterprise. Scenario (c) in Figure 21 illustrates the capability of an 
E-mail Client to use these local resources. 

 
Figure 21. Path Discovery and Validation outside the Enterprise 

 

 

3.6 Community Registry 
The Community Registry solution element is managed by the Community 
Service Provider (CSP) and contains EUCRS configuration information for 
collaborating enterprises. The role of a CSP in an enterprise environment 
includes acting as a central point of registration for new enterprises, and 
acting as a central point for disseminating new configuration information to 
collaborating Enterprises. (See TSCP Secure E-mail v.1 Requirements to  
Community Service Providers.) 
The Community Service Provider provides the most up-to-date 
configuration for the Certificate Lookup Service Administrator when the 
configuration information changes. Such a configuration is presented in 
Figure 22. Outsource Certificate Lookup Proxy Configuration Data Flow. 
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Figure 22. Outsource Certificate Lookup Proxy Configuration Data Flow 

 

 

3.6.1 Administration of Certificate Lookup Service 
As noted in sections 3.2.1 and 3.2.2, the CSP will provide the most up- 
to-date information to the CLP administrators, such as when there is a 
change in configuration for an enterprise standing up a new Enterprise 
Certificate Repository Store. Figure 23. Administration of the CLP 
illustrates the update and distribution process, which may be manual or 
automated. 
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Figure 23 - Administration of the CLP 
 

1. Enterprise requests the CSP make a change to its configuration 
(e.g., stands up a new EUCRS) 

2. CSP reflects this change in its Community Registry7
 

3. CSP notifies staff of all collaborating Enterprises and Service 
Providers 

4. Staff at Enterprises and Service Providers update configuration 
of their respective Certificate Lookup Services 

5. Staffs at Enterprises and Service Providers restart/notify their 
respective Certificate Lookup Service. 

 
 
 
 

7 Authentication, use cases and processes around access to the Community Registry are covered in 
Requirements to Community Service Providers 

TSCP Secure E-Mail v.1 High Level Design Page 23  



 

 

4. Appendix 
4.1 Namespace Issues 
An enterprise may choose to use the same namespace for both internal 
and external purposes. That approach has several advantages because it 
is easy to keep the directories organized, consistent and easy to deploy. 
For example, the logon user name (UPN) and the user name in the e-mail 
address would be the same. However, for security reasons, some 
enterprises may choose to use different internal namespaces to reduce 
exposure of the namespace externally and/or to segregate different users 
within the organization. In this case, an enterprise may choose to 
implement a multi-forest approach, as illustrated in Figure 24 - 
Hypothetical Multi Forest. External e-mail is still sent to and from  
a.user@external.com or b.user@external.com, but for internal distribution, 
these addresses would have to be translated to a.user@divisiona.org and  
b.user@divisionb.org. Appropriate trust relationships will also need to be 
set up between the forests to allow this approach. 
An enterprise with a multi-forest environment will have to ensure that the 
appropriate e-mail namespaces have been enumerated in the name 
constraint extension of their cross-certificates to the PKI 
Bridge. The CertiPath Certificate Policy mandates that the cross-certificate 
issued from the enterprise CA to CertiPath Bridge CA has the name 
constraint extension as critical to allow a permitted sub-tree for RFC-822 
name forms. 
Also note that the CertiPath Certificate Policy states the RFC822 e-mail 
address is required in the Subject Alternative Name extension of 
both signature and an encryption certificate. The inclusion of 
this information provides a means to verify that the e-mail address used by 
a sender or recipient of an e-mail message is the same as that of the 
holder of an associated X.509 Certificate. 
The means for the enterprise to expose the correct RFC 822 

name externally and to route e-mail to the correct internal 
recipient using this name is outside the scope of this document. 
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Figure 24 - Hypothetical Multi Forest 
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