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1 Introduction  

1.1 Purpose 
This concept of operations document describes how secure collaboration is envisioned to be carried 
out in Aerospace and Defense business scenarios when Identity Federation Version 2 (IdF v.2) is 
implemented. The document also identifies high level objectives for secure collaboration and the 
contribution that the IdF v.2 implementation will make to achieve those objectives. Finally, the 
document provides an overview of the envisioned solution and explains which elements of that 
solution are expected to contribute to the achievement of the objectives. 

The document also covers the relationship between IdF v.1, ILH v.1 (highlighting how organizations 
can build on the investment in IdF v.1 and ILH v.1), and IdF v.2 in furthering the strategic goal of 
improved federated collaboration. 

1.2 Target Audience 
The intended audience for the document is the TSCP IdF v.2 Project Team, TSCP Gold and Silver 
members, and the TSCP Architecture Board. 

1.3 Document Notation 
The key words "MUST," "MUST NOT," "REQUIRED," "SHALL," "SHALL NOT," "SHOULD," 
"SHOULD NOT," "RECOMMENDED," "MAY," and "OPTIONAL" in this document are to be 
interpreted as described in [RFC2119]. 
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2 Current Business Environment 
This section describes how the A&D industry operates at the time this document was authored. It covers 
current collaboration in terms of the business environment, constraints, and business processes. It also 
explains a typical business scenario and describes some of the current collaboration tools. 

The description is intended to cover the aspects of secure collaboration upon which it is anticipated that 
IdF v.2 may impact. 

The Aerospace and Defense sector is characterized by collaboration and competition. Organizations 
collaborate on individual projects and products whilst competing with the same organizations with other 
projects and products. Typical major programs and projects are led by a prime contractor that has, or is, 
seeking launch customers for a product. In the case of a Defense program, this will be a government 
defense department whilst in a Civil program, there will a number of customers that provide sufficient 
sales to justify launch of the program. This prime contractor will be supported by a number of partner 
organizations that also have significant stake in the program and, increasingly, bear some of the risk. 
Further down the supply chain are a range of organizations that supply products and services to the 
programs. In some cases these are large organizations that supply several sectors but there are also 
many small specialist suppliers that do business across many programs. 

Building the supply chain for a program is a task undertaken by the procurement and commercial teams 
within the prime contractor and its partners. This typically starts with the signing of teaming agreements 
supported by non-disclosure statements and leads to contracts for design, development, production and 
support work as the program matures. All participating organizations will be briefed on the specific 
national security and export issues associated with information involved in the program. All participating 
organizations will also execute Proprietary Information Exchange Agreements (PIEAs), or similar, 
covering the management of intellectual property as part of the contracting process. Most organizations 
will have specialist staff responsible for the compliance of the organization with obligations under all three 
policy areas. 

At each level in the supply chain there will be a degree of organizational focus on a program or project. At 
the top of the chain this will take the form of personnel assigned on a full-time basis to the program. Prime 
contractors and their partners will manage the complex nature of the work required to deliver the program 
through a program management that establishes an organization and work breakdown structure (OBS 
and WBS). Further down the supply chain there will be personnel assigned to the program but not on a 
full-time basis. There will also be many personnel at the higher levels of the supply chain that are involved 
in the program on a part-time basis. Increasingly, all of these personnel are mobile and will work from 
both their own office location and those of their customers and suppliers. 

Much of the focus for secure collaboration is around the design and development of the product. This is 
because the process is highly collaborative, requiring input from many different areas of expertise to 
optimize the design choices made, resulting in large volumes of information being generated, analysed, 
and reviewed. Figure 1 below exemplifies typical supply chain collaboration. 
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Figure 1. Typical supply chain collaboration. 

The authentication approach to the application services used to support this collaboration structure 
largely fall into two categories: 

1) Identity Federation Enabled Services (usage of IdF v.1): TSCP IdF v.1 has been a driver for
the adoption of identity federation enabled services. IdF v.1 enables members of one
organization to use their credentials to access information maintained in a separate security
domain by a partnering organization. This is achieved by passing a defined set of
authentication information to the host organization.

2) Silo Stand Alone Services (predominant application type currently deployed): Silo
applications maintain local accounts and credentials for users of the application. Each silo
application requires the user to maintain a unique credential, typically a username and
password to access it.

Organizations leveraging identity federation are currently achieving several advantages over silo 
applications: 

• Reduced Cost of Credential Management: By reusing authentication tokens instead of
issuing additional tokens for each application, the costs to application owners are
reduced. This also results in a simplification of authentication token management for end
users.
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• Increased Identity Assurance of End Users: The TSCP Common Operating Rules 
establishes best practices and encourages adoption of well managed credentials. 
Acceptance of identity data by a Relying Party (RP) rests on having confidence in the 
policies and procedures utilized by the Credential Provider and the Identity Provider 
(IdP). To instil that confidence, the RP must have confidence in the IdP’s ability to 
authenticate the Security Principal to generate and pass to the RP an assertion of the 
Security Principal’s identity. 

• Increase Accessibility of User Attributes Required for Authorization 
Decisions: Applications require numerous attributes about users to make authorization 
decisions. Assertion based federation provides a means for IdPs to provide frequently 
refreshed attributes to applications. 

• Reduced Sign On End User Experience: Credential reuse allows users to perform their 
functions while having to maintain fewer tokens, and with fewer authentication requests. 
A single session login can be leveraged by multiple applications, instead of each 
application requiring the user to actively interact for each authentication event. 

Within Federation Enabled Services, there exist two classifications of applications, with important 
distinctions in how they operate. 

• Claims Aware Applications: Claims are public statements of attributes associated with a 
Security Principal made by an IdP, and used by RPs to grant access to resources. These 
claims may include, but are not limited to the Security Principal’s authentication token, 
the Security Principal’s identity, the Security Principal’s network and access device, and 
the Security Principal’s roles in an organization. Claims aware applications are able to 
make access control decisions to data solely based on the claims available to the 
consuming application. The application does not map the incoming claims to an account 
managed by the RP. 

• Legacy Account Based Applications: Federation enabled legacy applications feature 
Access Control list (ACL) and Group Policy that is used to authorize user access to the 
application contents. In order for the ACL system to function, the application must 
maintain an account for the user in a local database or directory. In a federated 
implementation, the user will not be permitted to directly authenticate to this account. 
Instead the user authenticates to the IdP, the assertion sent on behalf of the user is then 
mapped by the RP to the local account. We typically refer to these local accounts without 
direct authentication support as shadow accounts. 

TSCP will continue to promote the adoption of IdF v.1 in scenarios where silo services are currently 
operating. However, the remainder of this document will focus on the business processes associated with 
IdF v.1 deployments. 

2.1 Current Business Process 
This section identifies the current process used to establish identity federation using the TSCP IdF v.1 
specifications and policies. It is acknowledged that not all federation projects will follow these tasks 
one for one; however, this section does provide a generalization of the common tasks that occur; see 
Figure 2, below.  
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Figure 2. Tasks required to establish identity federation utilizing IdF v.1 artifacts. 
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provide sufficient sales to justify launch of the program. This prime contractor will be supported by 
a number of partner organizations that also have significant stake in the program and, 
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that supply products and services to the programs. In some cases these are large organizations 
that supply several sectors but there are also many small specialist suppliers that do business 
across many programs. 
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For each information category, the required level of identity assurance is derived by completing a 
risk analysis for that information type. The risk analysis is based upon the likely consequences of 
an identity error in accessing the information, and the resulting impact to the organization liable 
for the loss of the data. As the consequences of an identity error become more serious, the 
required level of assurance increases. 

In order to normalize the information assessment process, TSCP has completed an assessment 
of common information categories which can be found in the TSCP Electronic Identity Guidance 
document. The TSCP Electronic Identity Guidance document also provides detail around the 
applied methodology. 

Upon completion of this step organizations should 

• review the TSCP Electronic Identity Guidance document, 

• establish a comprehensive list of the information categories that will be shared by 
program participants, and 

• determine the identity assurance levels for each information category. 

2.1.3 Determine Security Controls Required to Mitigate Risk 
Once information categories have been identified, the program participants must agree to the 
security controls required to protect the information categories identified in the previous task. This 
includes identifying the security controls which should be applied to 

• the applications hosted by RPs, which will store the data, and 

• the credentialing and federation infrastructure run by IdPs. 

The community should begin by reviewing any mandatory requirements placed on the program 
by existing policy authorities, such as ISO 27001 or NIST 800-53. IdF v.1 does not mandate any 
controls for RPs beyond existing application security practices. IdF v.1 does make additional 
recommendations for security controls applied to the IdP to support trusted identity federation. 
These controls are documented in the Identity Provider Common Operating Rules (COR), and 
should be reviewed at this point. The IdP COR provides controls which map to each of the 4 
identity assurance levels. While there is a standardized process for establishing identity 
assurance levels, no mandate exists for the implementation of security controls. TSCP 
recommends, but does not require, COR security controls be supported based on information 
category identity assurance levels.  

For example, a system may be used to share ITAR protected data, which equates to Identity 
Assurance Level 4 in the TSCP Electronic Identity Guidance document. TSCP recommends the 
IdP deploy the security controls documented in the IdP COR at level 4. However, the community 
may determine that security controls documented in the IdP COR at level 3 are adequate to 
protect the data as a result of cost and technical constraints which may prohibit the IdP from 
deploying COR level 4 security controls. 

Upon completion of this step organizations should 

• review systemic security controls mandated by policy authorities, 

• review the TSCP Identity Provider Common Operating Rules, 

• determine the credentials required for access to the RP, and 

• determine the TSCP Identity Provider Common Operating Rules Assurance Level 
required by the IdP. 
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2.1.4 Define and Execute the Trust Agreement 
In order to establish a baseline of trust (within the scope of identity federation), between the 
organizations participating in the sharing of information within the previously defined community; 
IdPs must be bound to support the TSCP Identity Provider Common Operating Rules. 
Acceptance of identity data by RPs depends on the RPs having confidence in the policies and 
procedures utilized by the IdP in managing the user data and credentials as well as the IdP 
authentication process. The binding of an organization to policies occurs in a contractual form, 
which can be facilitated via bilateral agreements, or a common third party, known as a trust 
framework provider (TFP). During this step, the IdPs are bound to implement the agreed to 
security controls. 

Not Necessary if: Trust Framework providers are intending to reduce costs through a hub and 
spoke model for policy based enforced trust (this is not a technical trust mechanism, but rather a 
procedural one). If an IdP has previously registered with a TFP, there may not be a need for them 
to repeat the contractual binding process. 

Upon completion of this step 

• IdPs are legally bound to support the Identity Provider Common Operating Rules.

2.1.5 Build and Configure IdP and RP Infrastructure 
In order to support federation, both IdPs and RPs must configure specialized services which allow 
IdPs to authenticate users, and then pass SAML assertions on behalf of the user. In order to 
support interoperability, TSCP has defined a standard set of attributes which must be passed 
within the assertion. A description of these attributes can be found in the TSCP Identity 
Federation Assertion Profile. RPs must have a service which can consume assertions generated 
by the IdP and pass them back to applications, which grant users the appropriate access. IdPs 
must also deploy a credentialing infrastructure which meets the requirements of the community.  

Not Necessary if: Federation is intended to reduce costs through re-use of credentials and 
federation components. If participants in the program participants already operate in a federated 
environment, many of the system components may already exist. Users may already have been 
issued PKI smart card credential, and the IdP may already operate a federation service. In this 
case, it is simply a matter of configuring the existing components at IdPs and RPs.  

Upon completion of this step organizations should 

• deploy federation services at IdPs and RP,

• establish a credentialing infrastructure at the IdP, and

• IdPs and RPs must support the TSCP Identity Federation Assertion Profile.

2.1.6 IdP Develop COR Practice Statement 
The Identity Provider Common Operating Rules establish mandatory operational policy for 
Identity Providers, which when implemented enable Relying Partys to have increased confidence 
in the assertion data passed by the Identity Provider. As such, the COR provides a set of 
mandatory policy requirements. The IdP must author a COR Practice Statement, which describes 
how the IdP implements the policies required by the COR. 

Not Necessary if: If an IdP has previously documented their COR Practice Statement, there will 
not be a need for them to repeat the process. 

Upon completion of this step 

• the IdP must have a documented COR Practice Statement.
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2.1.7 Audit IdP Compliance with COR Practice Statement 
At this point in the process, the IdP has reviewed the COR, legally agreed to abide by the terms 
of the COR, and authored a practice statement. In order to validate that 1) the COR Practice 
Statement addresses all of the policies in the IdP COR and 2) the IdP is operating according to 
the procedures documented in the COR Practice Statement; an independent audit is required. 
The auditor requirements may be either an independent party from within an organization, or a 
qualified external third party.  

The audit process provides independent verifications to the RPs relying on the IdPs services that 
IdPs are operating under the security controls to which they are contractually bound. 

Not Necessary if: The TFP maintains a list of trusted IdPs, and ensures the IdPs maintain 
compliance with the COR. If the IdP is already registered with the TFP, and in good standing, 
additional auditing is not required. 

Upon completion of this step 

• IdPs should review audit findings and take any corrective actions necessary to 
ensure compliance with the COR policies, and 

• RPs have reasonable assurance that the IdP is acting in compliance with the COR 
policies. 

2.1.8 Provision Authentication Tokens 
In order for users to access services, they must be issued tokens by their IdP. At this step in the 
deployment process, users in the community should be issued the tokens they will use for 
authentication to their IdP. Token issuance is now possible since, as part of their COR Practice 
Statement, the IdP has documented 

• the types of tokens the IdP will issue, 

• the process by which users will be proofed and vetted, 

• the process by which credentials will be issued, and 

• the process by which credentials will be managed over their lifetime. 

Not Necessary if: In some cases users may already have been issued credentials by the IdP 
under a COR compliant process. For example, if users have already been issued certificates 
mapped to the Federal Bridge Certificate Authority (FBCA), those credentials can be reused by 
the project community. Federation allows for a reduction in the number of authentication tokens 
users are required to maintain, and communities are required to issue. 

Upon completion of this step organizations should 

• issue authentication tokens to members of the program participants. 

2.1.9 Relying Party System Provisioning 
Provisioning is an essential step to the preparation of the RP. Provisioning is the procedural 
preparation, system preparation, and distribution of the associated data that is required as a 
precursor to a service being accessed by a user. Provisioning requires interaction between the 
IdP and RP, and is a combination of people, policies, and technology. If there is a pre-existing 
federation relationship then all that will be required at this stage is user attribute provisioning to 
the in-scope users. 

Within the scope of IdF v.1, two types of provisioning were identified:  

Organizational Provisioning: In order for a RP to provide services to users, the RP must first 
establish a relationship with the user’s organization. This fundamental connection is required 
between the RP and the partnering organizations, before access to any services are allowed.  
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User Provisioning: User provisioning is the distribution of data from the IdP to the RP, to enable 
the RP to conduct any steps necessary to prepare shadow accounts and/or groups required by 
the RP. 

Provisioning must occur for Legacy Account Based Applications. This represents the vast 
majority of applications operated by RPs today. Non-claims aware applications generally rely on a 
user account, referred to as a shadow account. When an assertion is presented to the RP, the 
assertion is then mapped to an existing account, which is used to store persistent information 
about the user, in order to perform fine-grained authorization or application customization.  

As a result of provisioning, when users authenticate to their application, they are granted access 
to the applications with a customized user experience. The user will receive the proper 
authorizations and customizations to the RP application, required for them to perform their role 
within the program participants. 

Upon completion of this step 

• RPs should provision shadow accounts to applications for users of the program 
participants,  

• RPs should provision organization information to applications for the program 
participants, and 

• RPs should be prepared for live users to access applications. 

2.1.10 Go Live with Production Services 
At this step, RPs can go live with their federated production services required by the community 
(these may include, but are not limited to purchase order applications, timesheet applications, 
and collaboration applications such a SharePoint or E-Room). Users authenticate using their 
tokens to the IdP, who passes an assertion to the RP. The user is granted access based on their 
claims or pre-provisioned shadow account permissions. The users are able to carry out their work 
functions on the applications. 

Upon completion of this step 

• federated users should have access RP applications, and 

• the infrastructure securely supports the day to day operations and interactions 
between the program participants members. 

2.1.11 Manage Identity Federation Operations  
As with all programs, addressing changes in the program participants is part of the maintenance 
process. Both IdPs and RPs must actively support changes to the community, by making 
representative changes to the systemic representations of the community. This includes common 
operational activities, such as user lifecycle management, applying system patches, 
troubleshooting systems, monitoring applications performance, maintaining security components 
such as firewalls and intrusion detection systems, etc. 

Upon completion of this step 

• IdPs and RPs provision new users and organizations on an as needed basis, 

• IdPs and RPs de-provision exiting users and organizations on an as needed basis, 

• IdPs and RPs issue credentials to new users on an as needed bases, and 

• IdPs and RPs manage existing credential lifecycles (lost credentials, revoked 
credentials, expired credentials etc.). 
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2.1.12 Validate the Trust  
An IdP must prove not just a single instance compliance with the IdP COR, but rather continuing 
operation under the security controls, in order for the RPs to maintain trust in the IdPs assertions. 
It is imperative that the IdP continuously operate within the security controls to which they have 
agreed. This will include periodic reviews (potentially from both internal and external entities) to 
ensure the IdP is maintaining 1) a current and accurate COR Practice Statement, 2) continually 
operating under the conditions of the COR Practice Statement, 3) implementing any new 
requirements added to the COR, as approved by the TFP, and 4) report any security or 
noncompliance incidents to the TFP and RPs. 

Upon completion of this step 

• RPs should have on-going confidence that the IdP is operating within the security 
controls identified in the COR, and 

• IdPs should follow notification procedures outlined on the COR in the event of a 
security breach or non-compliance issue. 

2.1.13 End of Program Operational Shutdown and De-provisioning 
When a collaborative effort reaches its end state and the participating parties no longer require 
the collaborative application services provided by the RP, the IdP, and RP may collectively take 
steps to de-provision users and systems, thus freeing resources. It is important that the IdP and 
RP follow, a process to ensure both 1) no users are permitted unnecessary continued access to 
the RP, and 2) no users who may require access for other work efforts are de-provisioned from 
the system.  

Upon completion of this step 

• archive any project material required by for historical purposes or by contractual 
agreement, 

• disable access to users who no longer require admission to the RP application, 

• de-provision shadow accounts where they are no longer required, and 

• free resources (server storage, bandwidth, administration time, etc.) for use by other 
applications. 
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3 Business Justification for Change 
Compared to the overall number of applications, federation enabled applications represent a small portion 
of the overall landscape. Without federation enabled RPs, the benefits of federated architecture cannot be 
realized:  

• reduced cost of credential management, 

• increased identity assurance of end users, 

• increased accessibility of user attributes required for authorization decisions, 

• reduced sign on end user experience, and 

• the possibility of sharing information beyond organizational boundaries. 

The inertia of the status quo has yet to be overcome on a large scale. This can only be accomplished by 
continuing to produce confidence that we can extend federation to a majority of applications while 
maintaining confidence in our ability to manage the systems in timescales users will find acceptable. 

3.1 Problems with the Current Environment 
IdF v.2 has identified three targeted problem areas, listed in Table 1 below, in the current 
environment that can be improved upon using existing technologies and/or by expanding existing 
policy. 

Table 1. Problems with the current environment. 

Category Current environment Consequence Business impact 

Scalability Provisioning of 
organization and user data 
is currently handled as a 
bi-lateral process where 
the IdP and RP agree to a 
methodology. This method 
is often not automated, not 
natively supported by 
COTS products, and is not 
often reusable with 
additional partners.  

Administrative costs are 
raised as the 
provisioning process is 
labor intensive. 

Deployment of 
federation capabilities is 
slowed by a process 
with limited automation. 

Increased labor costs. 

Increased lead time 
required to setup 
infrastructure that is 
critical to programs. 

 

Security Policy Much of the information 
shared by A&D companies 
is of a high sensitivity level 
(LoA4). Current NIST 
policy requires LoA 4 
assertions to support a 
Holder of Key 
requirements. Current 
federation implementations 
do not support this 
requirement.  

FICAM references NIST 
800-63 policy as a 
requirement for 
federation 
implementations. 
FICAM is a policy guide 
for many A&D customer 
in the defense and civil 
sectors.  

FICAM and NIST 
promote acceptance of 
federated credentials by 
US Gov’t entities only if 
the private sector can 
show compliance with 
US Gov’t security 
policy.  
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Category Current environment Consequence Business impact 

Usability In current federation 
deployments, when the 
user accesses a RP, the 
RP requires the user select 
the appropriate IdP to 
authenticate to. As 
federation usage grows, so 
does the list of IdPs 
available to the user. In 
many cases, this can 
confuse a user who may 
not be aware of their IdP, 
despite user education 
efforts. 

Increased help desk 
calls. 

User frustration and 
resistance to adoption. 

Increased costs of help 
desk tickets, and lost 
productivity of end 
users. 
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4 Concept of New Business Environment 
This section describes how we envision the IdF v.2 state. It covers the “to be” collaboration environment 
for IdF v.2.  

It is envisaged that IdF v.2 will be an iterative step in the development of TSCP Identity Federation 
specifications. IdF v.1 focused on the questions of whether we should federate applications, and how the 
A&D communities can do so with their existing supply chain. IdF v.1 has demonstrated the viability and 
value of federation as an architectural cornerstone of IT systems. In IdF v.2 we look to improve federation 
by enabling organizations to do so more efficiently on an enterprise scale. This is accomplished by 
addressing some of the major pain points identified by production deployments of Identity Federation IdPs 
and RPs. 

In figure 3 below, we have identified the tasks in the federation process which are envisioned for IdF v.2. 

Figure 3.Tasks impacted by proposed IdF v.2 scope. 

4.1 Envisaged Improvements Under IdF v.2 
4.1.1 Task 5: Build and Configure IdP and RP Infrastructure 
Enable level 4 claims: The TSCP Architecture Committee has produced a whitepaper 
documenting a method for performing a validation that the bearer of a SAML Assertion is the 
same as the individual to whom the SAML Assertion was issued by his or her Identity Provider 
(IdP). Based on this method of binding the assertion to the individual, we make the claim that it is 
possible to state that, when the identity the assertion is tied to is a “Level 4” identity, and when 
the assertion is signed by an IdP whose own signing credential is a Level 4 Signature credential, 
that the claims in the Assertion can also be used in the context of a Level 4 transaction, and be 
accepted as a Level 4 credential for use in making access control decisions. To support LoA 4 
claims requirements, all users must be provisioned medium hardware PKI tokens (task 8). OTP, 
and lower policy PKI tokens cannot be used to support LoA 4 technical and policy requirements. 

The functionality should be transparent to the end user. However, changes to both the IdP and 
RP implementations will be required.  
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Upon completion of this objective 

• both IdPs and RPs will have a technical means to implement all of the security 
controls in the TSCP COR, and NIST 800-63-1; 

• the threat of an assertion replay or man in the middle attack should be mitigated 
through implementation of the technical methodology identified in the TSCP 
Architecture whitepaper; 

• organizations should be confident that LoA 4 claims provide the same authentication 
assurance as direct RP PKI authentication models; and 

• users of the specification are able to demonstrate compliance to NIST 800-63-1 LoA 
4 policy to defense and civil customers who require the control. 

Home Realm Discovery: A home realm discovery capability minimises the need for an end user 
to identify their IdP to the RP. Currently, a home realm discovery page typically provides an 
interface that gives users the opportunity to indicate their home realm during the initial logon 
process. As RPs extend the number of IdPs, the list of selections can become burdensome for 
end users. 

Under IdF v.2, users should have a simplified process under which to identify to the appropriate 
IdP.  

Upon completion of this objective 

• IdPs and RPs will have a series of best practices and/or specifications that document 
how to reduce the burden on the end user by simplifying the home realm selection 
process presented by the RP, and  

• organizations should have improved user satisfaction with the federated 
authentication process; there will be reduction in the number of help desk calls and 
costs associated with home realm selection by the user. 

Assertion Profile support for Information Labeling and Handling (ILH) Attributes: IdF v.2 will 
provide cross specification support for ILH, by extending the existing TSCP assertion profile to 
explicitly include a set of optional attributes that have been identified and are critical to the ILH 
data model for access control. 

IdF v.2 will maintain a module design, such that adoption of the IdF assertion profile does not 
mandate the use of ILH, but rather can be optionally utilized by the IdP and RP should they also 
choose to deploy ILH infrastructure. 

Upon completion of this objective 

• IdPs and RPs will have a common assertion profile to exchange attributes required 
for authorization decisions, based on the data model support in the ILH Business 
Authorization Framework (BAF) and Business Authorization Identification and 
Labeling Scheme (BAILS). 

4.1.2 Service Provider System Provisioning 
Standardized and reusable methodology for provisioning: IdF v.2 will improve the provisioning 
process, by identifying a standards based reusable process for provisioning. This will allow IdPs 
and RPs to build a provisioning services once, and reuse it many times, just as federation token 
services can be easily reused with additional partners once established, so too should the 
provisioning service. 

The provisioning service will allow IdPs and RPs to exchange user data, and organizational data. 
In Legacy Account Based Applications, the provisioned information will enable the creation of 
shadow accounts. In support of the TSCP ILH project, IdF v.2 will also explore whether the 
mechanisms for exchanging user and organizational information is suitable for supporting the 
exchange of the TSCP BAF Protection Profile 
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Upon completion of this objective, organizations should 

• have a standard and reusable approach to provisioning that is adopted consistently
across the A&D industry, thus reducing the time and costs associated with the
provisioning process;

• reduce the overall time required to provision users, thus reducing the on boarding time
required to enable federated applications;

• have a process that will allow for faster on boarding of new users to the federated
applications currently in use; and

• IdPs and RPs should have a technical means to exchange the TSCP BAF Protection
Profile.
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5 References 
TSCP, TSCP Identity Provider Common Operating Rules, available 
at: http://www.tscp.org/library/documents/ 

TSCP, TSCP Identity Federation Assertion Profile Version 1.2, available 
at: http://www.tscp.org/library/documents/ 
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