
1. What are the differences between
electronic and digital signatures?
Digital signatures are a subset of electronic
signatures. Digital signatures is the term that we
use to describe standard electronic signatures.  In
the United States, the digital signature standards
are published and maintained at the federal
government level by the National Institute of
Standards and Technology (NIST).

These same standards are adopted by other 
countries, industries, independent standard bodies, 
and independent software vendors around the 
world. Independent software vendors supporting 
digital signatures in their software applications 
include Microsoft, Adobe, Oracle, OpenText, 
EMD, Laserfiche, Alfresco, and any portable 
document format (PDF) vendor that adheres to 

the ISO PDF standard.  In other words, the most 
popular document authoring tools and document 
management systems can “plug and play” with any 
supplier’s digital signature product. 

When a digital signature is embedded in a file, 
the electronic record becomes a self-contained, 
portable, and sustainable electronic record that is 
fully verifiable by anyone opening the file - today 
or decades in the future.  There is no dependency 
on the digital signature vendor, the signer, or 
the signer’s organization in order to perform 
the verification.  The digital forensics include 
the name of the signer, the signer’s email and 
organization, the signer’s job title, the signer’s 
reason for signing, the time/date stamp when each 
signature was applied, and a data integrity check 
to determine whether any content was altered 

since the signature was applied.

Other forms of electronic signatures do not 
conform to digital signature standards, hence, 
they are proprietary in nature. Verification of 
documents signed with electronic signatures 
requires access to the vendor’s software 
and/or cloud services. The use of proprietary 
electronic signatures introduces a legacy 
system that needs to be maintained throughout 
the retention period for the electronic records.
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2. Does the FDA differentiate between
electronic and digital signatures?
Yes, in a few places. The FDA offers guidance
on the use of electronic records and electronic
signatures in its CFR Title 21 Part 11, specifically
in Paragraph 11.30 – Controls for Open Systems.
Open systems involve documents that are signed
by employees in one organization and securely
exchanged with outside parties such as business
partners, collaborators, or regulatory authorities.

There are other areas where the FDA mentions 
the difference between electronic and digital 
signatures, most notably in instruction for using 
the Electronic Submissions Gateway.

3. What electronic signature products or
services are FDA 21 CFR Part 11 compliant?
There is no such thing as an FDA-compliant product
per se. The FDA does not certify whether products
are compliant nor does it issue a compliance “stamp”
to place on a software product. Instead, a product
can have features that support FDA 21 CFR Part
11 compliance, and the vendor can operate in a
manner that supports a compliant installation. The
only way to achieve FDA compliance is by combining
the product and its features, along with the end-
user organization’s policies and procedures when
installing, operating, and maintaining the electronic
or digital signature product.
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A company can have a perfectly good electronic 
signature product that requires a signer to 
enter a username and a password, which is a 
best practice for the industry.  However, what 
if a company’s convention for usernames is 
an employee’s first initial and last name, and 
sets all default passwords to 12345678 without 
requiring a password change before first use?  
This is an example of a good product but 
poor policies and procedures. It would be very 
easy to guess someone else’s username and 
password and sign on their behalf.

In general, digital signatures allow an 
organization to retain its policies and 
procedures while proprietary electronic 
signature technologies require the adoption 
of fixed policies and procedures.  For example, 
many digital signature products provide the 
ability to easily integrate existing policies and 
procedures through the organization’s security 
and enforcement systems (such as Microsoft 
Active Directory or LDAP).   
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Language of the FDA CFR Title 21 Sec. 
11.30 - Controls for Open Systems.

“Persons who use open systems to 
create, modify, maintain, or transmit 
electronic records shall employ procedures 
and controls designed to ensure the 
authenticity, integrity, and, as appropriate, 
the confidentiality of electronic records 
from the point of their creation to the 
point of their receipt. Such procedures 
and controls shall include those identified 
in 11.10, as appropriate, and additional 
measures such as document encryption 
and use of appropriate digital signature 
standards to ensure, as necessary under 
the circumstances, record authenticity, 
integrity, and confidentiality.” 



4. What are the common approaches to 
computer system validation for electronic 
and digital signatures?
When digital signatures were first used more 
than a decade ago, systems and software were 
highly customized and installation/validation was 
typically painful. With the onset of standardized 
digital signature products and cloud services, the 
validation effort has become greatly simplified.

Today, most end-user organizations perform the 
computer system validation activities themselves, 
supported by the vendor.  But organizations have 
many options, including consulting firms that are 
skilled at validating products from most of the top 
digital and electronic signature suppliers. 

Validation complexity increases any time a custom 
integration of an electronic signature system is 

made with other business systems. Some vendors 
have standard connectors to enterprise business 
systems like Microsoft SharePoint, OpenText 
LiveLink, EMC Documentum, Alfresco Enterprise, 
or Oracle WebCenter Content. But, if no standard 
connection exists, any custom integration needs 
be performed under normal software development 
lifecycle procedures using a well-documented API 
kit.

5. What are the differences between
a cloud-based and an on-premises
electronic signature system?
Cloud-based services are shared services hosted
by a vendor, while on-premises products are
owned and operated by, and under the full control
of, an end-user organization.

Most cloud and SaaS (software-as-a-service) 
vendors use proprietary electronic signature 
formats, not digital signatures, which has limited the 
market for these vendors in terms of geographies 
served and applications that are not core GxP 
regulated operations. There is a trend, however, 
toward SaaS vendors beginning to offer standard 
digital signatures. Cloud services also typically 
include features beyond electronic signing, offering 
Web-based forms, workflows, routing, notifications, 
and electronic document management. These 
services are generally designed for specific 
business processes or workflows, commonly 
targeting front office transactions such as sales 
contracts and agreements. 

Within most enterprises, however, there 
already exist preferred file formats, workflow 
automation technologies, and enterprise document 
management systems. For this reason, most back 
office business processes are better automated 
by an on-premises digital signature system. 
On-premises digital signature products provide 
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The core technology behind the  digital 
signature appliance (DSA) by DocuSign is a 
“blackbox” appliance. Instead of requiring 
that software be loaded onto any available 
server, the DSA is pre-installed on a 
dedicated, secure server. Cross Certification to 
the TSCP Bridge results in a key ceremony to 
create a unique company or organization Trust 
Path to the Federal Bridge. Validation activities 
are, hence, simplified and straightforward, 
much like the efforts to validate a network 
router or other black-box appliance. Most of the 
DSA validation effort is in qualifying DocuSign 
as a vendor, through an audit or quality 
assessment, to document that DocuSIgn is 
developing, testing, and delivering a DSA 
product in a consistent, repeatable, and 
high-quality manner. A good starting point in 
qualifying a vendor is to confirm that the 
vendor is ISO 9001:2008 certified. 



About DocuSign for Life Sciences
DOcuSign is the most widely used digital signature solution in the life sciences 
market, employed by over 20,000 FDA-regulated organizations including 9 of the top 10 
Pharmas and 7 of the top 10 CROs. It is the only digital signature system that supports 
compliance with strict industry requirements including the FDA’s 21 CFR part 11 and 
GxP audits. DocuSign was recognized as “the strongest digital signature solution” in the 
Forrester Wave: E-Signatures 2013 report.

By seamlessly integrating digital signatures into their workflows, applications and 
services, our life sciences customers transformed their slow and expensive signature-
dependent processes into quick and efficient paper-free ones. They rapidly reach ROI 
through reductions in process times and paper-related costs, while ensuring trust, 
integrity, control and compliance across their business and IT environments.

choice and flexibility, with “hooks” to common 
enterprise technologies. Cloud-based electronic 
signature services include many features, but also 
less choice and fewer options to leverage existing 
or preferred enterprise technologies.

Another major difference is that most on-premises 
digital signature systems are installed and 
integrated with an enterprise user directory system, 
such as MS Active Directory, that is already 
in place. This enables organizations to easily 
credential employees with signing privileges and 
manage those signers through Active Directory. 
These integrations yield fully-vetted, trustworthy, 
and high-assurance identities for all signers.

Most electronic signature cloud services offer 
low or medium assurance of electronic identities, 

usually tying an identity to an email address. 
This may be acceptable for many front office 
business applications or when an individual will 
only be signing once or a few times and the risk is 
determined to be low. 

It is quite common for many organizations today 
to use both cloud-based electronic signature 
services and on-premises digital signature 
services in different parts of their businesses and 
for different applications.

For More Information/Links To
Resources Mentioned:
CFR - Code of Federal Regulations Title 21
http: / /www.accessdata. fda.gov/scr ipts/cdrh/
cfdocs/cfcfr/CFRSearch.cfm?CFRPart=11&showF
R=1&subpartNode=21:1.0.1.1.8.2

Page 4 of 4

10 Questions:
FDA Compliance Using Electronic Signatures 



Technical Specifications 
Applications and File Types 

Microsoft Word, Excel, PowerPoint and Outlook 

Microsoft SharePoint and InfoPath 

AutoCAD, Bentley MicroStation 

PDF, TIFF, XML, and many more 

Document/Workflow Management Systems 
Microsoft SharePoint, K2 and Nintex 

OpenText, Oracle, Alfresco and Laserfiche 

Siemens Teamcenter, SAP,  Adobe LiveCycle 

Agile Frameworks, Box, Google Drive, NextDocs 

Additional ECMs and industry-specific applications 

Signature Features 
Standard digital signatures (TSCP Bridge) 

Easily verifiable Digital Signatures       

Proof of identity, intent and integrity 

Multiple signers per document 

Customizable signature block 

Unattended and batch signing 

Audit trail and secured time stamps  

Authentication Methods 
User Name/ Password 

Single  Sign On 

One-Time Password (OTP) 

Tokens (Smart Cards, USB-based security tokens) 

Biometric 

RADIUS or OATH-based authentication  

ID Dataweb 

SAML 2.0 

Certification Authority (CA)           
TSCP Bridge Cross Certification       

DocuSign DSA Internal (controlled-trust) 

Subordinate CA or External CA  

Signing Key and X.509 Certificate Management 

Key-Management;  Private-key  Operations 

SHA 256 Document Encryption  

Policy & Procedure Employee 

Provisioning/Revocation 

Certificate Revocation List, Time Stamp Authority 

Supported APIs 
DocuSign DSA Signature API (SAPI®) Web Services 

Ready (OASIS  DSS, 

Adobe Roaming ID ASSP, and SPML) 

Microsoft CAPI and CAPI-NG PKCS#11 

JCA/JCE 

User Directories 
Microsoft Active Directory 

LDAP-based Directories 

Active Directory Federation Services (ADFS) 

Directory Independent Installation 

Security and Digital Standards 
NIST FIPS 140-2 level 3 validated appliance 

FIPS 186 and ETSI TS 101 733 

DoD JITC PUBLIC KEY INFRASTRUCTURE (PKI) 

Common Criteria EAL 4 + evaluation for SSCD 

(Secure Signature Creation Device) certification 

eSIGN,  eIDAS, UETA, FDA 21 CFR  Part 11 

TSCP Information Labeling Data Handling Specification 

Additional Features 
High availability and load balancing 

Supports unlimited number of signers 

High performance signing 

Physical Dimensions (DocuSign DSA) 
1U  Rack-Mountable -18.9” x 22.0” x 1.8”/ 47.9cm x 55.9cm x 
4.5cm (28 lbs / 12.7 kg)  

4U Rack-Mountable - 19.0” x 17.5” x 7.0” / 48.3cm x 44.5cm x 
17.8cm (30 lbs / 13.6 kg) 

Organization or Subordinate CA Cross Certification

https://na01.safelinks.protection.outlook.com/?url=http%3A%2F%2Fwww.tscp.org%2F&data=02%7C01%7CFIDspeakers%40spargoinc.onmicrosoft.com%7C87a4a8a92ece4fc97bc408d5fd3bac35%7C69fb19eaf91b4fe297948780da631be6%7C0%7C0%7C636693355102241856&sdata=WbHkR6oVzN710tIbKKVXAf0Mif4BAS1J%2BUHRAW6vfG0%3D&reserved=0
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