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In light of its recent incorpora-
tion, TSCP is in the process of 
developing its strategy for 2013 
and beyond. As part of the pro-
cess, the Leadership Advisory 
Group consulted with member 
executives and members of the 
Leadership Advisory Group to 
determine their positions and 
opinions on key challenges facing 
security in the defense IT indus-
try, and, in general, to reveal 
what is “on their minds.” Member 
executives were asked specifically 
what role TSCP can play going 
forward in assisting with a com-
mon approach to resolving these 
challenges. In addition to the 
interviews, executives and the 
Leadership Advisory Group par-
ticipated in a facilitated session 
to discuss the results and provide 
additional input during the TSCP 
Executive Committee Meeting on 
October 4 in London. The results 
and recommendations will be 
used as the starting point for up-
dating goals and objectives for 
the updated and revised TSCP 
strategy. 

Given the number of recommen-
dations and numerous valuable 
ideas, the Leadership Advisory 
Group will devote several plan-
ning sessions to assessing and 
prioritizing the recommendations.

TSCP Strategy & Accomplishments

The first part of the paper sum-
marizes TSCP’s mission, vision, 
strategic principles and goals. It 
also enumerates TSCP’s recent 
accomplishments. Of particu-
lar significance, TSCP published 
several important white papers, 
Identity Federation Common 
Operating Rules and two editions 
of its new quarterly TSCP Trust 
Points magazine. In addition, 
TSCP has significantly expanded 
the role of the Special Interest 
Groups (SIG).

(Continued on Page 2...) 
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Executive Summary Continued...

For example, in July, TSCP hosted the sec-
ond in a series of Special Interest Groups at 
the Lockheed Martin Global Vision Center. 
The Access Management Special Interest 
Group held an all-day session to discuss ac-
cess control requirements, particularly those 
that many organizations share in common, 
solutions that have been implemented by 
members, and identified gaps. The event 
was attended by more than fifteen govern-
ment agencies and twenty industry and 
vendor participants.

Industry Trends

The second part of the paper highlights ex-
ecutive responses on trends in key industry 
topic areas. Highlighted findings:

• Member organizations’ key objectives 
related to Security/Cyber Security and 
Identity are to close security gaps through 
identity systems integration, evaluate and/
or implement federation, secure the supply 
chain, address machine health and continue 
to implement and step up strong Authenti-
cation. 

• In the area of data and data manage-
ment, member organizations are focused 
on data classification, labeling and tagging; 

tying data to access control; migrating to 
multi-level security (Europe); and organizing 
data for analytics. 

• Defense Agencies are focused on initia-
tives and requirements related to access 
technology for collaboration: deploying tools 
for secure collaboration, security require-
ments for cloud computing and mobile 
devices, and migrating from a program-
by-program to holistic approach to identity 
management. 

• Over the next 2-5 years, member 
organizations will be focusing on IT Invest-
ments related to secure collaboration and 
cyber security on implementations of data 
labeling, federated access and Secure Email 
Exchange (TSCP); further deployment of 
PIV and PIV-I; continued identity systems 
integration; stepping up strong authentica-
tion; security/privacy controls/measures to 
prevent hacking and increase usability; and 
continued protection of Intellectual Property.  

• In regards to migration to the cloud 
environment, member organizations are fac-
ing challenges related to security and data 
protection for cloud, private vs. open cloud, 
protecting and managing identity in the 
cloud, policy development and enforcement 
and law enforcement in the cloud, and the 
need for initial and ongoing risk assessment 
for cloud systems.

Executives across government and industry collaborate to push the boundaries of secure infor-
mation sharing.
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• Member organizations are seeing a 
strong impact from the proliferation of mo-
bile devices in their IT environments. Sig-
nificant issues are related to the variety, and 
rapid evolution of, mobile technology and 
usage on their infrastructures, coexistence 
with social media, security and functional-
ity for mobile devices, economics of adding 
mobile devices to the infrastructure, and the 
need for initial risk assessment and continu-
ous monitoring of mobile devices.

• Executives were asked, “What keeps 
you up at night?” The key areas include 
compliance with policy and mandates, 
control of information security/IT hygiene, 
proliferation of mobile devices that need to 
be secured, inherent weaknesses in COTS 
solutions, location and protection of data in 
a cloud environment, intentional and unin-
tentional internal threats, external threats 
and the uneven economic equation in cyber-
space.

TSCP Focus 

The third part of the paper focuses on the 
role TSCP can play going forward in assist-
ing with common approaches to resolving 
the challenges that emerged from the inter-
views. Highlighted findings:

• Executives recommended that TSCP 
complete labeling and digital rights specifi-
cations, extend and market federation capa-
bilities, map NATO restrictive credentials to 
PIV and PIV-I, explore opportunity in attri-
bute management for government transac-
tions, establish standardized structure for 
implementation (and follow through), de-
velop approaches to privacy protection and 
data exchange across international lines, 
develop provisioning application model and 
authorization standards and deliver first set 
of services and standards that address com-
mercial applications (verticals). 
 
• Over the next 2 years, TSCP should ad-
dress several customer requirements, e.g., 
promote policies for PIV-I-based federation, 
secure collaboration through standards-
based federation in the cloud, the need for a 
cyber-educated workforce and decrease the 
need for regulation through common solu-
tions.

• To continue providing value to its mem-
bers, TSCP should get the business side 
involved in the life cycle of work product 
development, be selective on projects and 
sharpen focus, align TSCP solutions to stan-
dards, apply “formula” of the DoD Relying 
Party Paper to similar issues of concern for 
leadership action, and drive towards open 
standards and best practices and anticipate 
the Future.

• In the future, TSCP should address and 
develop standards around Identity Gover-
nance, develop an approach to alignment 
with Government Regulation, and start ad-
dressing the commercial market.

• To promote business development, 
TSCP should establish relationships with the 
acquisition community, exert influence on 
community requirements, target speakers 
to extend TSCP understanding, encourage 
Government to play a convening role, fur-
ther cooperation in targeting international 
challenges, facilitate information sharing at 
cyber events and reach out to new platinum 
and gold companies for TSCP membership.

The types of education and training TSCP 
can provide or sponsor that would provide 
value to its members are producing webi-
nars and white papers on topics of interest 
and continuing to produce demonstrations 
on TSCP products and capabilities.
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There has been a lot of activity since the 
London Business Week and Symposium. This 
is our first roll out of the TSCP Monthly News-
letter. Our goal is to keep you up to date on 
recent and upcoming TSCP activities that will 
help the membership communicate, coordi-
nate and participate on a monthly basis. 
If you’re not already part of TSCP’s com-
mittees, working groups or special interests 
groups, I strongly encourage you to become 
more involved and gain the benefits of do-
ing so. We hope that these newsletters will 
be informative and make a difference in your 
participation.

Announcement of the Chairperson and 
Vice Chairperson for Leadership Advi-
sory Group (LAG).

We are pleased to announce Greg Roecker 
of Lockheed Martin as Chairperson and Russ 
Koste of Northrop Grumman as the Vice 
Chairperson of the Leadership Advisory Group 
(LAG).

The LAG shall serve as advisors on the de-
velopment of the Corporation’s annual                       
strategy and road map development activi-
ties. 

The Leadership Advisory Group shall es-
tablish and manage committees and work-
ing groups necessary to support road map 
development activities and to ensure the 
alignment of work products to the Corpora-
tion’s strategic goals and objectives.

Additionally, the Leadership Advisory Group 
(LAG) is a coordinating and approval body 
that ensures TSCP work is aligned to TSCP 
Goals and Objectives for all Standing Com-
mittees, Special Interest Groups and Work 
Groups.

I look forward to your comments and recom-
mendations for the newsletters. As always, 
thank you for your support to TSCP.

Sincerely,

Keith Ward,
President & CEO
TSCP, Inc.

    

Message from the CEO
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Upcoming Events

 

                    

The Transglobal Secure Collaboration Program (TSCP) provides a specification framework for 
secure collaboration across organizations. Industry standards, such as the eXtensible Access 
Control Markup Language (XACML) from OASIS, are a critical component of TSCP specifica-
tions as they allow multiple organizations to participate by leveraging standards-based tools 
from a number of vendors.

This webinar is the fifth part of the TSCP Architecture webinar series, developed by architects 
from the largest Aerospace and Defense companies and government agencies. This webinar 
will discuss the features and new developments of the XACML standard that make it well-suit-
ed for securing collaboration in the Aerospace and Defense industry, and will demonstrate the 
application of XACML in engineering and supply chain collaboration.
 
This webinar is intended for Enterprise, Solution and Security Architects working in the col-
laboration arena.

About the Speakers

John Tolbert, Security Architect, Associate Technical Fellow, Boeing

Richard Hill, Solutions Architect, Cyber Security, Boeing

Andy Han, VP Product Management and Marketing, Nextlabs

       Register now to reserve your spot!

Date: 
Tuesday, December 4, 2012
Time: 
8:00 a.m. PT 
11:00 a.m. ET
Duration:
1 hour
Details:
Details to be provided post 
registration. 

TSCP and Nextlabs to host the next in their series of webinars on December 4:
  Secure Multi-Organizational Collaboration using XACML

http://www.nextlabs.com/html/?q=webinar-request-12412-secure-multi-organizational-collaboration-using-xacml
http://www.nextlabs.com/html/?q=webinar-request-12412-secure-multi-organizational-collaboration-using-xacml
http://www.nextlabs.com
http://www.tscp.org
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Monday Tuesday Wednesday Thursday Friday

29 30 31 1 2
11:00 AM
Information Labeling 
and Handling (ILH)

11:00 AM
TSCP Intellectual 
Property Working 
Group (IPWG) bi-
weekly meeting

11:00 AM
Architecture Com-
mittee

11:00 AM
TSCP IdFv2 Weekly 
Meeting

No meetings are 
held on Fridays.

5 6 7 8 9
8:00 AM
Government Align-
ment Group
11:00 AM
Information Labeling 
and Handling (ILH)

11:00 AM
SE v1 Platinum and 
Government Lead 
Deployment Discus-
sion

10:00 AM
Architecture Com-
mittee

11:00 AM
TSCP IdFv2 Weekly 
Meeting

No meetings are 
held on Fridays. 

12 13 14 15 16
11:00 AM
Information Labeling 
and Handling (ILH)

11:00 AM
TSCP Intellectual 
Property Working 
Group (IPWG) bi-
weekly meeting

10:00 AM
Architecture Com-
mittee

11:00 AM
TSCP IdFv2 Weekly 
Meeting
11:00 AM
Leadership Advisory 
Group

No meetings are 
held on Fridays.

19 20 21 22 23
11:00 AM
Information Labeling 
and Handling (ILH)

11:00 AM
SE v1 Platinum and 
Government Lead 
Deployment Discus-
sion

10:00 AM
Architecture Com-
mittee

Holiday No meetings are 
held on Fridays.

26 27 28 29 30
11:00 AM
Information Labeling 
and Handling (ILH)

11:00 AM
TSCP Intellectual 
Property Working 
Group (IPWG) bi-
weekly meeting

10:00 AM
Architecture Com-
mittee

11:00 AM
TSCP IdFv2 Weekly 
Meeting

No meetings are 
held on Fridays.

To access the TSCP Master Calendar in SharePoint, click here.

                                  TSCP November Meeting Calendar                                                                               TSCP December Meeting Calendar

                                                                                                              

https://tscp.sharesrvr.com/Lists/Calendar/calendar.aspx
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Monday Tuesday Wednesday Thursday Friday

3 4 5 6 7
8:00 AM
Government Align-
ment Group
11:00 AM
Information Labeling 
and Handling (ILH)

11:00 AM
SE v1 Platinum and 
Government Lead 
Deployment Discus-
sion

10:00 AM
Architecture Com-
mittee

11:00 AM
TSCP IdFv2 Weekly 
Meeting
11:00 AM
Leadership Advisory 
Group

No meetings are 
held on Fridays.

10 11 12 13 14
11:00 AM
Information Labeling 
and Handling (ILH)

11:00 AM
TSCP Intellectual 
Property Working 
Group (IPWG) bi-
weekly meeting

10:00 AM
Architecture Com-
mittee

11:00 AM
TSCP IdFv2 Weekly 
Meeting
11:00 AM
Leadership Advisory 
Group

No meetings are 
held on Fridays.

17 18 19 20 21
11:00 AM
Information Labeling 
and Handling (ILH)

11:00 AM
TSCP Intellectual 
Property Working 
Group (IPWG) bi-
weekly meeting

10:00 AM
Architecture Com-
mittee

11:00 AM
TSCP IdFv2 Weekly 
Meeting

No meetings are 
held on Fridays.

24 25 26 27 28
Holiday Holiday Holiday Holiday Holiday

31 1 2 3 4
Holiday Holiday Holiday 11:00 AM

TSCP IdFv2 Weekly 
Meeting

No meetings are 
held on Fridays.

                                  TSCP November Meeting Calendar                                                                               TSCP December Meeting Calendar
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TSCP holds Autumn Symposium and 
Expo

TSCP held its Autumn 2012 Business Sym-
posium & Expo hosted by CA Technologies 
& UK Ministry of Defence in the countryside 
just outside of London at the historic Ditton 
Manor from October 1 - 4. 

During the event, TSCP speakers, work-
shops and panels focused on Access Man-
agement and the successes and ongoing 
challenges that industry and governments 
continue to face even as technologies have 
matured in the eight years following HSPD-
12 and FIPS 201.

TSCP and Nextlabs hold Webinar:
 
Improving Data Security with TSCP Information 
Labeling and Handling and Rights Management

The Transglobal Secure Collaboration Partici-
pation (TSCP) provides an open standards-
based framework that enables secure col-
laboration between parties, irrespective of 
the tools they choose to use. Protecting data 
access is an essential part of collaboration. 
To enhance data security, proper labeling of 
information is critical, but may not be suf-
ficient to address all collaboration scenarios. 
To protect data on the move and while in 
use, rights management is also required.

This webinar is part of a series that intro-
duces the TSCP approach to secure collabo-
ration, developed by leading architects from 
some of the largest Aerospace and Defense 
companies and government agencies. In 
this webinar, attendees revisited the col-
laboration scenarios and reviewed the data 
security challenges. Attendees also learned 
how rights management together with 
TSCP’s Information Labeling and Handling 
could provide end to end security, and saw 
an example implementation of an integrated 
solution.

This webinar was intended for Enterprise, 
Solution and Security Architects working in 
the collaboration arena.

           East front of Ditton Manor.

Deloitte joins TSCP, Inc.

Identity Management leader aims to im-
prove Federal Government security, efficien-
cy and interoperability

VIENNA, Va., Sept. 21, 2012 /PRNewswire-
USNewswire/ -- Transglobal Secure Collabo-
ration Participation, Inc. (TSCP) announced 
today that Deloitte, a TSCP collaborator, 
has joined TSCP as a Technology Member. 
Deloitte is a leading provider of Identity, 
Credential and Access Management (ICAM) 
solutions serving defense and civilian gov-
ernment agencies along with commercial 
companies such as in the Aerospace and 
Defense sector.

             

Litmus Logic Joins TSCP

Company Commits to Driving Adoption of 
Secure Information Sharing Standards 
VIENNA, Va., Oct. 31, 2012 /PRNewswire-
USNewswire/ -- The Transglobal Secure 
Collaboration Program (TSCP), the only 
government-industry consortium focused on 
secure collaboration for the Defense IT com-
munity, announced today that Litmus Logic, 
a leader in implementing security strate-
gies and a long-time TSCP collaborator, has 
joined TSCP as a Silver member.

                

In the News

http://www.deloitte.com/view/en_US/us/index.htm
http://www.litmuslogic.com
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TSCP Members Attend Intercede’s Digital Identity Assurance Event

In the News

On October 18, 2012, Intercede hosted 
industry leaders at the British Embassy in 
Washington DC. Government officials and 
business leaders alike met to discuss the 
importance of digital identity assurance 
today and in the future.

From the official press release, which can 
be found here:

Intercede, a security software provider 
whose MyID identity management platform 
enables global organizations and govern-
ments to create trusted digital identities for 
employees and citizens on secure devices 
such as smart cards, smartphones and tab-
lets, today announced that nearly 100 gov-
ernment and business leaders attended its 
exclusive reception, “The Future of Identity 

Assurance,” jointly hosted by the British 
Embassy, UK Trade & Investment. Attend-
ees included senior executives from the 
U.S. federal and state governments, federal 
contractors, as well as Intercede’s premier 
customers and technology partners. These 
industry influencers together explored ef-
fective ways to manage and secure digital 
identities of both the business and private 
lives of employees. 

“Yesterday’s event was a wonderful suc-
cess for the Intercede team; it was filled 
with top U.S. industry experts who together 
uncovered and discussed key trends and 
solutions to secure digital identities of the 
future,” said Richard Parris, Chief Executive 
Officer of Intercede. “A secure future for 
government agencies is built on the foun-
dation of the Personal Identity Verification 
(PIV) standard developed during the past 
decade. The federally mandated PIV smart 
card will remain the gold-standard for years 
to come...”
                                

Philippe Laflandre and Keith Ward discuss
some of the challenges of identity and
access management.

Richard Parris was excited to take a deeper 
look at issues surrounding digital identity 
assurance.

http://www.intercede.com/%3Fq%3Dlatest-news%26id%3D312
http://www.ukti.gov.uk/home.html%3Fguid%3Dnone
http://www.ukti.gov.uk/home.html%3Fguid%3Dnone
http://www.intercede.com/
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Business Authorization Identification 
and Labeling Scheme (BAILS)

Enables the enforcement of information 
protection policies for access control rules in 
secure collaboration scenarios by specifying 
the needed metadata. 

Boeing, NL MOD, NLR Business Protec-
tion Proof of Concept Demo

Demonstrates effective business protection of infor-
mation in a collaborative environment with interna-
tional governments and businesses.

Information Labeling and Handling ver-
sion 1 Setup Do It Yourself Guide

Step by step instructions on how to setup and 
configure tools needed to implement labeling 
and protection handling of documents within a 
secure collaborative environment.

Comments for the Draft FIPS 201-2

Comments to NIST representing TSCP mem-
bers for the draft version of the Personal Iden-
tity Verification (PIV) of Federal Employees 
and Contractors Standard FIPS 201-2.        

IPWG 

The IPWG has been working on identifying similari-
ties and differences among the type of markings and 
protection requirements on various categories of 
Intellectual Property, such as trade secrets, material 
produced under contracts, etc. 
 
John Tolbert and Crystal Hayes, SME leads for the 
group, recently authored a white paper about the 
challenges of intellectual property protection which is 
now under review for January publication.

The group met for a face to face meeting in Washing-
ton DC, November 6 - 8. A summary of the meeting 
results will be released in the November Newsletter. 
Over the next month, the team will focus on develop-
ing process flows for various IP sharing scenarios and 
work toward a final requirements document to deliver 
to TSCP in 2013.

ECWG 

The European Export SMEs completed the dual use 
requirements document which has been under review 
by the Architecture Committee and was recently 
approved. Work is now underway to consolidate the 
requirements produced until now and will go through 
AC review in November. A few of the Export SMEs 
completed a white paper on export compliance to be 
published in the January TrustPoints.

CSWG 

After much discussion and elaboration during the 
Business Week, the Cyber Security Working Group 
will no longer hold a monthly meeting. However, there 
will be a refocus of maintaining a CSWG members list 
for future participation in Special Interest Groups (ex: 
device & mobility, BYOD, etc.). This will better align 
resources to their respective interests.

TSCP Recent Deliverables    Working Group Updates

http://www.tscp.org/assets/TSCP_BAILSv1.pdf
http://www.tscp.org/assets/TSCP_BAILSv1.pdf
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Architecture Committee

The Architecture Committee (AC) has re-
cently been working to assist TSCP leader-
ship chart a way forward that builds upon 
what has been achieved in the last couple 
years. This has involved identification of 
options for developing TSCP specifications 
that will enable the implementation of new 
or extended business capabilities. This has 
challenged the AC to think beyond the typi-
cal image of an information worker in their 
cubicle, and to consider what devices and 
applications will be important in the future.
The AC has also had several opportunities 
to broaden its understanding of the secure 
collaboration domain during the recent 
TSCP Expo and Symposium. As well as the 
formal program, the committee had three 
sessions with different groups. The first was 
with members of the UK Council for e-Busi-
ness who work extensively with industry 
and government in the defense sector. The 
AC had a discussion with a representative 
of the FAA about some of the capabilities 
they are seeking to introduce to the aviation 
industry. Finally, the committee spent some 
time with participants in the Jericho Forum 
who have done a great deal to advance 
thinking about identity.

The AC will now try to use this wider aware-
ness to inform choices regarding the next 
steps for TSCP.

Government Alignment Committee

The GAC has begun an important effort to 
identify and document US and European 
Government policies that guide and impact 
TSCP’s Secure Collaboration strategic direc-
tion and its work products. The effort will 
map current and draft Government policies 
and identify work groups addressing new 
policy areas. Policies will also be catego-
rized as they relate to Secure Collaboration 
areas: Identity Federation, Mobile and Cloud 
Identity Access Management, Information 
Access, etc. The results of this Policy dis-
covery and mapping effort will be used by 
TSCP and it’s Member companies to better 
align their development and adoption work.

ILH

ILH completed successful demos at the 
October Symposium in London. The team 
then moved on to finalizing the scope to be 
covered in ILHv1+ and finalizing the project 
schedule. ILHv1+ focuses on additional ca-
pabilities and addressing gaps which will en-
courage adoption and successful small scale 
deployment among Platinum companies.  
The team has also been completing and ap-
proving documentation needed for external 
publication, as well as finishing up tasks for 
the ILHv1 project completion.

IdFv2

The IdFv2 team completed work to define 
the scope of the project based on what the 
participants would like to see addressed.  
Participating companies were then able to 
provide input on how to prioritize the re-
quirements and a requirements document 
was subsequently completed and approved 
by the team. The team will now focus on a 
white paper for the next TSCP TrustPoints. 
The paper will discuss the current challeng-
es of identity federation and how the team 
would like to address these, as well develop 
a CONOPS to document the current envi-
ronment of identity federation, the business 
justification for changes the team would like 
to see addressed and what the team pro-
poses to be done to address those needed 
changes.

  Committee Updates Project Updates
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Check our website for 
event updates. 
Or send an email to news@tscp.org to 
be placed on our subscriber list.

www.tscp.org

Earn Continuing Education Credits 
for your ISC2 or ISACA credentials 
by attending TSCP-sponsored events. 
Visit: tscp.org/assets/tscp_cpe_info.pdf 
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