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1 Introduction  

1.1 Purpose 
The purpose of this document is to identify the requirements for the TSCP IdF v.2 project. The 
document only captures the requirements for the project and is not intended to describe how the 
solution design will meet these requirements. 

IdF v.2 is intended as a solution which builds on the existing TSCP IdF v.1 infrastructure and 
documentation. As such, this document does not duplicate the contents of the IdF v.1 project, and 
captures only requirements which are not addressed in IdF v.1. 

In addition, the IdF v.2 requirements are aligned with the TCSP Architecture Board’s Roadmap for 
Identity Federation and the IdF v.2 stakeholder group. 

1.2 Target Audience 
The intended audience for the document is the TSCP SE v.2 Project Team, TSCP Gold and Silver 
members with solutions related to the requirements, and the TSCP Architecture Board. 

1.3 Document Notation 
The key words "MUST," "MUST NOT," "REQUIRED," "SHALL," "SHALL NOT," "SHOULD," 
"SHOULD NOT," "RECOMMENDED," "MAY," and "OPTIONAL" in this document are to be 
interpreted as described in [RFC2119]. 
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2 Overview 
2.1 Identity Federation Process Flow 
Defining a Common Taxonomy: Identity Federation is a vast subject matter. In order to define 
requirements and areas where TSCP can develop specifications and services to improve secure 
collaboration and reduce costs, we must first agree to a taxonomy and classification of the business 
activities that make up Identity Federation. Figure 1 below shows the flow of activities that occur. 

 
Figure 1. Identity federation business activities. 

Table 1 below provides additional details around the definitions for each of the business activities. 
Table 1. Federation business activity definitions. 

Business Activity Definition 

Establishing Trust Establishing trust combines both technical and policy aspects of trust 
between parties. This activity covers how an organization connects to 
federation partners, from everything from contracts, SLAs, permitted 
credential types, and legal agreements, through system configuration of 
Identity Provider (IdP) and Relying Party (RP) endpoints. 

Authenticating the Sender Authenticating the sender encompasses the process by which the user 
attempts to access an application, initiated at either the IdP or RP. For the 
purposes of this document, this activity includes 

credential  issuance,  

credential management,  

home realm discovery, and  

the IdP authentication process. 

Authorizing the Sender Authorizing the sender addresses the process used by the RP to grant 
access to a resource. The Identity federation activities covered under this 
activity include  

attribute exchange mechanisms between the IdP, attribute providers, and 
the RP;  

provisioning of account and organization; and 

step up and step down authentication by the RP. 

Session Termination Upon completing a transaction, a user may wish to securely disconnect 
from the RP application they accessed, and/or the IdP session they 
opened to authenticate to the RP. Users may want all sessions closed 
with all providers (global logout), or they may choose to end sessions with 
a specific subset of RP applications with which they were doing business. 

Audit and Verification Verification that federation participants are operating securely and 
according to agreements. 

Examples of these activities include IdP monitoring and reporting, third 
party assessments, and incident forensics. 

Establishing 
Trust

Authenticating 
the User

Authorizing 
the User

Session 
Termination Audit and 

Verification
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2.2 Identity Federation Entities 
The purpose of this section is to provide a high level overview of the key entities that play a role in 
identity federation, and specifically to identify terms that will be referenced throughout the remainder 
of this document. Figure 2 below describes federation entities’ interaction and roles. 

 

Figure 2. Federation entities interaction and functional roles. 

An identity federation infrastructure involves the following entities: 

• Attribute Provider – An entity which stores authoritative data related to the Security Principal. 
The attribute provider may provide attributes to the IdP that are included in the assertion 
issued by the IdP. 

• Auditor – An entity which audits the implementation of the COR by the IdP and Credential 
Provider(s). Audits 1) compare the mapping of the COR to the IdP’s practice statement and 
2) examine the IdPs systems and operations for compliance with the practice statement.  

• Credential Provider – An entity that issues digital identities to Security Principals, and which 
performs any identity proofing or vetting that may be required to ensure a valid binding of a 
Credential to the Security Principal. 

• Relying Party (RP) – An entity that accepts an assertion as a method of authentication of a 
Security Principal. Examples of relying parties include systems that will use the attributes 
associated with the identity to make access control decisions.  

IdF v.2 Requirements  Page 3 of 6 



 

• Security Principal – This role is an entity, usually a person, who requests access to resources 
maintained by the Relying Party. The Security Principal can be positively identified and 
verified via an authentication process by the IdP using the Credential provided by the 
Credential Provider. 

• Identity Provider (IdP) – An entity which validates that the Security Principal has possession 
and control of a Credential that is issued by the Credential Provider. The IdP may or may not 
be the same entity as the Credential Provider. The IdP consumes one or more Credentials 
presented by the Security Principal, supplements that Credential with attributes obtained from 
one or more Attribute Authorities, and creates a new assertion incorporating the obtained 
attributes, for transmission to Relying Parties.  

• Trust Framework Provider (TFP) - A TFP is an entity that defines or adopts an on-line identity 
trust model and then, certifies identity providers that are in compliance with that mode. The 
TFP is responsible for establishing and maintaining the COR. 
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3 Requirements 
This section identifies the requirements to be addressed in IdF v.2 capability.  

3.1 Establishing the Trust 
No Requirements 

3.2 Authenticating the User  
3.2.1 Home Realm Discovery 
The IdF v.2 capability MUST support IdP initiated application sign on. 

The IdF v.2 capability SHOULD support RP initiated application sign on.  

The IdF v.2 capability MUST support internal domain hub initiated application sign on. 

IdF v.2 capability MUST reduce the burden on the user to select their Identity Provider, when 
authenticating to a federated application. (This is commonly referred to as IdP pick list bloat; as 
the number if IdPs for an applications grows, so does the complexity for the end user.) 

The IdF v.2 capability MUST use existing COTS tools to improve Home Realm Discovery issues. 

The IdF v.2 capability MUST use existing standards to improve Home Realm Discovery issues. 

The IdF v.2 capability SHOULD address the EU policy requirements for cookie usage.  

3.2.2 Level 4 Holder of Key Assertions 
The IdF v.2 capability MUST meet the requirements identified in the TSCP Common Operating 
Rules for the technical implementation of level 4 assertions.  

The IdF v.2 capability SHOULD leverage COTS solutions and existing standards for the 
implementations of level 4 claims. 

The IdF v.2 capability MUST support level 4 claims for SAML 2.0.  

The IdF v.2 capability MUST support level 4 claims for WS-Federation. 

The IdF v.2 capability SHOULD reference the implementation approach documented in the TSCP 
Architecture Committee Level 4 Bearer Claims. 

3.3 Authorizing the User 
3.3.1 Information Provisioning between Identity Providers and Relying Parties 
IdF v.2 capability MUST address the provisioning of user data.  

IdF v.2 capability MUST address the provisioning of organizational data. 

IdF v.2 capability SHOULD address the provisioning of the TSCP BAF Protection Profile. 

The IdF v.2 capability MUST identify a repeatable means to provision shadow accounts from IdPs 
to RPs.  

The IdF v.2 capability MUST consider pre-provisioning use cases.  

The IdF v.2 capability SHOULD consider the Just in Time provisioning use cases.  

The IdF v.2 capability SHOULD leverage COTS solutions for the implementations of provisioning 
solutions. 

The IdF v.2 capability SHOULD leverage existing standards for the implementations of 
provisioning solutions. 
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3.3.2 Step Up Authentication  
IdF v.2 MUST enable a means for RPs to request a stronger credential assertion from the IdP 
when the user transitions from a lower LoA application to a higher LoA application. 

IdF v.2 MUST enable a means for RPs to request a stronger credential assertion from the IdP 
when the user transitions from a lower LoA action to a higher LoA action within the same 
application. 

The IdP MUST be able to support secondary requests from the RP for stronger assertions.  

The RP MUST be able to “hint” back to the IdP the authentication (LoA, credential type, etc.) 
required by the RP (this is to avoid a looping scenario, e.g., a user authenticates with LoA 2, 
takes action that requires LoA 3, and is redirected back to RP who enters a LoA 2 credential.)    

The IdF v.2 capability MUST support step up authentication using SAML 2.0.  

The IdF v.2 capability MUST support step up authentication using WS-Federation. 

3.3.3 TSCP Assertion Profile Extension 
The IdF v.2 assertion profile MUST build on the assertion profile developed by the DSIF v.1 
program. 

The IdF v.2 assertion profile MUST address the extended attribute requirements identified by the 
TSCP ILH team. 

The IdF v.2 assertion profile SHOULD be extended to address non-human entities, such as 
devices. 

The IdF v.2 assertion profile MUST be extended to address the Holder of Key requirements. 

The IdF v.2 assertion profile MUST continue to support WS-Federation.  

The IdF v.2 assertion profile MUST continue to support SAML 2.0. 

Where necessary, the corresponding sections of the TSCP Common Operating Rules MUST be 
updated to reflect the changes necessary for definitions of attributes defined in the assertion 
profile.   

3.4 Session Termination 
No Requirements 

3.5 Audit and Verification 
No Requirements 
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