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This has been a busy month for our mem-
bers, from planning for our upcoming March 
Business Week hosted by Lockheed Martin 
at their Global Vision Center, to planning to 
create new TSCP Capabilities and Member 
Solution e-magazines that will be used to 
promote TSCP through and to member or-
ganizations, we’ve had a lot on our hands.

As we look at Fiscal Year 2013 and beyond, 
TSCP is in the process of reviewing and val-
idating its strategy, as well as updating its 
priorities and deliverables for 2013-2015. 
As part of this process, we have consulted 
with member executives to ascertain their 
positions and opinions on key develop-
ments and challenges facing the security 
environment in the Defense IT industry. 
Member executives were also asked what 
role TSCP should play going forward in sup-
porting a common approach to resolving 
these challenges. The results and recom-
mendations are being used as the starting 
point for updating goals and objectives for 
the revised TSCP strategy.

Our goal is to keep you up to date on re-
cent and upcoming TSCP activities that 

Message from the CEO

will help the membership communicate, co-
ordinate and participate on a monthly ba-
sis. If you are not already a part of TSCP’s 
committees, working groups or special in-
terests groups, I strongly encourage you to 
consider joining one. We hope that these 
newsletters will be informative and make a 
difference in your participation.

I look forward to your comments and rec-
ommendations for the newsletters, and 
as always, thank you for your support to 
TSCP!

Sincerely,

Keith Ward,

President & CEO

TSCP, Inc.
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 Platinum Members

BAE Systems
Contact: malcolm.carrie@baesystems.com

Lockheed Martin
Contact: greg.roecker@lmco.com

Boeing
Contact: thomas.a.kelly3@boeing.com

U.S. Department of Defense
Contact: paul.grant@osd.mil

Netherlands Ministry of Defense
Contact: ft.bakker@mindef.nl

U.S. General Services Administration
Contact: deborah.gallagher@gsa.gov

NASA
Contact: luis.m.bares@nasa.gov

CA Technologies
Contact: philip.kenney@ca.com

ActivIDentity
Contact: stelerico@actividentity.com

CertiPath
Contact: jeff.nigriny@certipath.com

Electrosoft
Contact: sarbari@electrosoft-inc.com

Intercede
Contact: richard.parris@intercede.com

NLR
Contact: rene.wiegers@nlr.nl

Axiomatics
Contact: ggebel@axiomatics.com

Deep-Secure
Contact: robin.king@deep-secure.com

FuGen Solutions
Contact: lkannappan@fugensolutions.com

 Government Members

 Gold Members

 Silver Members

Northrop Grumman
Contact: russell.koste@ngc.com

EADS
Contact: philippe.laflandre@eads.net

Raytheon
Contact: anthony_jones@raytheon.com

French ANSSI
Contact: patrick.pailloux@ssi.gouv.fr

UK Ministry of Defense
Contact: cio-j6-ops2a@mod.uk

U.S. Secret Service
Contact: michael.merritt@usss.dhs.gov

Microsoft
Contact: donsch@microsoft.com

Litmus Logic
Contact: james@litmuslogic.com

Syneren
Contact: meg@syneren.com

Boldon James
Contact: andrew.cowan@boldonjames.com

Deloitte
Contact: ibohmer@deloitte.com

Gemalto
Contact: thomas.flynn@gemalto.com

NextLabs
Contact: keng.lim@nextlabs.com

Wave
Contact: atarbox@wavesys.com
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February 2013
Access Management Business Architecture

The Access Management Special Inter-
est Group (SIG) published this document 
which explores how to constrain the scope 
of access management analysis by ground-
ing it to a business context, the role of ac-
cess management in the larger technology 
architecture picture, and how it is interde-
pendent on and with other capabilities, and 
the gaps in how organizations typically de-
ploy access management, as well as gaps 
in the tools we use to implement access 
management controls

Machine Identity and Machine Health 
Framework Policy Request

The Architecture Committee created this 
Whitepaper for The Trusted Computing 
Group and NIST. The purpose of this docu-
ment is to detail the need for frameworks 
that address device identity and device 
health, and to promote cross sector work-
ing groups outside of TSCP to engage in 
the development of the missing policy doc-
ument.

TSCP Executive Interview Whitepaper

TSCP engaged Deloitte to interview TSCP 
Member Executives in a facilitated session 
to ascertain TSCP Executives’ positions and 
opinions on key developments and chal-
lenges facing the security environment 
in the Defense IT industry. Member ex-
ecutives were also asked what role TSCP 
should play going forward.

Information Labeling and Handling (ILH 
v.1) Authoring Guidelines

The ILH Project has published this docu-
ment which describes the business steps 
that start at the contracts/agreements 
phase and end at the production of an im-
plementable Business Context Protection 
Profile. This document provides guidelines 
on how to accomplish each step, indepen-
dently of any specific toolset, and provides 
information as to how these steps can be 
performed using a reference tool, the In-
formation Labeling and Handling (ILH) v.1 
Policy Authoring Tool.

Information Labeling and Handling (ILH 
v.1) Implementation Guidelines

The ILH Project has published this docu-
ment which describes the business steps 
that start with the acquisition of an imple-
mentable protection profile and end with 
its implementation among collaboration 
partners.

PIV-AV Overview

The Architecture Committee created this 
whitepaper for the FAA. It discusses creat-
ing a new “PIV-AV” standard (similar to 
PIV-I) to address the increasing call for 
the global use of PIV-I credentials for 
identity verification, recognizing the con-
straints and outside factors that form the 
realities of the international air transport 
community.

Secure Collaboration Proof of Concept 
Demo video

This video demonstrates effective business 
protection of information in a collaborative 
environment with international govern-
ments and businesses.

The Challenges of Intellectual Property 
Protection

The IPWG published this whitepaper, 
which looks at the challenges of protect-
ing intellectual property and why it can be 
difficult.

TSCP Recent Deliverables

Jean-Paul Bau-Soo,
ILH Lead Author
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December 2012

Secure EMail Version 2 Specification

The Secure EMail project has published the 
Version 2 specification which builds on Se-
cure EMail Version 1. The Version 2 specifi-
cation adds the capability of using permis-
sible certificates for signing and encrypting 
messages based on the policy and label at-
tached to the email along with visual mark-
ing in the client application.

Level of Assurance 4 Bearer Claims

The Architecture Committee has published 
a concept paper that demonstrates how 
current applications can be configured to 
provide an end to end login process at 
LOA 4 without a full Certificate Path Dis-
covery and Evaluation (PDVal). It further 
describes how to do so without the need 
for additional SAML capabilities to be de-
veloped, and how it can be done using ex-
isting COTS products.

EU Dual Use Requirements Document

The Export Control Working Group has 
published the requirements for control-
ling data classified as “EU Dual-Use” under 
The European Union Council Regulation EC 
428/2009 that holds the European Com-
munity regime for the control of exports, 
transfer, brokering and transit of dual-use 
items. The requirements have been de-
fined in the context of TSCP projects, such 
as Secure Email and Digital Labeling of 
Documents, but should be applicable to 
any collaborative scenario which involves 
exchange of controlled data.

November 2012

Business Authorization Identification and 
Labeling Scheme

Enables the enforcement of information 
protection policies for access control rules 
in secure collaboration scenarios by speci-
fying the needed metadata. 

Boeing, NL MOD, NLR Business Protection 
Proof of Concept Demo

Demonstrates effective business protec-
tion of information in a collaborative envi-
ronment with international governments 
and businesses.

Information Labeling and Handling (ILH 
v.1) Setup Do It Yourself Guide

Step by step instructions on how to setup 
and configure tools needed to implement 
labeling and protection handling of docu-
ments within a secure, collaborative envi-
ronment.

Comments for the Draft FIPS 201-2

Comments to NIST representing TSCP 
members for the draft version of the Per-
sonal Identity Verification (PIV) of Federal 
Employees and Contractors Standard FIPS 
201-2.

TSCP Recent Deliverables Continued...
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The Architecture Commitee
Returning to work after holiday at the end 
of 2012 has caused us to look back on what 
was a very busy year for the AC.  Seeing 
in black and white what a wide variety of 
activities and tasks we had undertaken, as 
well as noting the scope of topics covered 
by our engagement with external partners 
and other groups within TSCP, was an im-
portant reminder of the role that the AC 
performs for the TSCP members.

One of the highlights of the year was the 
release of a significant update to the TSCP 
Architecture document, which was well 
received when presented in March at the 
Washington Business Week and published 
on the TSCP Website. Important progress 
was made in another area with the start of 
the more extensive exchange of informa-
tion with our colleagues in the US Govern-
ment’s FICAM program (Federal Identity, 
Credential and Access Management), which 
we are hoping will lead to benefits for both 
teams. During the year we also opened up 
a dialogue with the Jericho Forum at our 
meeting with them during the UK Business 
Week in October. The TSCP project teams 
for Identity Federation, Information Label-
ing and Handling and Secure e-Mail have 
all requested, and received, AC review of 
their critical technical documents. Mem-
bers of the AC have also been working on 
our own papers on Assertions at Level 4 
and Supply Chain Credentialing. I expect to 
be able to say more on both of these topics 
during the year.

                                  

                             \

Looking forward, the immediate focus for 
2013 is on engagement with TSCP leader-
ship to identify and launch further 

development projects which take forward 
the secure collaboration agenda. As I write, 
I know that the AC has done it’s part by 
proposing a roadmap that highlights near 
term opportunities on which to concen-
trate.  Next month I hope to be able to re-
port back on which of our proposals have 
been agreed and what that means for the 
remainder of the year.

The Government Alignment Com-
mittee 
The GAC, with Deb Galligher as Chairman, 
has been working to ensure efforts are 
coordinated to result in the “DoD Require-
ments for Accepting Non-Federaly Issued 
Credentials” memo from the Office of the 
DoD CIO.  This memo is another step for-
ward in increasing the usage and adoption 
of the Defense IT company issued high 
level of assurance credentials.  The GAC 
plans to help champion the DoD memo 
into the Civilian Agencies.  The GAC has 
also been identifying and helping to se-
cure topics and speakers for the upcoming 
March ‘13 TSCP Business Week in Arling-
ton, VA.

  Committee Updates

Richard Skedd, 
Chairman of the 
TSCP Architecture
Board
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Intellectual Property Working 
Group (IPWG)  
The IPWG is currently working to complete 
the requirements document, inclusive of 
process flows, with the goal of completion 
by the Spring Business Week. Once the 
requirements document is completed, the 
Architects will review the document and 
a gap analysis will be completed for ILH 
to ensure all the requirements have been 
captured accurately in the specifications.  

Export Control Working Group 
(ECWG) 
The platinum export SMEs reviewed the 
consolidated requirements document while 
work began on collecting requirements for 
French Military Export Policy. Once com-
pleted, these requirements will be added to 
the consolidated requirements document 
and submitted to the Architects for final re-
view and approval. 

Information Labeling and Handling 
v.1 (ILH v.1+)
A brief paper was recently completed to 
share the knowledge and experience gained 
from an ILH related demo at the last Busi-
ness Week involving Boeing, the NL MOD 
and NLR; this paper will be published in the 
next issue of Trust Points.

The team also completed a Requirements 
document for vendors due to a market-
place gap identified in regard to applica-
tions retrieving attributes about federated 
users and the difficulty of ensuring consis-
tent protection between various types of 
applications, platforms, and usage.

Work continues on addressing gaps identi-
fied in v.1 to increase the success of small 
scale deployment among Platinum compa-
nies. 

Identity Federation v.2 
The IdFv2 team recently held a kickoff 
meeting for the provisioning work which 
will be the focus for the next few months. 
Participants from the IdF team, Architec-
ture Committee, and Gold and Silver mem-
bers discussed product support and com-
mon issues that need to be addressed to 
ensure the ongoing work supports the right 
set of products and protocols to address 
requirements and to ensure the adoption 
of specifications is pragmatic for Platinum 
members.

The team also completed the CONOPS and 
an update to the Assertion Profile integrat-
ing ILH attributes, both of which are now in 
review by the Architecture Committee.

   Working Group and Project Updates

Julie Sandercock,
IPWG & ECWG
Chairperson,
ILH & IdF v.2
Project Manager
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Monday Tuesday Wednesday Thursday Friday

28 29 30 31 1
8:00 AM
TSCP Project Techni-
cal Lead Coordination 
Meeting
11:00 AM
Information Labeling 
and Handling (ILH)

11:00 AM
SE v.1 Platinum and 
Government Lead 
Deployment Discus-
sion

10:00 AM
Architecture Com-
mittee Meeting

11:00 AM
TSCP IdFv2 Weekly 
Meeting

No meetings are 
held on Fridays.

4 5 6 7 8
8:00 AM
Government Alignment 
Group
8:00 AM
Project Tech Meeting
11:00 AM
Information Labeling 
and Handling (ILH)

11:00 AM
TSCP Intellectual 
Property Working 
Group (IPWG) bi-
weekly meeting

10:00 AM
Architecture Com-
mittee Meeting

11:00 AM
TSCP IdFv2 Weekly 
Meeting

No meetings are 
held on Fridays. 

11 12 13 14 15
8:00 AM
TSCP Project Techni-
cal Lead Coordination 
Meeting
11:00 AM
Information Labeling 
and Handling (ILH)

11:00 AM
SE v.1 Platinum and 
Government Lead 
Deployment Discus-
sion

10:00 AM
Architecture Com-
mittee Meeting

11:00 AM
TSCP IdFv2 Weekly 
Meeting

No meetings are 
held on Fridays.

18 19 20 21 22
8:00 AM
TSCP Project Techni-
cal Lead Coordination 
Meeting
11:00 AM
Information Labeling 
and Handling (ILH)

11:00 AM
TSCP Intellectual 
Property Working 
Group (IPWG) bi-
weekly meeting

10:00 AM
Architecture Com-
mittee Meeting

11:00 AM
TSCP IdFv2 Weekly 
Meeting
11:00 AM
Leadership Advisory 
Group

No meetings are 
held on Fridays.

25 26 27 28 1
8:00 AM
TSCP Project Techni-
cal Lead Coordination 
Meeting
11:00 AM
Information Labeling 
and Handling (ILH)

11:00 AM
SE v.1 Platinum and 
Government Lead 
Deployment Discus-
sion

10:00 AM
Architecture Com-
mittee Meeting

11:00 AM
TSCP IdFv2 Weekly 
Meeting

No meetings are 
held on Fridays.

To access the TSCP Master Calendar in SharePoint, click here.

                                  TSCP February Meeting Calendar                                                                               TSCP March Meeting Calendar

                                                                                                              

https://tscp.sharesrvr.com/Lists/Calendar/calendar.aspx
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Monday Tuesday Wednesday Thursday Friday

4 5 6 7 8
8:00 AM
TSCP Project Techni-
cal Lead Coordination 
Meeting
11:00 AM
Information Labeling 
and Handling (ILH)

11:00 AM
TSCP Intellectual 
Property Working 
Group (IPWG) bi-
weekly meeting

10:00 AM
Architecture Com-
mittee Meeting

11:00 AM
TSCP IdFv2 Weekly 
Meeting

No meetings are 
held on Fridays.

11 12 13 14 15
11:00 AM
Information Labeling 
and Handling (ILH)
8:00 AM
TSCP Project Techni-
cal Lead Coordination

11:00 AM
SE v1 Platinum and 
Government Lead 
Deployment Discus-
sion

10:00 AM
Architecture Com-
mittee Meeting

11:00 AM
TSCP IdFv2 Weekly 
Meeting

No meetings are 
held on Fridays.

18 19 20 21 22
11:00 AM
Information Labeling 
and Handling (ILH)
8:00 AM
TSCP Project Techni-
cal Lead Coordination

11:00 AM
TSCP Intellectual 
Property Working 
Group (IPWG) bi-
weekly meeting

10:00 AM
Architecture Com-
mittee Meeting

11:00 AM
TSCP IdFv2 Weekly 
Meeting
11:00 AM
Leadership Advisory 
Group

No meetings are 
held on Fridays.

25 26 27 28 29
11:00 AM
Information Labeling 
and Handling (ILH)
8:00 AM
TSCP Project Techni-
cal Lead Coordination

11:00 AM
SE v1 Platinum and 
Government Lead 
Deployment Discus-
sion

10:00 AM
Architecture Com-
mittee Meeting

11:00 AM
TSCP IdFv2 Weekly 
Meeting

No meetings are 
held on Fridays.

1 2 3 4 5
8:00 AM
TSCP Project Techni-
cal Lead Coordination 
Meeting
11:00 AM
Information Labeling 
and Handling (ILH)

11:00 AM
TSCP Intellectual 
Property Working 
Group (IPWG) bi-
weekly meeting

10:00 AM
Architecture Com-
mittee Meeting

11:00 AM
TSCP IdFv2 Weekly 
Meeting

No meetings are 
held on Fridays.

                                  TSCP February Meeting Calendar                                                                               TSCP March Meeting Calendar
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Check our website for 
event updates. 
Or send an email to news@tscp.org to 
be placed on our subscriber list.

www.tscp.org

Earn Continuing Education Credits 
for your ISC2 or ISACA credentials 
by attending TSCP-sponsored events. 
Visit: tscp.org/assets/tscp_cpe_info.pdf 
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